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Transport-‐laag

•  biedt  aan:  
(betrouwbare)  verbinding  tussen  sockets

•  doet  zijn  werk  in  de  eindpunten  
!  weinig  eisen  aan  de  gebruikte  netwerken

•  (de)mulGplexing
•  vaste  verbinding
•  betrouwbaarheid
•  congesGe-‐beleid



UDP

•  UDP  =  User  Datagram  Protocol
•  alleen  (de)mulGplexing  
=  de  juiste  socket  binnen  één  host  vinden  
die  het  bericht  moet  krijgen

•  dus  nog  steeds  onbetrouwbaar,  
maar  relaGef  eenvoudig



UDP  header

Figure 17.2  TCP and UDP Headers
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port  =  idenGficaGe  
van  socket



TCP

•  TCP  =  Transmission  Control  Protocol

•  met  verbindingsopbouw  en  -‐einde
•  betrouwbare  communicaGe

–  idee:  ontvangst  van  pakket  niet  bevesGgd  
!  pakket  nogmaals  versturen

•  congesGon  control  (overlastbeveiliging)
–  idee:  ontvangst  van  veel  pakkeRen  ontkend  
  !  te  snel



TCP:  verbindingsopbouw

•  voor  de  eerste  gegevensuitwisseling:
– parGjen  sturen  een  eerste  bericht  heen  en  weer  
(“SYN”  -‐  “SYNACK”)

– ontvanger  splitst  een  apart  proces  af  
dat  deze  verbinding  aYandelt



Betrouwbaarheid

•  ontvanger  stuurt  af  en  toe  
ontvangstbevesGging    (ack)

•  zender  schat  wanneer  ack  zou  moeten  
terugkomen

•  als  het  veel  langer  duurt  
!  nog  eens  verzenden



CongesGon  Control

•  verstuur  een  aantal  (n)  pakkeRen  
en  wacht  op  bevesGging
– als  het  goed  gaat:       n  :=  n  +  1
– als  het  mis  gaat:       n  :=  n  /  2

– als  n  klein  is  en  het  goed  gaat:    n  :=  n  *  2
– als  het  helemaal  mis  gaat:       n  :=  1



TCP:  verbindingseinde

•  Het  is  niet  mogelijk  100%  zeker  
een  verbinding  te  eindigen
– SMS-‐afspraken-‐probleem

•  oplossing:  na  2–3  berichten  +  Gmeout  
abreken



TCP:  verbindingseinde
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Zonder betrouwbare communicatie kunnen de blauwe legers 
het niet eens worden over een aanval. 

Tanenbaum: Computer networks. 
4th ed. Prentice-Hall 2003. 



TCP-‐connecGe-‐spel
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Hoe  werken  protocollen  samen?



TCP  en  IP  samen...
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Figure 17.5  Protocol Data Units (PDUs) in the TCP/IP Architecture



TCP  en  IP  samen...
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ApplicaGelaag

•  bestaande  standaard-‐protocollen  voor  veel  
gebruikte  applicaGes:
– dns
–  telnet
– ep
– smtp
– hRp



Samenvafng

•  hoofdstuk  17  online

•  protocol-‐architectuur  -‐ontwerp,  
gelaagd  protocol

•  Netwerklaag,  IP:  routeren
•  Transportlaag,  TCP:  
betrouwbare  verbinding  tussen  sockets



Trivial  File  Transfer  Protocol

•  eenvoudig  voorbeeld  voor  applicaGelaag
•  geschikt  om  bestanden  te  versturen
•  minder  funcGonaliteit  dan  FTP

–  geen  toegangsrechten
–  geen  encrypGe
–  geen  mappen
–  geen  congesGebeleid

•  eenvoudig  te  implementeren  
!  vaak  gebruikt  voor  bootstrap



Basisidee  van  TFTP:  download

①  client  stuurt  read  request  RRQ  naar  de  server
②  server  stuurt  één  stukje  van  bestand  (512  B)
③  client  stuurt  acknowledgement  ACK
④  zodra  ack  bij  server  aankomt,  

stuurt  deze  volgende  stukje

•  Timeout:  zender  herhaalt  het  vorige  bericht.



Basisidee  van  TFTP:  upload

①  client  stuurt  write  request  WRQ  naar  server
②  server  stuurt  acknowledgement  ACK
③  client  stuurt  één  stukje  van  bestand  (512  B)
④  zodra  stukje  bij  server  aankomt,  

stuurt  deze  volgende  ACK

•  Timeout:  zender  herhaalt  het  vorige  bericht.
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was lost, then the retransmission will be the first copy of this packet received by B. If
the original packet was not lost but the acknowledgment from B was lost, then B
will receive two copies of the same packet from A and simply acknowledges both
copies. Because of the use of block numbers, this causes no confusion. The only ex-
ception to this rule is for duplicate ACK packets. The second ACK is ignored.

Syntax, Semantics, and Timing

In Section 17.1, it was mentioned that the key features of a protocol can be classified
as syntax, semantics, and timing. These categories are easily seen in TFTP. The for-
mats of the various TFTP packets determine the  syntax of the protocol. The
semantics of the protocol are shown in the definitions of each of the packet types
and the error codes. Finally, the sequence in which packets are exchanged, the use of
block numbers, and the use of timers are all aspects of the timing of TFTP.

Figure 17.11 Example TFTP Operation
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the target system. This port is recognized by the target UDP module as the identifi-
er of the TFTP module. For the duration of the transfer, each side uses a transfer
identifier (TID) as its port number.

TFTP Packets

TFTP entities exchange commands, responses, and file data in the form of packets, each
of which is carried in the body of a UDP segment.TFTP supports five types of packets
(Figure 17.9); the first two bytes contain an opcode that identifies the packet type:

• RRQ: The read request packet requests permission to transfer a file from the other
system. The packet includes a file name, which is a sequence of ASCII2 bytes terminat-
ed by a zero byte.The zero byte is the means by which the receiving TFTP entity knows
when the file name is terminated. The packet also includes a mode field, which indi-
cates whether the data file is to be interpreted as a string of ASCII bytes (netascii
mode) or as raw 8-bit bytes (octet mode) of data. In netascii mode, the file is trans-
ferred as lines of characters, each terminated by a carriage return, line feed. Each sys-
tem must translate between its own format for character files and the TFTP format.

• WRQ: The write request packet requests permission to transfer a file to the other system.

Figure 17.9 TFTP Packet Formats
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2ASCII is the American Standard Code for Information Interchange, a standard of the American Na-
tional Standards Institute. It designates a unique 7-bit pattern for each letter, with an eighth bit used for
parity. ASCII is equivalent to the International Reference Alphabet (IRA), defined in ITU-T Recom-
mendation T.50. See Appendix G for a discussion.
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1511. System B is prepared to accept the file and so responds with an ACK with a
block number of 0. In the UDP header, the destination port is 1511, which enables
the UDP entity at A to route the incoming packet to the TFTP module, which can
match this TID with the TID in the WRQ.The source port is a TID selected by B for
this file transfer, in this case 1660.

Following this initial exchange, the file transfer proceeds. The transfer con-
sists of one or more data packets from A, each of which is acknowledged by B. The
final data packet contains less than 512 bytes of data, which signals the end of the
transfer.

Errors and Delays

If TFTP operates over a network or the Internet (as opposed to a direct data link),
it is possible for packets to be lost. Because TFTP operates over UDP, which does
not provide a reliable delivery service, there needs to be some mechanism in TFTP
to deal with lost packets. TFTP uses the common technique of a time-out mecha-
nism. Suppose that A sends a packet to B that requires an acknowledgment (i.e., any
packet other than duplicate ACKs and those used for termination). When A has
transmitted the packet, it starts a timer. If the timer expires before the acknowledg-
ment is received from B, A retransmits the same packet. If in fact the original packet
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Figure 17.10 A TFTP Packet in Context
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