path / file: [wampbwwwtioeo-tas ] 8 subdirs vindows

cocostye: (I ) O ——scere |

Result
1

Header Injection: 1
File Disclosure: s
File Inclusion: 12
File Manipulation: I12
SQL Injection: 2
Cross-Site Scripting: 22
HTTP Response Splitting: ' 2
Unserialize: H1g
Sum: 277
Scanned files: 119
Include success: 891/1169 (76%)
Considered sinks: 280

221
Unique sources: 267
Sensitive sinks: 17104

Code is object-
oriented. This is not

Info: supporied yet and
canlead to false
negatives

Info: using DBMS MySQL

Info: using DBMS MySQL,

: MSQLI Extension
. using DBMS

Info: PostgreSQL

Info: using DBMS SQLite

Info: phpinfo() detected

Info: uses sessions

Scan time: 222.617 seconds

File: C:' -1.4.8/admin_bans.php
File Inclusion

Call triggers vulnerability in function maintenance_message()
164: maintenance_message (); // common php

requires:
16:

if($pun_config[o_maintenance’] && $pun_user['g_id]> PUN_ADMIN && defined( PUN_TURN_OFF_IMAINT'))

Userinput reaches sensitive sink when function maintenance_message() is called.

12: define(PUN_ROOT', dirname(__FILE__) define()
1224: Stpl_inc_dir = PUN_ROOT . ncludeluser/; // functions.phpif(file_exists(PUN_ROOT
1200: global $pun_user; // functio,
1219: Stpl_inc_di :
1223: Stpl_file = PUN_ROOT . ‘include/template/maintenance tpl;
1227: Stpl_maint = file_get_contents($tpl functions.php

1230: preg_match_all{%<pun_include ([ ohp[45]7[inchimi?]6)> %1, $tpl_maint, $pun_includes, PREG_SET_ORDER);
1232: foreach($pun_includes as Scur_include) // functions php

1

i p
1238: require require $tpl_inc_dir . Scur_include[1] . . $cur_include{2]; // functio

tyle/'. Spun_user . ‘/maintenance.tpl)) else

hp
UN_ROOT . ‘style/". $pun_user['sty

un_user . ‘/maintenanc l').
$pun_user . '/maintenance.tpl’)) el

func 's.phpif(file_e PUN_ROOT
functions. phpif(file_exists(PUN_ROOT

nctions.php preg_match()

s.php

requires:
1237: if(file_exists(Stpl_inc_dir . $cur_include[1] . . $cur_include{2]))
1198:  function maintenance_message()

Vulnerabilty is also triggered in:
C:\wampwwwifluxbb-1.4.8/admin_categories.php
C:\wamp\wwwifluxbb-1.4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
C:\wamp\wwwifluxbb-1.4.8/admin_groups.php
C:\wamp\wwwifluxbb-1.4.8/admin_index php
C:\wamp\wwwifluxbb-1.4.8/admin_loader.php
C:

1.4.8admin_r php
< 1.4.8/admin_options.php
c 1.4.8/admin_permi php

Ciwamp\wwi\fluxbb-1.4.8/admin_ranks.php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwi\fluxbb-1.4.8/admin_users.php
Ci\wamp\wwwifluxbb-1.4.8/db_update.php
Ciwamp\wwifluxbb-1.4.8/delete. php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwifluxbb-1.4.8/extern.php
Ciwamp\wwwifluxbb-1.4.8/help.php

C 1.4.8fi

C: 1.4, php
Ciwamp\wwifluxbb-1.4.8/index php
Ciwamp\wwifluxbb-1.4.8install.php
Ciwamp\wwi\fluxbb-1.4.8/login.php
Ciwamp\wwifluxbb-1.4.8/misc.php
Ciwamp\wwwifluxbb-1.4.8/moderate.php
Ciwamp\wwfluxbb-1.4.8/post.php
Ciwamp\wwifluxbb-1.4.8/profile.php
Ciwamp\wwifluxbb-1.4 8/register.php
Ciwamp\wwwifluxbb-1.4.8/search.php.
Ciwamp\wwwifluxbb-1.4.8/userlist.php
Ciwamp\wwifluxbb-1.4.8/viewforum.php
Ciwamp\wwiluxbb-1.4.8/viewtopic.php

File Inclusion

Call triggers vulnerabillty in function maintenance_message()

164: maintenance_message (); // common.php

requires:
163: if($pun_config['o_maintenance’] && $pun_user['o_id] > PUN_ADMIN &3 !defined( PN _TURN _OFF_MAINT'))

Userinput reaches sensitive sink when function maintenance_message() is called.

en:

12: define('PUN_ROOT', dirname(__FILE.
1223: $tpl_file = PUN_ROOT . include:
1227: $tpl_maint = file_get_contents($t
1230: preg_match_all(“><pun_include (7
1232: foreach($pun_includes as Scur_include) ctions.php

1240: require require PUN_ROOT . ‘include/user/" . $cur_include[1] . " . $cur_include(2]; // functions php

define
nt

e()
nce.tpl; ce.tpl) else

functions.phpif(file_exists(PUN_ROOT . 'style/" . $pun_user

", $tpl_maint, Spun_includes, PREG_SET_ORDER); // functions.php preg_match()

requires:
12

39: if(file_exists(PUN_ROOT . Inclule/user/ . Seur_include[1] . . Scur_include{2]))
119¢ ion maintenance_message()

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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Vulnerabilty is also triggered in:
C:\wamp\wwwfluxbb-1.4.8/admin_categories.php
C:\wamp\wwwifluxbb-1.4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwifluxbb-1.4.8/admin_groups.php
C:\wamp\wwwifluxbb-1.4.8/admin_index php
C:\wamp\wwwifluxbb-1.4.8/admin_loader.php
C 1.4.8/admin_r php

C:\wamp\wwwifluxbb-1.4.8/admin_options.php

C: Imin_ php

C:\wamp\wwwifluxbb-1.4.8/admin_ranks.php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
C:\wamp\wwwifluxbb-1.4.8/delete. php
Ci\wamp\wwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
Ciwamp\wwifluxbb-1.4.8/help.php

C: 1.4. php
php

c:
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/install.php
Ciwamp\wwifluxbb-1.4.8/login.php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4 8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php
C:\wamp\wwwifluxbb-1.4.8/userlist php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
C:\wamplwwwifluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Call triggers vulnerability in function maintenance_message()
164:  maintenance_message (); // cormmon php

requires:

163: if($pun_configlo_maintenance] && Spun_user[o_id'] > PUN_ADMIN 8& !defined(PUN_TURN_OFF_MAINT))

Userinput reaches sensitive sink when function maintenance_message() is called.

1291: $tpl_temp = trim(ob_get_contents()); // functions.php
1271: $tpl_temp = trim(ob_get_contents()); // functions.php
1200: global $lang_common; / fu

12: define(PUN ROOT', dirname(__| define()
1223: Stpl_file = PUN_ROOT . ‘nclude: e /1 functions.phpif(file_exists(PUN_ROOT . 'style/" . $pun_user . maintenance.tpl")) else
1227: Stpl_maint = file_get_contents($tpl_file) c

1230: preg_match_all{%<pun_include ([ hpl45]7linc|tmi?[4)">%, $tpl_maint, $pun_includes, PREG_SET_ORDERY); // functions.php preg_match()

1232: foreach($pun_includes as $cur_include) ions.php
: b_get_contents(); // functions php

1245: Stpl_maint = str_replace($cur_include[0], $tpl_temp, $tpl_maint); // func
1252: Stpl_maint = str_replace( <p 2 [

1257: $tpl_maint = str_replace( -
1272: Stpl_maint = str_replace( - $tpl_temp, Stpl_maint); // fun:
1292: Stpl_maint = str_replace('<pun_maint main-, $tpl_temp, $tpl_main
1304: exit exit ($tpl_maint); // functions php

, Stpl_maint); // functions.php
direciion, $tpl_maint); // functions.php

direction™", $lang_commonf |

requires:
1198:  function maintenance_message()

Vulnerabilty is also triggered in:
C 1.4 8/admin_categories.php
Ciwamp\wwwi\fluxbb-1.4.8/admin_censoring.php
Ci\wamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwwifluxbb-1.4.8/admin_groups.php
Ciwamp\wwifluxbb-1.4.8/admin_index php
Ciwamp\wwifluxbb-1.4.8/admin_loader.php
c . i php

C:\wamp\wwwifluxbb-1.4.8/admin_options.php

C: 1 min_ php

Bfa
Ciwamp\wwi\fluxbb-1.4.8/admin_ranks.php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwwi\fluxbb-1.4.8/admin_users.php
Ciwamp\wwifluxbb-1.4.8/db_update.php
Ciwamp\wwifluxbb-1.4.8/delete.php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwifluxbb-1.4.8/extern.php
Ciwamp\wwifluxbb-1.4.8/help.php

c 1.4.8fi

C: 14,
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/install.php
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum. php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

HTTP Response Splitting

Call triggers vulnerabiliy in function redirect()

4: Slang_admin_bans{ 8zn removed rec ed

v admin_bans.php array(
321: redirect (‘admin_bans php', $lang_admin_bans[ Ban rerr

requires:
305: if(isset($_GET[ del_banT))

Call triggers vulnerabiliy in function redirect()

4: $lang_admin_bans{ - ed. Redire

301 redirect (acmin_bans.php

redirect] = 'Ban ¢
, $lang_admin_bans[ Ban added

requires:
300: if($_POST[ o

dit) else

Call triggers vulnerability in function redirect()

4: $lang_admin_bans[ Ban edite: direct’] = 'Ban edited. Re admin_bans.php array(
299: redirect (admin_bans php', Slang_admin_bans[ Ban )
requires:
298: if($_POST[mo dit')
Userinput reaches sensitive sink.
1311:_function redirect($destination_url, Smessage)
1317: i base _url (true) . /' . url; // functions.phpif(strpos($des bos($destination_url, 'https://') == 0 && strpos($destination_url, /') !

_ur
1320: Sdestination_url = preg_replace( %(| 0fad
1324: header header( Locaion: . str_replace('&amp.,

", $destination_url);
$destination_url)); // functions php

requires:

n in browser PRO versio Are you a developer? Try out the HTML to PDF API
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1323: if($pun_configl o_redirect de

Vulnerabilty is also triggered in:
C:\wamp\wwwfluxbb-1.4.8/admin_categories.php
C:\wamp\wwwifluxbb-1.4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwi\fluxbb-1.4.8/admin_groups.php
C:\wamp\wwwifluxbb-1.4.8/admin_index php
C:\wamp\wwwifluxbb-1.4.8/admin_loader.php
C 1.4.8/admin_r php

C:\wamp\wwwifluxbb-1.4.8/admin_options.php

C: Imin php

C:\wamp\wwwifluxbb-1.4.8/admin_ranks.php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
C:\wamp\wwwifluxbb-1.4.8/delete. php
C:\wamplwwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
Ciwamp\wwifluxbb-1.4.8/help.php

C: 1.4. php
c 1.4.8/i ions.php
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/install.php
Ciwamp\wwi\fluxbb-1.4.8/login.php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
Ciwamp\wwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php
C:\wamp\wwwifluxbb-1.4.8/userlist php
C:\wamplwwwifluxbb-1.4.8/viewforum.php
C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

File Inclusion

Call triggers vulnerability in function redirect()

4: $lang_admin_bans[ Ban removed redirect]

an re dmin_bans.php array(
321: redirect (= bans.php', Slang_admin_bans[ &

ing
direct1);

requi

jres:
305 if(isset(S_GET[ de!_ban]))

Call triggers vulnerability in function redirect()

4: $lang_admin_bans[Ban added redirect] = 'Ban added. Redirecting min_bans.php array(
301:  redirect (‘admin_bans.php', Slang_admin_bans[Ban added rec
requires:
300: if($_POST[ mode] ) else
Call triggers vulnerability in function redirect()
4: $lang_admin_bans[Ban edited redirect] = ‘Ban edit admin_ban:

299: redirect ns.php', Slang_admin_bans[

requires:
298: if($_POST[ mode]

Userinput reaches sensitive sink when function redirect() is called.

12: define( PUN
1343: Stpl_inc_di
1313: global $pu

Spun_user . 'redirect.tpl") else

1338: Stpl_inc_di . - Spun_user['st g s.phpif(file_ex ecttpl))
1342: Stpl_file = PUN_ROOT . ‘nclude/template/redirect ipl'; // fu if(file_exists| 1pl)) else
1346: Stpl_redir = file_get_contents(Stpl_file); // functions.pho
1349: preg_match_ali( %<pun_include "([Y\]°7)\.(shp[4517 inclnimi?[x0)"> %, $tpl_redir, $pun_includes, PREG_SET_ORDER); // function ratch(
1351: foreach($pun_includes as Scur_include) // functions php
1357: require require $tpl_inc_dir . Scur_include[1] . " . $cur_include[2]; / functions php

requ

ires:
1356: f(file_exists(Stpl_inc_dir . Scur_include[1] . . Scur_include[2]))
1311:  function redirect(Sdestination_url, Smessage)

Vulnerability is also triggered in:
Ciwamp\wwwfluxbb-1.4.8/admin_categories.php
Ciwamp\wwwifluxbb-1.4.8/admin_censoring.php
Ciwamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwifluxbb-1.4.8/admin_groups.php
Ciwamp\wwifluxbb-1.4.8/admin_index php
Ciwamp\wwi\fluxbb-1.4.8/admin_loader.php

I 1.4.8/admin_ p
C:\wamp\wwwifluxbb-1.4.8/admin_options.php

[ 1.4.8/admin_| php
C:\wamp\wwwifluxbb-1.4.8/admin_ranks.php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
C:\wamp\wwwifluxbb-1.4.8/delete. php
C:\wamp\wwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
C:\wamp\wwwifluxbb-1.4.8/help.php

C: 1.4. php
c 1.4.8/i ions.php
C:\wamp\wwwifluxbb-1.4.8/indexphp.
C:\wamp\wwwifluxbb-1.4.8/install.php
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwfluxbb-1.4.8/moderate.php
C:\wampwwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
Ci\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4 8/useriist php
C:\wamp\wwwifluxbb-1.4.8/viewforum. php
C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

File Inclusion

Call triggers vulnerability in function redirect()
='Ban

d redirect ) admin_bans.php array(
hp', $lang_admin_bans &

4: $lang_admin_bans[ Ban rer
321 redirect bans

requires:
305 if(isset(S_GET[ de!_ban))

Call triggers vulnerability in function redirect()

d redirect] = 'Ban added
php', Slang_admin_bans[ Ban adc

4: $lang_admin_bans|

admin_bans.php array
301:  redirect ect

requires:
300: if($_POST[mode]

) else

Call triggers vulnerability in function redirect()

4: $lang_admin_bans[Ban edited redirect] ='Ban edited. Redirecting ...'// admin_bans.php array(

n in browser PRO versio Are you a developer? Try out the HTML to PDF API
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299: redirect (‘admin_bans.php', $lang_admin_bans[ Ban e

requires:
298: if($_POST[mode

edit)

Userinput reaches sensitive sink when function redirect() is called.

12: define(PUN_ROOT dlrname(iFlLE
IN_R

1342 Stpl_fi “includ e ctions.phpif(file_exists(PUN_ROOT ‘redirect.tpl)) else
1346: Stpl_redir = file_get_ contents($(;7\ fle)‘ um
1349: preg_match_all( % rclude "([Y o|ntmi?)x) "%, $tpl_redir, $pun_includes, PREG_SET_ORDERY); // functions php preq_match()

1351 foraach(Spun. includes as Suurﬁlnclude) f
1359: roquire require PN ROOT . 1 et - Scur indlude[1] . - Seur_includefz; // e

ns.php

requires
Tase: i(file_exists(PUN_ROOT . ‘include/user/ . Scur_include[1]. " . Scur_include[2]))
1311:  function redirect(Sdestination_url, Smessage)

Vulneratity i aso triggered in:
1.4.8/admin_categories.php
& \wamplwwwfluxbb-1.4.8/admin_censoring.php
Ciwamp\wwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwifluxbb-1.4.8/admin_groups.php
Ciwamp\wwi\fluxbb-1.4.8/admin_index php
Cowemplws -1 4. 8jodmin_osder php

admin_
c wamplwswfluxbb- 1 4. 3/admm optons.php _
1.4.8)

& \wamplwwfluxbb-1.4. 8/admm ranks.php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwwi\fluxbb-1.4.8/admin_users.php
Ciwamp\wwifluxbb-1.4.8/db_update.php
Ciwamp\wwwifluxbb-1.4.8/delete.php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwifluxbb-1.4.8/extern. php
Ciwamp\wwwifluxbb-1.4.8/help.php

c 1.4.8fi php
C: 1.4.8/ir i php
Ciwamp\wwwifluxbb-1.4.8/index php
Ciwamp\wwifluxbb-1.4 8/install.php
Ciwamp\wwifluxbb-1.4.8/login.php
Ciwamp\wwifluxbb-1.4.8/misc.php
Ciwamp\wwwifluxbb-1.4.8/moderate.php
Ciwamp\wwwifluxbb-1.4.8/post.php
Ciwamp\wwifluxbb-1.4.8/profile. php
Ciwamp\wwwifluxbb-1.4.8/register.php
Ciwamp\wwi\fluxbb-1.4.8/search.php
Ciwamp\wwwfluxbb-1.4.8/userlist.php
Ciwamp\wwwifluxbb-1.4.8/viewforum.php
Ciwamp\wwifluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Call triggers vulnerability in function redirect()

4: $lang_admin_bans[ Ban removed redirect] = 'Ban removed. Redir
321: redirect (admin_bans php', Slang_admin_bans[ Ban rerr

admin_bans.php array(

requires:
30: if(isset($_GET[ del_banT))

Call triggers vulnerability in function redirect()

='Ban added. Redirec
slang_admm bans{ Ban added

4: $lang_admin_bans[5zn a
301:  redirect (cim

admin_bans.php 2

phy

requires:

300: if($_POST[mode] == ‘edit) else

Call triggers vulnerability in function redirect()

4: $lang_admin_bans[Ban edited redirect’] = 'Ban edited. Redi
299:  redirect (admin_bans php', Slang_admin_bans[ Bz e

admin_bans.php array()

te

requires:
298: if($_POST[mode

ity
Userinput reaches sensitive sink.
1311:_function redirect(Sdestination_url, Smessage)
1317: i i el

base url (true) . ' ion_url; // functions. phpif(strp nation_url, ‘http://') 1== 0
Ofad]) ", $destination_url); // functions.php

) == 0 && strpos($destination_url

s($destination_url, "https:

U
1320: Sdestination_url = preg_replace( ([
1313: global $lang_common; // fun
1405: echo echo Smessage . <br />

of="" . $destination_url . >". $lang_common[ Click redi </a>'; Il functions.php
Vulnerabilty is also triggered in:

C:\wamp\wwwfluxbb-1.4.8/admin_categories.php

C:\wamp\wwwifluxbb-1.4.8/admin_censoring.php

C:\wamp\wwwfluxbb-1.4.8/admin_forums.php

Ciwamp\wwifluxbb-1.4.8/admin_groups.php

C:\wamp\wwwifluxbb-1.4.8/admin_index php

Cowamplwmub-1.4.8admin_losder php
php

admin_
& \wamplwswfluxbb- 1 4. 8/admm _optons.php
1.4.8/

Ci\wamplwwwfluxbb-1.4. a/aammﬂnks php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
Ciwamp\wwwifluxbb-1.4.8/delete. php
C:\wamp\wwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
C:\wamp\wwwifluxbb-1.4.8/help.php

C: 1.4, php
php

C:

C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/install.php
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4 8/useriist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Call triggers vulnerability in function redirect()

noved.

4: $lang_admin_bans| admin_bans.php array(

321 redirect

an rem

d redirect] = 'Ban
hp', $lang_admin_bans[ &

requires:
305: if(isset($_GET[de! ban))

Call triggers vulnerability in function redirect()

4: $lang_admin_bans[Ban added redirect] = 'Ban added. Redirecting ..." // admin_bans.php array(

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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301: redirect (‘admin_bans.php', Slang_admin_bans[ Ban added ¢ )
requires:
300 if($_POST[mode dit) else
Call triggers vulnerability in function redirect()
4: $lang_admin_bans[Ban edited redirect’] = 'Ban edited. Redirecting admin_bans.php array()

299: redirect (‘admin_bans php', $lang_admin_bans[ Ban edited re

requires:
298: if($_POST[ o

edit)
Userinput reaches sensitive sink when function redirect() is called.

1427: $tpl_temp = trim(ob_get_contents();
1411: Stpl_temp = trim{ob_get_contents());
1391: Stpl_temp = trim(ob_get_¢ contents()),
1313: global $lang_common; I/ func
12: define(PUN_RO dlrnams(iFlLE
1342 Stpl_fi ne - PUN_ROOT .

IN_ROOT . 'style/" . Spun_user . /redirect.tpl')) else

functions.phpif(file_exists

1346: Stpl_redir = file_get_contents(Stpl fle)‘

1349: preg_i match \_all(*%<pun_includ X [ntmi?[ixt)">%1, $tpl_redir, $pun_includes, PREG_SET_ORDER); // functions f
1351: foreach($pun_includes as Scur_include) ons.php

1363: Stpl_temp = ob_get_contents(); // funciions.php

1364: Stpl_redir = st_replace(Scur_include{0], Stpl_temp, Stpl_redir) // uncions

1371: Stpl_redir = str_replace('<pun lar X Sommonl o dentiior], $tp_rediny; 1/ unctions.php

1376: Stpl_redir = str_replace(<pun $lang_common[ 7], $tpl_redir); // functions.php

Stpl lemp, Stpl_redir); // functions.php
|_temp, $tpl_redir); ctions.php
. Stpl_ (emp, Stpl_redir); ctions.php

1392 Stpl_redir = str_replace(’
1412: Stpl_redir = str_replace(<pun_
1428 Stpl_redir = str_replace(<pun_ic
1436: exit exit ($tpl_redir); // func

requires:
1311: function redirect(Sdestination_url, Smessage)

Vulneratity i aso trggered in:
1.4.8/admin_categories.php
C\mmp\mmﬂuxbh 1.4.8/admin_censoring.php
Ciwamp\wwwfluxbb-1.4.8/admin_forums.php
C:\wamp\wwwifluxbb-1.4.8/admin_groups.php
Ciwamp\wwi\fluxbb-1.4.8/admin_index php
Cowamplwsfubl-1.4.fadmin_losder php

admin_
c wamplwswfluxbb- 1 4. 8/admm optons.php _
1.4.8/

& \wamplwwfluxbb-1.4. 8/admm ranks.php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwifluxbb-1.4.8/admin_users.php
Ciwamp\wwwifluxbb-1.4.8/db_update.php
Ciwamp\wwifluxbb-1.4.8/delete.php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwwifluxbb-1.4.8/extern. php
Ciwamp\wwwifluxbb-1.4.8/help.php

c 1.4.8fi

C: 1.4.8/ir { php
Ciwamp\wwifluxbb-1.4.8/index php
Ciwamp\wwwifluxbb-1.4.8/install.php
Ciwamp\wwifluxbb-1.4.8/login.php
Ciwamp\wwiluxbb-1.4.8/misc.php
Ciwamp\wwwifluxbb-1.4.8/moderate.php
Ciwamp\wwwifluxbb-1.4.8/post.php
Ciwamp\wwifluxbb-1.4.8/profile. php
Ciwamp\wwifluxbb-1.4.8/register.php
Ciwamp\wwfluxbb-1.4.8/search.php
Ciwamp\wwwifluxbb-1.4.8/userlist.php
Ciwamp\wwwifluxbb-1.4.8/viewforum.php
Ciwamp\wwfluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, $smtp_port, $errno, Serrstr, 15))) // email.php, trace stopped
345:  server_parse (Ssocket, 250'); / ermall php

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smip_host, Ssmtp_port, Serrno, Serrstr, 15)) // email php
340:  server_parse (§socket, '354); // email php

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmip_port, Serrno, Serrstr, 15))) // email php, trace
336: server parse ($socket, 250); // emalphp

Call triggers vulnerability in function server_parse()

305: $sm:ke(»fsockopen1$smlp host, $smtp_port, $errno, Serrstr, 15))) // email.php, trace stopped
331: server_parse (Ssocket, email php

Call triggers vulnerability in function server_parse()

305: $socket = sockopen(§smip_host, Ssmip._port, Sermo, Serrstr, 15))) // cral oh, rac
327: server_parse ($socket, 250); // e

requires:
Sb4: i(Spun_confil

smtp, * 8& $pun_configlo_srip ) else

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smt
322: server_parse (Ssocket,

ost, $smip_port, Sermo, Serrstr, 15)))
email php

requires
310:(Spun_oonfigl 0 <

]!=" && $pun_config[o_smir
Call triggers vulnerability in function server_parse()

305: Ssocket = fsockopen(Ssmip_host, Ssmitp_port, Serrno, Serrstr, 15))) // emal php, i
319:  server_parse (§socket, '334); // email pho

requires:
310: f($pun_configlo_smip

=" && $pun_config[o_smip_pass]!=")

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmtp_port, Sermo, Serrstr, 15))) // email php, i«
316: server_parse ($socket, 334'); // emal php

requires:
310: if($pun_configlo_smip_u

* && $pun_configlo_smip_pas

Call triggers vulnerability in function server_parse()

305: $socket»fsockopen1$smlp host, Ssmtp_port, Sermo, Serrstr, 15))) // email php, trace stopped
313: server_parse ($socket, - emailphp

requires:
310:if($pun_configl'o_smip_u

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

* && $pun_configl o_smip
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Call triggers vulnerability in function server._parse()

305: $socket = fsockopen($smtp_host, $smtp_port, $errmo, $errstr, 15))) // email php, trace s
308: server parse ($socket, 220); // email.pho

Userinput reaches sensitive sink when function server_parse() is called.

265: _function server_parse(Ssocket, Sexpected_response)
270: $server = fgets(Ssocket, 256))) // cral phoi.
275:  error (‘U nd email. Please contact the foru

1se)
ported by the SMTP server: " . §server_response . "

__FILE_, __LINE_); // emailphp

requires:
274: if(!(substr(Sserver_response, 0, 3) == Sexpected_response))
265:  function server_parse($socket, $expected_response)

Userinput is passed through function parameters.

12: define(PUN_ROOT', dirname(__FILE_). /); // define()
34 _function dblayer(Scb_host, Sdb_username, Sdb_password, $db_name, Sab_prefix, $p_connect)
37: $db_name = PUN_ROOT . $db_name; // sqlite.php

61: error (Unable to open database | . $db_name . \'. SOLite reported: ' . $sqlite_error, __FILE__, __LINE_); // sqlite.php

requires:
37: case ‘sqlite
60: if(!Sthis->link_id)

Userinput is passed through function parameters.

12: define( PUN_ROOT', dirname(__FILE_)."/); // define()
34:function dblayer(Sdb_host, Sdb_username, $db_password, $db_name, $db_prefix, $p_connect)
37: $db_name = PUN_ROOT . $db_name; // sqil
53: error (Unab database " . $db_name .

r writing. Pern

_FILE_, __LINE_); //sclite.php

requires:
37: case 'sqlite’
52 i{(forum i witable (Sdb_name)

Userinput is passed through function parameters.

12: define('PUN_ROOT, dirname(__FILE__) . /'); // define()
34 function dblayer($db_host, Sdb_username, $db_password, $db_name, $db_prefix, $p_connect)

37: $db_name = PUN_ROOT . $db_name; // sqlite.phy

50:  error (‘Unable (0 database " . $db_name .\ for reading. Permission denied’, __FILE__, __LINE_); // sqlite.php

requires:
37: case ‘sqlile’
49:if(lis_readable(Sdb_name))

Userinput is passed through function parameters.

12: define(PUN | . dirname(__FILE__) . "/); // define

34: function dblayer(db, host, Sdb_usemame, Sab, password, $db_name, Sdb_prefix, Sp_connect)
db_name = PUN_ROOT . $db_name; // sqlitc phr

46: " error (‘Unable 1o create nev :

.$db7name.‘ Permission denied’, __FILE__, __LINE_); // sqlite.php

requires:
37: case 'sqlite’
41: if(!file_exists($db_name))
45 if(!file_exists($db_name))

Userinput reaches sensitive sink.

1443:  function error($message $fil ‘null $Ilne'nu\| $db error'lalse)
1506: echo echo "1\t" . "<strong>File - $file . "< nit\t" . '<strong>Line:</strong>" . $line . '<br

<strong>FluxBB reporte

<Istrong>: " . $message . "\n"; // functions.php

requires:
1504: if(defined('PUN_DEBUG') && $file !

null && Sline 1== null)

Vuinerabilty i also riggered in:
1.4.8/admin_categories.php

C,\wamp\mMNI\ﬂumb 1.4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
C:\wamp\wwwifluxbb-1.4.8/admin_groups.php
C:\wamp\wwwifluxbb-1.4.8/admin_index php
C:\wamp\wwwifluxbb-1.4.8/admin_loader.php
c

1.4.8/admin_ php
C 1.4.8/admin_options.php
c: 1.4.8/admin_| php

Ciwamp\wwifluxbb-1.4.8/admin_ranks.php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwwi\fluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
Ciwamp\wwwifluxbb-1.4.8/delete. php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwwifluxbb-1.4.8/extern.php
Ciwamp\wwifluxbb-1.4.8/help.php

c 1.4.8fi

php

php

C: 1.4,
Ciwamp\wwifluxbb-1.4.8/index php
C:\wamp\wwwifluxbb-1.4.8/install.php
C:\wamp\wwwifluxbb-1.4.8/login. php
Ciwamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile.php
C:\wamp\wwwifluxbb-1.4. 8/register.php
Ciwamp\wwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Call triggers vulnerabilly in function server_parse()

305: $socket = fsockopen($smip_host, Ssmtp_port, Sermo, Serrstr, 15))) / rmail php. frace <
345: server_parse ($socket, 250'); // el pho

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($sm
340: server_parse ($socket,

st, Ssmtp._ port, Sermno, Serrstr, 15))) // email php, trac
ema

e stopped

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, $smtp_port, $errno, Serrstr, 15))) // email. php, trace stopped
336:  server parse ($socket, 250); // email.pho

Call riggers vulnerabiliy in function server_parse()

305: Ssocket = fsockopen(Ssmip_host $amip_por, Serm, Serstr 15)) / email .
331: server parse (Ssocket, 230); // cmail;

Call triggers vulnerability in function server_parse()

305: $socket»fsockopen1$smlp host, Ssmtp_port, Sermo, Serrstr, 15))) // email php, trace stopped
327: server_parse ($socket, 2 emailphp

requires:
324:if($pun_configlo_smip_use

n in browser PRO versio Are you a developer? Try out the HTML to PDF API
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Call triggers vulnerabilit in function server._parse()

305: $socket = fsockopen($smtp_host, $smtp_port, $ermo, $errstr, 15))) // email php, trace s
322 server parse ($socket, 235); // email.pho

requires:
310: if($pun_configlo_srmip " && $pun_configlo_smip_pass]i=")
Call triggers vulnerability in function server_parse()
305: $socket = fsockopen($smtp_host, $smtp_port, $errno, $errstr, 15))) // email. php, trace stopped

319 server parse ($socket, '334); // email pho

requires:
310: if($pun_configlo_srmip_us

& Spun_config[o_smip_pass]

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen(Ssmip_host, Ssmip_port, Serrno, Serrstr, 15))) / email php. tra
316:  server_parse ($socket, '334); // email pho

requires:
310: f($pun_configl o srmip._us

* &8 Spun_configlo_srip_pass]

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen(Ssmip_host, Ssmip_port, Sermo, Serrstr, 16))) / el php, 112
313 server_parse (§socket, 250); // email pho

> stopped

requires:

310: f($pun_configlo_smip  8& $pun_configlo_smip_p

Call triggers vulnerability in function server_parse()

305: $socket = sockopen($smtp_host, Ssmip_port, Sermo, Serrstr, 16))) /el ohp, 12
308: server_parse (§socket, 220'); // email pho

Userinput reaches sensitive sink when function server_parse() is called.

265: function server_parse($socket, $expected_response)
270: $server gsts(Ssucket 256)) /el oo
275:  error (U n

$server_response . ", __FILE_, __LINE_);

requires:
274: if(1(substr($server_response, 0, 3) == $expected_response))
265: function server_parse(Ssocket, $expected_response)

Userinput is passed through function parameters.

12: define( PUN_ROOT', dirname(__FILE_)./); // define()
34 function dblayer($db_host, Sdb_username, $db_password, $db_name, $db_prefix, $p_connect)
37: $db_name = PUN_ROOT . $db_name; // sqlite pry

61: error (‘Unab database \" - Sdb_name . . SQLite reported: ' . $saite_error, _FILE_, _LINE_)

sqlite.php

requires:
37

case 'sqlite’
60: if(1Sthis->link_id)
Userinput is passed through function parameters.

12: define(PUN_ROOT', dirname(__FILE_). /); // define()
34: function dblayer($db host, Sdb_username, $db _passvord, $db_name, $db_prefix, $p_connect)

37: $db_nan N_ROOT . $db_name; // sqile phy
53: error (Un o Sdb_name | for wrilng. Permission dened', _FILE_, _LNE_);
requires:
37: case

52! (forum is writable (8db_narme))

Userinput s passed through function parameters.

12: define('PUN | . dirname(__FILE_) . ") // defi
34 funclion dblayer(Sdb, host Sdb username, Sdb pasaword, Sdb_name, Sdb_prefx, Sp_connect)
37: $db_name = PUN_ROOT . $db_name; / s0l(c o
50:  error (‘Unable (o open datat b_name . ' for reading. Permiss

nied, __FILE_, _LINE_);

requires:
37: case 'sqlite
49: if(tis_readable(Sdb_name))

Userinput s passed through function parameters.

12: define(PUN_ROOT, dirname(__FILE_) . ' defi
54: ° functon dblayer(§alb_ host, S, usarmame, Sdb. password, Sdb_name, $db_prefix, Sp_connect)
37: $db_name = PUN ROOT $db. nama‘ sqlite.php

46: error (‘Unab r " $db_name .

ssion denie

__FILE_, __LINE_); //sqlite.php

requires:
37: case 'sqlite’
41:if(1file_exists(Sdb_name))
45: if(1file_exists($db_name))

Userinput reaches sensitive sink.

1443: function ermr(smessage $fie = null Sine = null, Sdb_error = false)
1517: echo echo * <strong>'. $message . ' </strong>'. "\n"; // functions.php

requires:
1516: if(defined('PUN DEE!

) & $file 1==null && Sline 1= nul) else
Vulnerability is also triggered in:

\wamp\wwwifluxbb-1.4.8/admin_categories.php
Ciwamp\wwifluxbb-1.4.8/admin_censoring.php
Ciwamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwifluxbb-1.4.8/admin_groups.php
CAwamp\wwifluxbb-1.4.8/admin_index.php
Ciwamplwtluxob-14.8ladmin_osder php

C: p
Ci\wampwwwifluxbb- 1 4.8/admin_options. php
c min_j

C:wamp\wwifluxbb-1.4.8/admin_ranks.php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
C:\wamp\wwwifluxbb-1.4.8/delete. php
Ci\wamplwwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
C:\wamp\wwwfluxbb-1.4.8/help.php

C: 1.4.8/ir php
c 1.4.8/i ions.php
C:\wamplwwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/install.php
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4 8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php
C:\wamp\wwwifluxbb-1.4.8/userlist.php
Ci\wamp\wwwifluxbb-1.4.8/viewforum.php
C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

n in browser PRO versio Are you a developer? Try out the HTML to PDF API
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File Manipulation

Calltriggers vulnerability in function generate_bans_cache()
319: generate_bans_cache ();

requires:

3085: if(isset($_GET['de n

Call triggers vulnerabiliy in function generate_bans_cache()
296: generate_bans_cache ();

Call triggers vulnerability in function generate_bans_cache()
175: generate_bans_cache ();

requires:
170: if(!defined(PUN_BANS_LOADED'))

mon.php

Userinput reaches sensitive sink when function generate_bans_cache() is called. (Blind exploitation)

FO0T dimame(_FLE_)

JHE_ DI, PUN_ROOT .
pen(FORUM CACHE_DR .
50: Sresult = Sdb->query ( SELECT *FRC
53: Sour_ban = Sdb->fetch_assoc(Sresull){ /
54: Soutput(] = Scur_ban; he.phpfi
61: furite furite(Sth, <?php

CACHE_DIR).

o) if(!de

ist, _FILE_, __LINE__, Sdb->error ());

che.php

~'Spun_bans = var_export($output, true) .

?>'); /I cache.php

requires:
119: if(tdefined(PUN_CONFIG_LOADED'))
45: function generate_bans_cache()

Vulnerabity s oso triggered i
_8/admin_categories.php

& \wamplwswfluxbb- T4 Sladmin _censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwwifluxbb-1.4.8/admin_groups.php
Ciwamp\wwi\fluxbb-1.4.8/admin_index php
CAwamp\wwwifluxbb-1.4.8/admin_loader.php
ci 1.4.8admin_r php
c 1.4.8/admin_options.php

php

c 1.4.8/admin_j
Ciwamp\wwi\fluxbb-1.4.8/admin_ranks.php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwwi\fluxbb-1.4.8/admin_users.php
Ciwamp\wwwifluxbb-1.4.8/db_update.php
Ciwamp\wwifluxbb-1.4.8/delete. php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwwifluxbb-1.4.8/extern.php
Ciwamp\wwwi\fluxbb-1.4.8/footer.php
Ciwamp\wwwifluxbb-1.4.8/help.php
C: 1.4.

c 1.4.8/i php
Ci\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/login. php
Ciwamp\wwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile.php
C:\wamp\wwwifluxbb-1.4.8/register.php
Ciwamp\wwfluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

File Manipulation

Userinput reaches sensitive sink when function generate_ranks_cache() is called. (Blind exploitation)

12: define(PUN_ROOT dlmame(iFlLE ). %
100: define('FORUM CACHE DIR, PUN_ROOT
85: $fh = vnpen(FoRUM,cAcHE,D\R ca
78: $result = $db->guery (SELECT * FROM "
81: Scur_rank = $db->fetch_assoc(Sresult)(
82: Soutput(] = $cur_rank; h N
89: furite furite($fh, <7php’ . "\nin" . ‘define(\"

) if(!defined('FORUM,

ache.phi

RDER BY min_posts', true) or error ('Unable

rank list, _FILE_, __LINE__, $db->error ()); // cache.php

1) nln" . “Spun_ranks = . var_export(Soutput, true) . . “in\n” . cache.php

requires:
73: function generate_ranks_cache()

Velnerabilty i also triggered in:
1.4.8/admin_categories.php
& \wamp\wwwfluxbb-1.4.8/admin_censoring.php
C:\wamp\wwwfluxbb-1.4.8/admin_forums.php
C:\wamp\wwwifluxbb-1.4.8/admin_groups.php
C:\wamp\wwwifluxbb-1.4.8/admin_index php
Cowemplwsfuxd-1.4.8fodmin_losder php

Cluampluudb- 1 o 8/admm _options.php
ph

adi
& \wamplwswfluxbb- Ta “B/admin_fanke php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwwifluxbb-1.4.8/admin_users.php
Ciwamp\wwifluxbb-1.4.8/db_update.php
Ciwamp\wwifluxbb-1.4.8/delete.php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwwifluxbb-1.4.8/extern. php
Ciwamp\wwwifluxbb-1.4.8/footer.php
Ciwamp\wwifluxbb-1.4.8/help.php
c 1.4.8fi

C: 1.4, php
Ciwamp\wwifluxbb-1.4.8/index php
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamplwwwifluxbb-1.4.8/useriist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

File Manipulation

Call triggers vulnerability in function generate_quickjump_cache()

153: Spun_user = array(); // common php
80: generate_quickiump_cache (Spun_user[_¢]); // footerphp

requires:
24: if(isset($_REQUEST[ »
69: if($pun_config| o
75: if(1defined (P UN _C

kjump']
LOADED"))

| isset($_GET[edit_ban'))

Userinput reaches sensitive sink when function generate_quickjump_cache() is called. (Biind exploitation)

12: define('PUN
100: define(

. dirame(__FILE__

) define(
“HE DIR', PUN_ROOT .

el Il

n in browser PRO versio

VM CACHE DIR'))

UM

n.php define() if(!defined

Are you a developer? Try out the HTML to PDF API
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119: Sresult = Sdb->query (‘SE gidg $db->prefix . ‘groups’) or error (‘Unable Lo user group list, __FILE__, __LINE__, $db->error ()); // cache phpif(Sgroup_id |
function generate auickjump,_ cache(Sgroup_i
result = $db->
row = $db->fetch mw(Sresull)
groups{$row0] oh
read_board = $db->resull($resull)
groups{Sgroup_id] = $read_board;
7: foreach($groups as 3group_|d->$read board)

ki

: $th = fopen(FORUM_CACHE DIR

id if($group_id 1=

__FILE_, __LINE__, $db-error ());

se)
- Sdo->proi.
false) else

HERE g_id=". Sgroup_id) or error (‘Unable (o oup read permi

' sgroup_id .
define

b); // cache.pl

PUN \]J LOADEDY, 1);

p' "I\ . <d

1), if($db->num_rc
fr

he.php
by span>'. "\n\Ne” , '<se

d" onchange: vlocation=(\'vie

nai

rum.php?i pions[this.s index].valu

ory
lt— INNER J N $db ->prefix . ms AS f ON id LEFT JOIN' . $db-
d_forum=1 ORDER BY c.disp_position, c.id, f.disp_position’) or error ('Unable to

s(Sresult
url rwm
o

__FILE_, _LINE__, Sdb->error ()); // cache.phpif($read_board ==

>num Sresult)), if(Scur_forum

Bun_himspeciachars (Scur._forum{
ke N\ . "</labs

~pun h(mlsgec\a\chars (Sour_f lorum[
- Sour_forum[ 0. "<7oh
N\ttt . '</select

hpi(Sread |

commonf

1505 Soutput

requires:
101: function generate_quickjump_cache(Sgroup_id = false)

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/admin_categories.php
C:\wamp\wwwifluxbb-1.4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwifluxbb-1.4.8/admin_groups.php
C:\wamp\wwwifluxbb-1.4.8/admin_index php
Cwamplwwdfunbb- 1.4 8fadmin_loader php

php

admin_r
c \wamp\wwfluxbb- 1 4. a/aamm _optons.php
1

& \wamplwwikfluxob-1.4. a/aamm ranks.php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
C:\wamp\wwwifluxbb-1.4.8/delete. php
C:\wamplwwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
Ciwamp\wwifluxbb-1.4.8/footer.php
C:\wamp\wwwifluxbb-1.4.8/help.php
Cwamplwmifusdb- 4. 8includelcache php

C\wamp\www\ﬂumb 1 4,8/maex,pnp
Ci\wamp\wwwifluxbb-1.4.8/login. php
Ciwamp\wwiluxbb-1.4.8/misc.php
Ciwamp\wwifluxbb-1.4.8/moderate.php
Ciwamp\wwwifluxbb-1.4.8/post.php
Ciwamp\wwwifluxbb-1.4.8/profile. php
Ciwamp\wwifluxbb-1.4 8/register.php
Ciwamp\wwwifluxbb-1.4.8/search.php
Ciwamp\wwi\fluxbb-1.4.8/userlist.php
Ciwamplwwwifluxbb-1.4.8/viewforum.php
Ciwamp\wwiluxbb-1.4.8/viewtopic.php

um

ro

($re

File Manipulation

Userinput reaches sensitive sink when function generate_stopwords_cache() is called. (Blind exploitation)

12: define(PUN_ROOT', dirame(__FILE_). /);
100: deﬁne(rf\R‘ M_CACHE_DIR', PUN_ROOT .
228: $fh = fopen(FORUM CACHE ‘DR cache
stopwords = array();
entry = $d->read()) !
stopwords = array_ mrge($slopmrds file(PUN_ROOT
stopwords = array_map( pun_trim', $stopwords); // c
Sstopwords = array_fiter($stopwords);
232: furite furite($fh, nn" . ‘S

efine() if(!defined('FORU
e.php

common.php
s.php', 'wb'); // ca

CHE_DIRY))

words_cache(), if(is_dir(PUN_ROOT . 'lang/" . $entry) &4 file_exists(PUN_ROOT . 'lang/" . $en

words.txt')),

Sentry . /s

vords.txt)); // cache.phpfunctiongenerate

LOADEDY, 1);'

=" var_export(Sstopwords, true) .

e_id 1= generate_sto| _id()) return;’. "\n\n" . '

php
. generate stopwords cache id (). "\". 10" if (5

P

requires:
208: function generate_stopwords_cache()

Valnerably is also riggered in:
1.4 8/admin_categories.php

C,\wamp\mml\ﬂumb—1 4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwifluxbb-1.4.8/admin_groups.php
Ciwamp\wwifluxbb-1.4.8/admin_index php
Ciwamp\wwiluxbb-1.4.8/admin_loader.php
c 1.4.8admin_r php
C: 1.4.8/admin_options.php
c 1.4.8/admin_permi php
Ciwamp\wwfluxbb-1.4.8/admin_ranks.php
Ciwamp\wwwifluxbb-1.4.8/admin_reports.php
Ciwamp\wwi\fluxbb-1.4.8/admin_users.php
Ci\wamp\wwwifluxbb-1.4.8/db_update.php
Ciwamp\wwifluxbb-1.4.8/delete. php
Ciwamp\wwifluxbb-1.4.8/edit php
Ciwamp\wwwifluxbb-1.4.8/extern.php
Ciwamp\wwi\fluxbb-1.4.8/footer. php
Ciwamp\wwifluxbb-1.4.8/help.php
C: 1.4,

c 1.4.8/i php
C:\wamplwwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/login. php
Ciwamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
Ciwamp\wwwfluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

File Manipulation

Userinput reaches sensitive sink when function generate_users_info_cache() is called. (Blind exploitation)

12: define(PUN_ROOT', dirname(__FILE__)
100: define( FORUY CACHE DI, PUN ROOT
257: $1h = fopen(FORUM_CACHE_DRR .

103: define('PUN UNVERIF

253: $result = $db->query (‘SELE sdb.>preﬁx.
254: Sstats[ lo<1_uccr] = Sdb->fetch assacwresun) php
261 agite frte(Sih, 7php' . ‘" defino({PUN, USERS INFO_LOADEDY, 1); . \nin*

() if(!define

efin d('FORUM_CACHE_DIRY)),
che.php

ORDER BY registered D

0

LIMIT 1') or error ('Un ered user’, __FILE_, __LINE__, $db->error ()):

ERE group_id!=". PUN_UNVERIFIED .

=" var_export(Sstats, true) . " “nin" .7 cache.php

requires:
244: function generate_users_info_cache()

Vulneratity i aso triggered i
4.8/admin_categories.php
C\mmp\mmﬂuxbh 1 4.8/admin_censoring.php
Ciwamp\wwifluxbb-1.4.8/admin_forums.php
C:\wamp\wwwifluxbb-1.4.8/admin_groups.php
Ciwamp\wwi\fluxbb-1.4.8/admin_index php
Cowamplwfudl-1.4.8jadmin_losder php

admin_
c \wamplwswfluxbb- 1 4. 8/admm optons.php _

adi
& \wamplwswfluxbb- Ta “B/admin tanke php
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Ciwamp\wifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update php
C:\wamplwwwifluxbb-1.4.8/delete.php
C:\wamp\wwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern.php
C:\wamp\wwwifluxbb-1.4.8/footer.php
C:\wamp\wwwifluxbb-1.4.8/help.php
C:\wamp\wwwifluxbb-1.4.8/include/cache.php
C: php

14
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamplwwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum. php
Ciwamp\wwifluxbb-1.4.8/viewtopic.php

File Inclusion

Userinput returned by function file_get_contents() reaches sensitive sink.

S(PUN_ROOT . 'style/" . $pun,

33: $tpl_inc_dir = PUN_ROOT $pun_ userlstyle). 7 I/ header phpf(le_exists(PLN_ROOT . syl ol_file))

28: $tpl_file ="'main.tpl; // h P") else

32: $tpl_file = PUN_ROOT . $1p| ﬂle‘ header.phpi Spun_user . /" Stpl_file)

37: $tpl_fil UN_ROOT . “incl. lemplate; pif e Stpl_file)) else

41: $tpl_main = file_get_contents($tp__ ﬂle),

44: preg_match_all( %<pun_include "([¥\]*2 , $tpl_main, $pun_includes, PREG_SET_ORDERY); // header php preg_match()

46: foreach(Spun_includes as $cuunclude) >
52: require require $tpl_inc_dir . Scur_include[1] . . Scur_include[2]; // header.php

requires:
24: if(isset(S_REQUEST[add_ban') || isset($_GET[dit_ban]))
51: if(file_exists($tpl_inc_dir . $cur_include[1] . . $cur_include[2]))

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/admin_categories.php
C:\wamp\wwwifluxbb-1.4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
Ciwamp\wwwfluxbb-1.4.8/admin_groups.php
C:\wamp\wwwifluxbb-1.4.8/admin_index php
Cwamplwwdfnbb- 1.4 8fadmin_loader php

admin_r phy
c \wamp\wwfluxbb- 1 4. s/aamm _optons.php
1

& \wamplwwikfluxob-1.4. a/aamm ranks.php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/delete.php
C:\wamp\wwwifluxbb-1.4 8/edit. php
C:\wamp\wwwifluxbb-1.4.8/extern.php
C:\wamp\wwwifluxbb-1.4.8/header.php
C:\wamp\wwwifluxbb-1.4.8/help.php
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwfluxbb-1.4.8/moderate.php
Ci\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4 8/register.php
C:\wampwwwifluxbb-1.4.8/search.php
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

File Inclusion

Userinput returned by function file_get_contents() reaches sensitive sink.

12: define(PUN_ROOT', IY; 11 define()

dlrname(

((PUN_HELP') else
. Stpl_file: style/" . Spun_user . '/ . Stpl_file)
hea un_user . '/'. Stpl_file)) else

41: $tpl_main ;
44: preg_match_all( %<pun_include "([Y\]"?
46: foreach(Spun_includes as Scur. mclude)
54: require require PUN_ROOT .

Stpl_main, Spun_includes, PREG_SET_ORDER); // header php |

. Scur_include[1] . "' . Scur_include[2]; // header php

requires:
24: if(isset(S_REQUEST[zdd
53: if(file_exists(PUN_ROOT .

) lissel(s_GET[ec bari))
/" “$our_include[1] . . Scur_include[2]))

Vulnerabilty is also triggered in:
wamplwwwhfluxbb-1.4.8/admin_categories.php

C:\wamp\wwwifluxbb-1.4.8/admin_censoring.php
C:\wamp\wwwifluxbb-1.4.8/admin_forums.php
C:\wamp\wwwifluxbb-1.4.8/admin_groups.php
C:\wamplwwwifluxbb-1.4.8/admin_index php
C:\wamp\wwwifluxbb-1.4.8/admin_loader.php

php

c 1
C:wamp\wwifluxbb-1.4.8/admin_options. ohp
c min_j

Cwamp\wwifluxbb-1.4.8/admin_ranks.php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
Ci\wamp\wwwifluxbb-1.4.8/delete.php
C:\wamp\wwwifluxbb-1.4.8/edit. php
C:\wamp\wwwifluxbb-1.4.8/extern.php
C:\wamp\wwwifluxbb-1.4.8/header.php
C:\wamp\wwwfluxbb-1.4.8/help.php
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamplwwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
Ci\wamp\wwwifluxbb-1.4.8/profile.php
C:\wamp\wwwifluxbb-1.4 8/register.php
Ciwamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

File Disclosure

Call triggers vulnerabilly in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmtp_port, Serrno, Serrstr, 15))) // email php, iz
345 server parse (§socket, 250); // email php

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmtp_port, Sermo, Serrstr, 15))) // email php. trace stopg

n in browser PRO versio Are you a developer? Try out the HTML to PDF API
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340: server_parse ($socket, 354'); // email php
Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmtp port, Sermno, Serrstr, 15)))
336 server_parse (Ssocket, "¢ p

Call riggers vulnerabillty in function server_parse()

305: $socket = fsockopen(Ssmip_host, Ssmln port, Serrno, Serrstr, 15)))
331: server parse ($socket, 250); // cmal.pho

Call triggers vulnerabilly in function server_parse()

305: $socket = fsockopen($smtp_host, $smtp_port, Sermo, Serrstr, 15)))
327: server parse ($socket, 250'); // email php

requires:
324 if($pun_configlo_s

Call triggers vulnerability in function server_parse()

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmip_ por( Sermo, Serrstr, 15))
319: server parse ($socket, 334'); // email

requires:
310: if($pun_config

_user]

&& $pun_config[ o_sir

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmip_port, Serrmo, Serrstr, 15)))
316: server parse ($socket, email php

requires:
310: if($pun_configl o_srip_user]!

&& $pun_configlo_sir

Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmip_port, Serrno, Serrstr, 15)))
313; server parse ($socket, 250); // cmail.php

requires:
310: f($pun_configlo_sr

&& $pun_configlo_sr
Call triggers vulnerability in function server_parse()

305: $socket = fsockopen($smtp_host, Ssmtp_port, Serrno, Serrstr, 15)))
308:  server parse ($socket, 220); // cmall.php

Userinput reaches sensitive sink.

265: function server_parse($socket, Sexpected_response)
270: fgets $server_response = fgets($socket, 256))) // emai php

requires:
268: function server_parse($socket, Sexpected_response)

Vulnerabilty s also triggerod in:
4.8/admin_options.php

& \wamp\wwluxbb- T4 o _update.php
C:\wamp\wwwifluxbb-1.4 8/include/email.php
C:\wamp\wwwifluxbb-1.4.8/install.php
C:\wamp\wwwifluxbb-1.4.8/login. php
Ciwamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
Ci\wamp\wwwifluxbb-1.4.8/register.php

&& $pun_configlo_srm

305: $socket = fsockopen($smip_host, Ssmtp_port, Sermo, Serrstr, 15)))
322 server parse ($socket, 235); // emall php
requires:
310: if($pun_config ser] 1= 8& Spun_configlo_sris

email.php, t

email.php, trace stopped
email.php, trace stopped
tp_pass]1=") else

email.php, trace stopped

email.php.

email.php.

p_pass

email.php.

email.php, tra

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

common.php

81: $_GET = stripslashes_array ($_GET);
327: $form = §_GET[orm] : array();

K
. Sdb- >escape($key) - $like_¢ oommand .

. $db- >escape(slr replace(",

%, $input)) .

>escape(Sdirection)
428: $ban_data = $db->fetch_assoc($re
437: echo echo $ban_data[ =1

requires:
325: if(isset(S_GET[find_ban']))
426: if($db->num_rows(Sresult))

", 1/ if($input 1= " && in_array($key, array(‘username ‘message’)).
lsset(s GET] V) 8&D. . $_( GET[ b ] 'b.userna
\ssel(siGET wefﬂur‘ ) 8&
425 Sresult $db->guery (" b.id, b.username . b.email, b.message, b.expire an_creator, u.username A u e FROM ", $db->prefix . | IN' . $db->prefix . ‘Users AS u creator=u 0. (1 AND . implode(' AND ', $conditions) : ) . ORDER BY ' . $db->escape($order_by) . . $db-
>escape($direction) .
428: $ban_data = $db->fetch_assoc($result)){
436: echo echo pun_htmispecialchars ($ban_data[ username]) : ‘&#1
requires:
325: if(isset($_GET[ind_ban]))
426 if($db->num_rows(Sresult))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81: $_GET = stripslashes array ($_GET); // common.php
327: Sform = $_GET[or] : array();
330: $form = array_map('pun i, $form);
364: foreach(§form as $key=>$inj pu)
363: $like_command = "ILIKE" : LIK]
368: i . Sdb- >sscapal$k€y| - $like_command . \" . $db->escape(str_replace( ", %', $input)) . '; put =" && in_array($key, array('username’, 'ip", ' )
335: = isset(S_GET| %) _$_GET| 1: 'b.username’;
336: i isset($_GET]| AS
425: db->query ( b.ip, b.email, b.message, b.expire, b.ban_creator, u.username AS ban_t ~username FROM ' . Sdb->prefix . ' T JOIN' . $db->prefix . 'us u ON b.ban_creator=u.ic L (1" AND " . implode(' AND ', $conditions) : ") . ORDER BY . $db->escape($order_by) .. $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array ($_GET);

327: $form = $_GET[ form] : array();

330: $form = array_map(pun_tri, $form);

364: foreach($form as Skey=>Sinput)

363: $like_comman KE' : LIKE;

E Sconditions{] = b . $db- >escape($key) -
order_by = isset(S_GET[order_by]) &&'b. . $_GET|

S - Saociion = isset(s GET[ o<1 ) 88 0

common.php

$like_command

. $db- >escape(s(r replace(”,
‘b.usern

%, $input)) . 5

put !=

&&in_z

$key, array(

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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d WHERE bid=0" . (I' AND . implode( AND ', $conditions) : ") . ' ORDER BY ' . $db->escape($order_by) $db-

username FROM ' . $db->prefix . ‘bans AS b LEFT JOIN " . $db->prefix . ‘users AS u ON b.ban_crealc

age, b.expire, b.ban_creator, u.username AS

425: $result = $db->query ('SELECT b.id, b.username, b.ip, b.email, b.rr
>escape($direction) .

428: $ban_data = $db->fetch_assoc($result)){

438: echo echo $ban_data[p] : &#160.;

requires:
325 f(isset(S_GET[ind_ban’))
426 if($db->num_rows(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81: $_GET = stripslashes array (§_GET); // common.php
327: Sform = §_GET[ 10 ;
330: $form = array_map(oun
364: foreach(§form as Ske:
363: Ske_command = LKE ;
368 Scondions]] = . Sdb->escape(Siey) . Slke_command
335: Sorder_by sset1$ cr by]) && 0. $_GET[
336: Sdirection = isset($_ GET[‘JV‘LUOV ) && ;
425: $resul $db->query ('SELECT b.id, b.usern: b.ip, b.email, b.message, b.expire, b.ban_creator, u.userne
>escape(Sdirection)

428: $ban_data = $db->fetch_assoc($result)){

432: Sexpire = format_time (Sban_datal ey, true);

439: echo echo Sexpire;

‘username’, 'ip'

$db->escape(str_replace(", "%, $input) . \"; // f(Sinput 1= && in_
1:'b.username’;

s AS u ON b.ban_crez

or=u.id

ator_username FROM ' . $db->prefix . 'bans AS b LEFT JOIN' . $db->prefix . ERE bid=0". (1 AND ' implode(' AND ', Sconditions) : ") . ' ORDER BY ' . $db->escape($order_by) . "' . $db-

requires:
325 f(isset(S_GET[ind_ban’))
426 if($db->num_rows(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81: $_GET = stripslashes array (§_GET); // common php
327: $form = §_GET[ o/ : array();

330: $form = array_map(pun_trim, $form);

364: foreach(Sform as Skey=>Sinput)

363: Slike_c command =
368: Sconditions(] =
335: Sorder_by sseqs_GEr

IKE'
. Sdb- >escapel$key| " $like_command
by]) && b . $_GET[

" $db->escape(str_replace(, ‘%', $input)) . \"; /1 f(Sinput 1= " &&in_.
1:'b.username’;

336: Sdirection = Issel(3 GET 1 o-.01 ) &8 g
425: Sresult = $db->query (‘SELECT b.id, b.username, b.ip, b.email, b.message, b.expire, b.ban_creator, u.usern . $db->prefix . 'bans AS b LEFT JOIN" . $db->prefix . ‘users AS u ON b.ban_creator=u.ic L (1 AND " . implode(’ AND ", $conditions) : ") . ORDER BY ' . $db->escape($order_by) . " $db-

>escape($direction)
428: $ban_data = $b->fetch_assoc($result))

{
440: echo echo pun_htmispedialchars (Sban_data[ message]) : ‘44160,

requires:
325: if(isset($_GET[ind_ban’]))
426: if($db->num_rows(Sresuit))

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81: $_GET = stripslashes array ($_GET); // common php
327: $form = $_GET[ form] : array();

330: Sform = array_map(pun i, $form);

364: foreach($form as Skey=>Sinput)

363: Slike_command = LIKE;
368: Sconditions[] = $db->escape($keyi 1y Sike_command . Sdb->escapeslr_replace(", . Siut) nput 1= " 8& in_array($key, array('username’, 'ip', 'email’, 'message’))
335: $order_by = isset($_GET['or &b v ne';

336: Sairecion = isset($ GET[circiior 1) 8& 'DESC':

' ORDER BY ' . $db->escape($order_by) .. $db-

b.id=0". (1" AND . implode(' AND ', $conditions) :

AS b LEFT JOIN' . $db->prefix . 'users AS u ON b.ban_creator=u

e, b.ip, b.email, b.message, b.expire, b.ban_creator, u.usernam n_creator_username FROM ' . $db->prefix

T b.id, b.usern;

425: $result = $db->query ( SE
>escape(Sdirection) -
428: $ban_data = $db->fetch_assoc($result)){

requires:
325: if(isset($_GET[ind_ban’))

426 if($db->num_rows(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1:$_GET = trpsashes array ($_GET); // common.php
327: $form = $_GET[ for11] : array();
330: $form = array_map(pun_trin, $form);

364: foreach($form as $key=>Sinput

363: Sko_command =

ay($key, array(‘username’, 'ip', ‘ema

. $db->escape($key) .. $like_command .
sset($ GET[orcer b && . . GET[
isset($_GET[direction]) && DESC

= $db->query ('SELECT b.id, b.usemar
>escape(Sdirection) .

428: $ban_data = $db->fetch_assoc($result)){

$db->escape(str_replace(", ‘%', $input) . \"; // if(Sinput 1= && in_a
'b.username’;

$db->prefix . ‘Users AS u ON b.ban_creator=u.id W . (1" AND " . implode(' AND ', Sconditions) : ) . ' ORDER BY ' . $db->escape($order_by) . . $db-

e, \wa b.email, b. u.username ator_username FROM . $db->prefix . 'bans AS b LEF

4: $lang_admin_common[ Edil] = 'Edit' // admin_common.php array(
431: $actions a “admin pPedit_ban=". $ban_data[id]. "> . Slang_admin_common[ Edil]. '</a> | <a admin_bans php?del_ban=". $ban_data[id] . ">' . $lang_admin_common([Rermove’]
requires:
325: f(isset($_GET[find_ban'))
426: if($db->num_rows(Sresuit))

File: C:' 1.4.8/admin ies.php

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

__FILE_, __LINE__, Sdb->error ());

157: Sresult = Sdb->query (SELECT id, cal name sition’) or error (Unable to felch ¢
161: $cat_list[] = Sdb->fetch assoo(Sresull)
at)

207: foreach($cat_list as Scut

b position FROM ' Sdb->prefix .

208: echo echo TN . <option val Sour_cat[ ] "> . pun_htmispecialchars (Scur_cat[cal_name]) . ‘<option>". "\n';
requires:
38: if(isset(S_POST[del_cat]) || isset(§_POST[del_cat_comply]))

193: if($num_cats) :

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

ories ORDER BY ¢

__FILE_, __LINE__, $db->error ());

157: $result = $db->query (‘SELECT id, cal_name n FROM " . $db->prefix tion’) or error (‘Unable to fe!
161: $cat_list[] = Sdb->fetch_assoc($result);
240: foreach($cat_list as Scur_cat)

245: echo echo $cur_cat[d];

requires:
38 if(isset(s_POST] -
223: if($num_cats) :

al]) ||isset($_POST[ de Tply 1))

[ cross e seripting |
‘ Userinput returned by function fetch_assoc() reaches sensitive sink ‘

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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157: $result = $db->query (SELECT id, cal_name, disp_po
161: $cat_list]] = Sdb->fetch_assoc($result);

240: foreach($cat_list as Scur_cat)

246: echo echo $cur_cat[d];

n FROM . $db->prefix es ORDER BY dis

_position’) or error (‘Unable (o fetch category list, __FILE_, __LINE__, $db->error ());

require:
38: if(isset(S | Posr[m cal]) || isset(s_POST[ del cz
223: if($num_cats)

mply )

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

157: $result = $db->query ('SE d, cat_name
161: $cat_list[] = $db->fetch_assoc(Sresult);
240: foreach($cat_list as Scur_cat)

246: echo echo $our_cat[disp_position’];

. $db->prefix . ‘categories ORDER BY dis

osition’) or error ('Unable to fetch category list', __FILE__, __LINE__, $db->error ());

requires:
38: if(isset(s_POST[del
223: if($num_cats) :

1) Il isset(S_POST[ de!

_comply]))

File: C:' 1.4.8/admin_forums.php

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:§_GET = stripslashes_array ($_GET); // common php
148: Sforum_id = intval($_ CETlodi forurt

226: $result = $db->query ('SELECT id, fc
230: $our_forum = $db- >ie|ch,assoc($resuu),
251: echo echo pun_htmispecialchars (Scur_forum|

name, forum_desc, redirect_url, num_topics, so

tid FROM " . $db->prefix . forums

ERE id=". $forum_id) or error (Unable to fetch forum info’, __FILE_,

requires
44:

if(isset($_GET[ el forum]))
1486: if(isset($_GET[edit_forum))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81 S,GETzsmps\asnes array ($_GET); // common php

148: $forum val($_GET[ edit_forum
226 $resu $db->guer1( T id, forum_name, forum_de: d FROM " . $db->prefix . f ERE id=". $forum_id) or error ('Unable orum info’, __FILE,

230: $cur_forum = $db->fetch assoc($resul)
255 echo echo pun_htmispecialchars ($cur_forumf forum_d

requires:
44 if(isset(S_GET[del_forum]))
146: if(isset(S_GET[edit_iorum]))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

ty forums' // admin_forums.php array()

4: $lang_admin_forums[ Redirect help] ly available in em
81:$_GET = stripslashes_array ($_GET); // cormmon.php
148: $forum_id = intval($_GET o um):
226 $result = Sdb- LECT id, forum_name, forum_desc, redirect_url, num_topics, sort_by, cat
230: $our_forum = $db->fetch  assoc(Sresull

286: echo echo $lang_admin_forums[ Redirect help’] : “<inp

d FROM " $db->prefix . ‘forums WHERE id=". $forum_id) or error (.

ype="text" name="redir

="45" maxlength="100" value=". pun_htmispecialchars ($cur_forum[redirect_url]) . " tabindex="5"/>;

requires:

{(S_GET[ cel_forum))
if(isset(S_GET[ edi_forum1))

able to fetch forum info’, __FILE__, _|

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes_array (§_GET); // common.php
148: $forum_id = intval($_GET edl_forum]);
104: define(PUN_ADMIN, 1); // common.php define(

3 f g_id, g.g_title,

)st_replies, fp.

ar oS
=, $db->error ()):

(‘Unable to s FILE7 |
313: Seur_perr  Sabootetch assoc(!ﬁresu\t))(
328: echo echo $cur_perm['y_ic'];

requires:
44: if(isset(S_GET|
(isset(S_GET] o

forum]))

orum)

opics FROM . $db->prefix . ‘groups AS g LEFT JOIN . $db->prefix . f

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81: $_GET = stripslashes array (S_GET); // common.php
148: $forum_id = intval($_GET( edil_forum’);
104: define(PUN_ADMIN, 1); // common.php define()

309: $result = Sdb->query ('SE 9.9_title, g.g_read_board, g.g_post_r
(UHH roup forum permiss
db->fetch_assoc($result)){
329 echo echo Scur_perm{a_2];

fp.read_forum, fp.post_replies, fp.post_topics FROM " . $db->prefix . ‘groups AS g LEFT JO

requires:
44: if(isset(S_GET[d
146: if(isset(S_GET[

I_forum’))

t_forum’))

N’ Sdb->prefix..

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array(s GET); // common.php
148: $forum_id = intval($_Gf i_forum]

104: define(PUN_ADI/ ; mvumv;h;u ofine!

309: $result = $db- >guery( sel
(Unable to p forum
313: $cur_perm = $db->fetch assoc(sresuu))(
332: echo echo $eur_perm[q_id];

ead_board

PO
7LINE Sdh->ermr ())‘

fp.read_forum, fp.post_replies, fp.pc

topics FROM

require:
44: if(isset(S_GET[de! forum?))
1486: if(isset($_GET[edit_forum))

$db->prefix . ‘groups AS g LEFT JOIN' . $db->prefix . fo:

g

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array (§_GET); // common.php
= \( _GET[ = i for m\]j
IN, 1)

ine(
title, g.g_read_board, g.g_post_repl
FILE LINE , $db->error ();

openinb owser PRO versio Are you a developer? Try out the HTML to PDF API

p.read_forum, fp.post_replies, fp.post_topics FRC

$db->prefix . ‘groups AS g LEFT JOIN' . $db->prefix.. o
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313: Sour_perm = Sdo->felch_sssac(Sresut){
333: echo echo Scur_perm{o_id1;

requires:
44: if(isset(S_GET[del _forum))
146 if(isset(S_GET[edit_iorum]))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

common.php

81: $_GET = stripslashes_array (5_GET);
148 $lcrum id tval($_GET['edit_f
104: define(PUN_ADMIN, 1);
309: Sresult = Sdb- >auery (S
h group foru

= 5abafotch assnc(!ﬁresu\t))(
336: echo echo Scur_perm['_d];

common.phy

define(
T 914,99 g

it
__FILE,

g_read
__LINE_,

board

requires:
44: if(isset(S_GET[del_forum))
146 if(isset(S_GET[ et _forum]))

oo eplie:
. $db->armr 0

$db->prefix..

groups AS

g LEFT JOIN' . $db->prefix . '

9.9_id=fp.group_id AND fp.forum_id=". $forum_id .

='. PUN_ADMIN .

DRDER BY g

). i) or error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81: $_GET = stripslashes array (S_GET); // common.phy
148: $forum_id = intval(S. GET[H\ forum y]),
104: define(PUN_ADMIN, 1 d

$db->guer1(

ine(
title, g.g weu board

9.9_post_

=, Sdb-error ()

,=
m

a p forum p
313: Scur_perm = $ab- Stoton fassoc(Srosut)
337: echo echo $cur_perm[q_id;

require:
44: if(isset(S_GET[d
146 if(isset(S_GET]

I_for

1)

orum)

opics $db->prefix..

)

group

opics, fp.read_forum, fp.post_replies, fp.post_

s AS g LEFT

N $db->prefix . rms AS fp ON

id AND f

g.9_id=p.group_i . Sforum_id . ) WHERE 9.9

forum_ic

_id!=" . PUN_ADMIN . ' ORDER BY g.g_id') or error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

id AS fid, f.forum

408: Sresult = $db->query (‘SELECT c.id AS cid
423: Scur_forum = $db->fetch_assoc($result)){
451: echo echo Scur_forum[1i3];

requires:
44: if(isset(S_GET[de! _forum)
410: if($db->num_rows(Sresult) > 0)

name, f.disp_position FROM - $db->prefix . |

Sdb->prefix . ‘ca

c.id, f.disp_position') or error (‘Unable to fetch

stegory/forum list, __FILE__, _LINE

-, $db->error ();

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

ame, f.id AS fid, f.forum

408: $result = Sdb->auery ( S cid
423: Scur_forum = Sdb->fetch, assoc(smsum){
451: echo echo $cur_forum| 1

requires:
44

isset($_t u
410: if($db- >num mws(sresuu) >0)

name, f.disp_position FROM "

Sdb->prefix . ‘ca

tion) or ertor ('Unable to fetch category/forum list, __FILE__,

_LNE_

. Sab->error ();

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

408: $result = Sdb->auery ('S c.id AS cid, c.cat_name, f.id AS fid, f.fo
423: $cur_forum = Sdb->fetch, assoc(sresun)){
T

452: echo echo $cur_forum(fic

requires:
44: if(isset(S_GET[ del_forum)
410: if($db->num_rows(Sresult) > 0)

position FROM " . $db->prefix . ‘ca INNER JOIN" . $db->prefix . ‘foru

d ORDER B

c.id, f.disp_position’) or error (‘Unable egory/forum list, __FILE_,

_LNE_

» $db->error ());

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

cat_name, f.id AS fid, f.fo

408: Sresult = Sdb->query (SELECT ¢.id AS cid
423: $cur_forum = Sdb->fetch_assoc(Sresult)){
452: echo echo $eur_forum{ disp_position’;

requires:
44

f(isset(S_GET[del_forum))
410: if($db->num_rows(Sresult) > 0)

n_name, f.dis

position FROM " . $db->prefix . ‘c2 INNER JOIN" . $db->prefix . ‘forums

d ORDER BY

c.disp_pos

to fetch cz

c.id, f.disp_position’) or error (‘Unable sgorylforum list, __FILE__, __LINE,

=, $db->error ());

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

408: Sresult = $db->query (‘SELECT c.id AS cid, c.cat_name, f.id AS fid, f.forum

423: Scur_forum = Sdb->fetch_assoc(Sresult)){
453: echo echo pun_htmispecialchars (Scur_forumf for

m_name’);

requires:
44: if(isset(S_GET[ del_forum))
410: if($db->num_rows(Sresult) > 0)

position FROM forums

name, f.disj INNER JOIN " . $db->prefix

$db->prefix . ‘categ

d ORDER BY c.disp_pos

cid, f tion) or ertor ('Unable to fetch category/forum list,

_FILE_

_LINE_,

+ $db->error ());

-1.4.8/admin_groups.php

File: C:'

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array ($_GET); mon.php

45 Sgroup = $db->fetch_assoc(Sresult); /(=

37: $group_id = intval($_GET] ¢ set($_POST)) els
41: Sresult = $db->query ('S Fi $db >prefix . =" $group_id) or error ('Unable to fetch user group info’, _FILE__, __LINE__, $db->error ()); // f(issel(S
45: $group = $db->fetch_assoc($result); // (issei(S_POST)
77: echo echo pun_htmispecialchars ($group['9_(1ic7);
requires:
24: if(isset(S_| POST[ add_group)) ||isset($_GET[edit_groupT))
77: if($mode ity
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81:$_GET = m slashes_arra (s GET;
: = intval($_GET[ o)
$db >query (SELEC FROW =" $group_id) or error (‘Unable i 1 user group Info’, __FILE_, __LINE__, $db->error (); // if(issel(S_POST)) e

n in browser PRO versio Are you a developer? Try out the HTML to PDF API
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83: echo echo pun_htmispecialchars (Sgroup[g_user ile]);

requires:
24

o) llisset(S_GET[edit_group

f(isset($_POST[ add_c

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes_array (S GETJ cammon.ph
37: $group_id = intval($_ GETl 20! 1
41: Sresult = $db->query (S ey $db->preﬂx
45: $group = $db->fetch asscc($resu\l)

202: echo echo $group[_post_lood];

__FILE_, __LINE__, Sdb->error ()); / i(issei(s_POST) |is

i1ser group in

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$ GET = mgs\ashes atay (5. GETj common
37: $group_id = intval($_GET[ = if(iss { ) “ET‘
41: $result = $db-: >gueg¢( SELECT * F mv, . $db->prefix .
45: $group = $db->fetch asscc(ﬂiresu\t POS
209: echo echo $group[q_se:

-Saroup d)orerror(m e

sser group info', _FILE__, __LINE__, $db->error ()); / if(issel(S_POST) || isset(S

i

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$ GET = (rps\ashes array [EX GET)
37: $group_id = intval($_GET[

41: $result = $db->guery (‘SELEC
45: Sgroup = Sab->fetch_assoc(Sresul);
216: echo echo $group[ _email_flc

e ser group info', __FILE__, __LINE__, $db->error ()); // if(issel(S_POST) ||issel($_GET), if(issel($_P

requires:
21

(Sgroup['q 0] 1= PUN_GUEST) :

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

mon.php
$_POST) ||is

sdb- >prsﬁx groups

ergroup info', _FILE__, __LINE__, $db->error ()); T)) else

), if(isset(S,

L FRO
45: $group = Sdbofeteh assoc(SresuM), i
223: echo echo $group[d_report flood |;

requires:
21

if($group['o_id'] 1= PUN_GUEST) :

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

106: define( PUN_GUEST', 3); // common.php define()
82:5 POST = srpslashes airay (5_POST): / corion phi

81: $_GET = stripslashes_array ($_GET); // cormmon.php

350: $group_id = intval($_f F'OS Tgro r, to_d ) : intval($_GET[de! g
438: Sresult = Sdb->query (SELECT o R $db->prefix . ‘grour
440: $our_group = $db- >fetch assoc(sresult))(

445: echo echo "\IINHNHINNI" . "<option val

VHERE g_id!=". PUN_GUEST . " AND g_id!=". $group_id .' ORDER BY g_ile') or error (Unable

1p list, __FILE_, __LINE__, $db->error ());

. Scur_group['g_id]. "> . pun_htmispecialchars ($cur_groupl'g_tile]) . ‘</option>". “\n’

requires:
346: if(isset(S_GET[
444: if($cur_groupl o

upl)
PUN_MEMBER) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

104: define( PUN_A
106: define('PUN_GLE
488: Sresult = Sdb->query ( d. 3. tile
490: Scur_group = $db->fetch, assoc($result))(
495: echo echo "IIANANE option value=". Seur_group[g_id]. "> . pun_htmispecialchars ($cur_group[g_(ile])

IN', 1); // common.php define(
", 3); // common.php

- $db->prefix . ‘grour PUN_GUEST itle’) or error (‘Unable to fetch user group list, __FILE__, __LINE__, $db->error ());

VHERE g_id!=". PUN_ADMIN . " AND g_id!='

tion>'. "\n";

requires:
494: if($cur_group[o

= $pun_configl'o_default_

ser_group?) else

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

106: define(PUN G
518: $result = Sdb->query ('S
520: Scur_group = Sdb->fetch_s
525: echo echo "\iitnHnNL

3); // common.pl
g_id, g_title
soc(Sresult)){
‘<option value=""_ $cur_group['g_id]."">" . pun_htmispecialchars ($cur_group['g_(itle]) . ‘</option=". "\n";

. $db->prefix . ‘groups WHERE g_id>" . PUN_GUEST . AND g_m

ator=0 ORDER BY

__FILE_, __LINE__, Sdb->error ());

requires:
524: if($cur_group[o_i

= $pun_configlo_default_user group]) else

File: C:! -1.4.8/admin_index.php

Cross-Site Scripting

Userinput returned by function fread() reaches sensitive sink.

4: $lang_admin_index[ Server load data]
76: $server_load =

'wdmw
PH

IN32')) && preg i_av

s + .exe ), $\cad averages))
74: $server_load = $load averages[ﬂ "+ $load averages[] . $load_averages[3]; / (I array(PHP
o dable('/proc/lo:

+),2\5+([0-9\.]+)%"", exec(‘uptime’), $

[0-9\.1+),2\+([0-9\1+)%{, exec('uptime’), Sload_averages)

)
fread(Sth, 64); /1 f(fle_exsts(/f
70: $load_averages = explode( ', $load_averages); // ii(file_¢
71: $server_load = $load averages[O] " $load_averages][1 Sload averages[z] Slang_admin
80: $result = $db->guery (SELE COUNT (user_id) FROM* sdb >prefix . ‘online WHERE idle=0') or error ('Unal

loadavg')).

g) &&is. (!
. _FILE_, __LINE__, $db->error ()

81: $num_online = $db->result(Sresult);
154: printf printf($lang_admin_index[ Server load data]. “\n’, $server_load, $num_online);
File: C: -1.4.8/admin_loader.php

Cross-Site Scripting

Userinput is passed through function parameters.

Loading of the plugi failed. // admin_common

mmon.php

4: $lang_admin_commonl Plugin failed
81:$_GET = stripslashes array (5_GET);
21: $plugin = $_GET[plugin]: ;

47 message (sprintf($lang_admin_common[ lugin fziled message], Splugin));

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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requires:
46: if(1defined( PUN_PL

LOADED'))

Userinput is passed through function parameters.

4: $lang_admin_common[ No plugin 1 je'] = 'There is no plugin called %s in th
81:$_GET = stripslashes_array ($_GET); Sommon phy

21: $plugin = $_GET[plugn]: ;

32: message (sprinti(Slang_ admin_common[No plugin mes

admin_commor

1, $plugin));

requires:
31: f(1file_exists(PUN_ROOT . plugins/" . $plugin)

Userinput s passed through function parameters.

1035:  function confirm_referrer($script, $ermr msg = false)
1037: global $lang_common; // function:
1055: message (Serror_msg : Slang_commor

d referrer]); // functions.php

requires:
1054: if(Sreferrer[h1ost] 1= Svalid[ host] || $referrer{ path] 1= $valid[ pain’])

Userinput is passed through function parameters.

1035 function confirm_referrer($script, $error_msg = false)
1037: global Slang_common; // funciions phy
1041: message (Serror_msg ss\ang;,ommn[nU

;1 functions.php
requires:

1040: if(empty(5_SERVER[ HT TP_REFERERT)

Userinput reaches sensitive sink.

926: function message($message, $no_t back link = false)
943: echo echo $message; // funciions.p

Velnerabilty i also triggered in:
1.4.8/admin_ php
c \wamp\wwfluxbb-1.4. a/admm _optons.php
1

& wamp -1 4.8/acimin_fanke.pho
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/db_update.php
C:\wamp\wwwifluxbb-1.4.8/delete. php
C:\wamp\wwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
Ci\wamp\wwwifluxbb-1.4.8/help.php

C: 1.4. php
c 1.4.8/i ions.php
C:\wamplwwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/install.php
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/useriist.php
Ci\wamplwwwifluxbb-1.4.8/viewforum.php
C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Userinput reaches sensitive sink.

81: $_GET = stripslashes array (S_GET); // common.php

21: $plugin =$_GET[plugin]: 5

38: Spage_title[2] = str_replace ', ", substr$plugin, strposSplugin, ' +1, -4 // array(
$p =$p : null; // header.php

86: echo echo generate_page_title (Spage_title, $p); // header php

Vulnerabity is alo tiggered in:
1.4.8/admin_ php
c ampwsTobb-1.4 Bladmin_options.ohp

a
& \wamp\wwfluxbb- Ta “B/admin_tanke php
C:\wamp\wwwifluxbb-1.4.8/admin_reports.php
C:\wamp\wwwifluxbb-1.4.8/admin_users.php
C:\wamp\wwwifluxbb-1.4.8/delete php
Ci\wamplwwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
C:\wamp\wwwifluxbb-1.4.8/header.php
C:\wamp\wwwifluxbb-1.4.8/help.php
C:\wamp\wwwifluxbb-1.4.8/index php.
Ci\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wampwwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/useriist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum. php
C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

File Inclusion

Userinput reaches sensitive sink.

12: define('PUN ", diname(__FILE_)."/); // define(
81:$_GET = stripslashes_array (§_GET); // common php
21: $plugin =$_GET[plugin]:
45: include include PUN_ROOT . ‘plugins/" . $plugin;

File: C:' -1.4.8/admin i php

Cross-Site Scripting

Userinput reaches sensitive sink.

82:$_POST = stripslashes array ($_POST);
175: $prune_days = trim($_POST[ r=0_prune
219: echo echo $prune_days;

requires:

Cross-Site Scripting

Userinput reaches sensitive sink.

82:$_POST = stripslashes_array (§_POST);
128: $prune_from = trim($_POST[ prune_from’);
155: $prune_from = intval($prune_from); // (i<

189: $prune_from = intval(Sprune from); //if(5p

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

f(Sprune. ‘all’) else
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221: echo echo $prune_from;

requires:
126: if($action =

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

hp array()

rom %s (%s

re that you want to prune al

4: $lang_admin_maintenance[ Confirm prune info

: $_POST = stripslashes_array (§_POST); // ¢
175: $prune_days = trim(S_POST[ 20 prune ¢
197: $forum = $lang_admin_maintenance[ Al forurr
128: $prune_from = trim($_POST[ prune_from]);
155: Sprune_from = intval($prune_from); // if(isset(s
189: $prune_from = intval(Sprune_from); // ii(Sprun

n.php

if(Sprune_from != all) else

une_from !="all’),

193: $result = $db->query (S| ne FROM- $db->preﬁx $prune from) orertor (Lncble 0 cich (o7 e FILE Y $db->error O
161: Sresult = Sdb->query (‘SELE § FROM' . $db->prefix . t0pics AS U1 LEFT JOIN' . $db->prefix. =t2.id WHERI AND i to IS NO NuLL)crerror(U able to fetch redirect __FILE_, __LINE__, Sdb->error ()); // iflisset(S_POST))
142: $result = Sdb->query (‘SELECT id FROM . $db->prefix . ‘orums’) or error (‘Unable fo fetch forum | = Sdb->error ()); //if(is =m POST)), Sq'u all
81:$_GET = stripslashes_array ($_GET); // common php
30: $start_at = intval($_GET[ | ,m n:0; m >nmor  robulld
29 sper,page-\nwa\(s,GEr[ page']) : 0; /1 if(Saction == 'rebuild')
96: $result = $db->query ('SE| 4; p.id, p.me t mh( l Lfirst_post_id FROM " . $db->prefix ts AS p INNER JOIN ' . $db->prefix . ‘topics AS t ON t topic, $start_at . ' ORDER BY p.id ASC LIMIT * . Sper_page) or error ('Unabl __FILE_, __LINE__, Sdb->error ());
99: Scur_item = $db->fetch, assoc(sresun))(
108: $end_at = Scur_item[ic ];
114: Sresult = $db->query (‘SELECT id FROM . $db->prefix . 'posts WHERE id > . Send_at . ' ORDER BY id ASC LIMIT 1') or error (‘Unable to fetch next ID', __FILE__, __LINE__, $db->error ()); // f(Send_at > 0
194: $forum . pun_ $db- ", Il if($prune_from = "all
requires:
126 f($action == prunc)
Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.
__FILE_, __LINE__, $db->error ());

sition') or error (‘Unable to fetch category/for

d WHERE f.redirect_url IS NULL ORDI p_position, c.id, f.disp_p

322: $result = Sdb->query (‘SELECT c.id AS cid, c.cat_name, f.id AS fid, f.forum_name FROM ' . $db->prefix . ‘categories AS ¢ INNER JOIN " . $db->prefix . ‘forums AS f ON c.id=
325: $forum = Sdb->fetch_assoc(Sresult)){
336: echo echo "IN . “<option value="". $forum[id'] pun_htmispecialchars (Sforum{ forum_name1) . ‘</option>". "’

File: C:' -1.4.8/admin_reports.php

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

__FILE_, __LINE__, Sdb->error ()

4: $lang_admin_reports[ Report subh orted %s' // admin_r php array()
61: $result = $db->query (SELECT © d, r.reported_by, r.created, r.me: tsubject, f.forum_name, u.usermame AS reporter FROM ' . $db->prefix . 'reports AS r LEFT JOIN" . $db->prefix . ‘posts AS p ON r.post_id=p.id LEFT JOIN" . $db->prefix . 'topics AS t ON .topic_id=tid LEFT JOIN". $db-
3 u 2

SuONT 5 NULL ORDER BY created DESC') or error (‘'Unable to fetch report

c_id, r.forum
N r.forum id=fid LEFT JOIN' . $db->prefix orte
65: Scur_report = $db->fetch_assoc($result))({
77 printf printf($lang_admin_reports[ Report subhe:

, format_time (Scur_report[ created]));

requires:
63: if(Sdb->num_rows(Sresult))

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

4: $lang_admin_reports[ Reporled by] = R, admin_rej
61: $result = $db->query (SELECT rid, r.topic id, rforum id, r 4 f.forum_name, u srier FROM . $db->prefix . rls AS 1 LEFT JOIN' . $db->prefix . ‘posts A LEFT JOIN' . Sdb->prefix . I ON r.topic d LEFT JOIN" . $db-
orums AS f ON r.forum_id=f.id LEFT JOIN' . $db->prefix . HERE\ zapped IS NULL ORDER BY ci ©) or error (‘Unabie to fetch report s, __FILE_, __LINE_, Sdb->error ()

>prefix.
65: Scur_report
67: Sreporter =<4 1
81: printf printf($lang_admin_reports{ Reporte

db->fetch_assoc($result){
href="proflle.php?id=". Scur_report[ reported _by].">'. pun_htmispecialchars ($cur_report[ reporter]) . '</a>': $lang_admin_reports[ De:
/1, $reporter);

ted use

1

requires:
63: if(§db->num_rows(Sresult))

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

p.id LEFT JOIN' . $db->prefix . AS t ON r.topic_id=t.id LEFT JOIN" . $db-

N Sdb->prefix.. ‘posis A
__LINE_, $db->error ()

. Sdb->prefix .
ble to fetch rey

61: $result = $db->query (‘SEL
>prefix . ‘forum: ol

65: $cur_report = $db->lelch assoc($r

4: $lang_ac

71: $po an>| & h a></span>': '<span> i &#160." . $lang_admin_reports[ D: 'span>"
72: $repm location[2] = Sposle array()

82: echo echo implode( ', $report_location);

requires:
63: if($db->num_rows(Sresult))

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

id=p.id LEFT JOIN" . $db->prefix . 'topics AS t ONr topic_id=t.id LEFT JOIN' . $db-

*e AS reporter FROM . $db->prefix . ‘reports AS r LEFT JOIN . $db->prefix . (posts AS p ON r.f
reated DESC) or error (‘Unable to fetch report list', __FILE_, __LINE__, Sdb->error ()

p.id AS pid, t.subject, f.forum_name, u.uss
id WHERE r.zapped IS NULL ORDER BY

created, r.me:
u ON'r.reported

61 $resu\1—$db->gueg¢(‘§ﬂ EC r id, r.forum_id, r.reported
>prerx forums AS f ON r.forum_id EFT JOIN' . $db->prefix .
db->fetch_assoc(Sresult){

35 echo echo $cur_repor|

requires:
63: if($db->num_rows($result))

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

stid=p.id LEFT JOIN' . $db->prefix . ' AS t ON r.topic_id=t.id LEFT JOIN' . $db-

f.forum_name, u.username AS reporter FROM ' . $db->prefix . 'reports AS r LEFT JOIN" . $db->prefix . 'posts AS p ON r.p
1S NULL ORDER BY created DESC') or error (‘Unable (o fetch report list, __FILE_, __LINE__, $db->error ()

c_id, r.forum_id, r.reported_by, r.created, r.mess:

FT JOIN $db->prefix . 'users AS u ON r.reported
2

61: Sresult = Sdb->query (SELEC
prefix . ‘forums AS f ON .forum_id=f.d

db->fetch_assoc($result))(

-, pun_htmispecialchars (Scur_report] mess

65: Scur_report
70: $post = str_replace("\1",
86: echo echo $post;

requires:
63: if($db->num_rows(Sresult))

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

4= "Marked as re:
opic_id, r-forum_id r\ermtwi b
I LEFT JOIN'. $db->prefix . *

zapped, rzapped_by AS zapped
I LEFT JOIN'. $db->prefix .

4: $lang_: admm \_reports[ Zap,
= $db->

123: Sre query (< er, u2.usermame AS zapped_by FROM " . $db->prefix . 'repor
DI 2 WHERE

r LEFT JOIN $db->prefx posts AS p ON.post_id=p.id LEFT JOIN" . §db-
r.z IS NOT HUL, )RU}:R BY zappe AT 1 le te

0) or error (Un: reportlist, __FILE__, __LINE__

bject 'fo\ um_name, u.username AS repo
1 ONr.reported_by EFT JOIN'. Sdb->prefix . ‘Users AS

>prefix o S ur
127: $our. raporl $db->lalch assoc($result){

135: Szapped_by r pun, hlmlspema\chars ($cur report{ zzpped_byl) . '</strong>': $lang_admin_reports NAT;
141: printf printf($lang_admin_reports[ Zapped s 1], format_time ($cur repon[mp ved]), $zapped_by);

requires:
125 if($db->num_rows(Sresult))

pdfcrowd.com
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Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

4: $Iangiadmm7repons[‘ﬁ" orted by =
123: $re: $db->query ( id d, r.reporte r.zapped, r.zapped_by by_id, p.id AS pid, t.subject, f.forum_name, u.username AS re, rame AS zapped_by FROM ' . $db->prefix . reports AS r LEFT 1. $db-; >prefx posts AS p ON r.post_id=p.id LEFT JOIN' . $db-
>prefix w s AS t ON r.topic_id LERT IO $db >prenx orume AS { ON 1 forum, defic LEFT JOIN" - $db-prafi . users AS u ON freporied. by=u.id O Sdbvprafis . isers AS u2 ON 1 Zapped. WHERE r.zapped IS NOT NULL ORDER BY zapped DES " or ertor (Unabis 1o felch report st __FILE_, __LINE__

127: $eur_report = $db fotch. assoc(sresul())(
129: $reporter = '<a hr p7i0=" . Scur_report[reported_b
145: printt print(§lang_ admin repans[R’; orted by, $reporter);

ed user;

- pun_htmispecialchars ($cur_report{ reporter]) . $lang_admin_reports|

requires:
125 f($db->num_rows(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.
p.id LEFT JOIN' . §db-
report list, __FILE_, _LINE__

AS r LEFT JOIN $db->prefx posts AS p ON
)rmu )MJH%HV/N;&: SC LIMIT 10') or error (.

123: $resul sab->guer1<<g ECT rid, rlopic id, forum i, rreported by, rmes:
>prefix . 'lopics AS 1 O JLEFT JOIN' . $db->prefix . s AS fONf
157. Seur_report = Sdb-folch  assoc(Sresul){

4: $lang_: admm reports| Post D] = %s' /1 admin_reports.php 2
133: Spost pan-L5#160;<s href=iewtopic php7pid= Scur repan[m] #p' . Scur_report{ pid] . "' . sprintf($lang_admin_reports[ Post 1), Scur_report{ pid)
136: $repor| location[2] = $post
146: echo echo implode( ' $repon \ocanon)

bject, f.forum_name, u.username AS reporter, u2.use!
y=u.id LEFT JOI .sdb»preﬁx users AS u2

span> : ‘<span>[ {8/ span>;

require:
125 if($db->num_rows(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

DIN . $db->prefix . ‘posts AS p ONr.post_id
OT NULL ’)HU}:H BY zapped DESC LIMIT 10) or error ('Unable to fe

s.username A

JOIN $db->prefix

pped, r.z:

id LEFT J\,m $db->preﬂx

123: $resul $db->query ('SELECT r.id, r.topic_id, r.forum_id, r.reported_by, r.mes OM " . $db->prefix d LEFT JOIN' . $db-
>prefix . topics AS t ON r-topic_id=t.id LEFT JOIN' . $db->prefix . ‘forums AS f ON RE d1s port I

127: Sour_report = $db- >fetch_assoc(Sresul)(

132: $post = str_replace("\n", br />, pun_htmispecialchars (Scur_report[ me
150: echo echo $post;

requires:
125 if($db->num_rows(Sresult))

_FILE_, _LINE__

File: C:' -1.4.8/admin_users.php

File Manipulation

Userinput is passed through function parameters.

$_POST)), if(isset($_

399: Suser_ids = array(); // f(issel(5_
82:$_POST = stripslashes array ($ | PosT),
392: user_ids = amay_keys(§_POST[ ccr<])
393: Suser_ids = array_map( |11/, Suser_ids)
396: Suser ids = array Clf{Suser ids, artay(0. 1))
483: foreach($user_ids as Suser_id)

484:  delete_avatar (Suser_id;

if(is

Userinput reaches sensitive sink. (Blind exploitation)

12: define(PUN_ROOT', dirame(__FILE_)."
670: global Spun_config; // functions php
668: _function delete_avatar(Suser_id)

672: $filetypes(2] = 'pno ns php array()
675: foreach(Sfiletypes as Scur_type) // funcior
678 unlink unlink(PUN_ROOT _ $pun_config]

s_dir]. . Suser_id . . $cur_type); // functions.php

requires:
675: function delete_avatar(Suser_id)

677 f(file_exists(PUN_ROOT . Spun_config[_av Suser_id .. Scur_type))

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/db_update.php
C:\wamp\wwwifluxbb-1.4.8/delete. php
C:\wamp\wwwifluxbb-1.4.8/edit.php
C:\wamp\wwwifluxbb-1.4.8/extern. php
C:\wamp\wwwifluxbb-1.4.8/help.php
C: 1.4. php

c 1.4.8/i ions.php

C:\wamp\wwwifluxbb-1.4.8/index php.

C:\wamp\wwwifluxbb-1.4.8/install.php

C:\wamp\wwwifluxbb-1.4.8/login. php

C:\wamp\wwwifluxbb-1.4.8/misc.php

C:\wamp\wwwifluxbb-1.4.8/moderate.php

C:\wampwwwifluxbb-1.4.8/post.php

C:\wamp\wwwifluxbb-1.4.8/profile. php

Ci\wamp\wwwifluxbb-1.4.8/register.php

C:\wamp\wwwifluxbb-1.4.8/search.php.

C:\wamp\wwwifluxbb-1.4 8/useriist php

C:\wamplwwwifluxbb-1.4.8/viewforum. php

C:\wamp\wwwifluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = mgs\ashes aray (5_¢ GET) common.php
26: $ip_stats = intval($_GET[

37:$p =1 :intval($_GET[1]);
38: $start_from =50 * ($p - 1);
78: $result = $db-; >gueg¢( LEC
88: echo echo $our_ip[ s

1 postinfo', _FILE__, __LINE__, Sdb->error ());

DESC LIMIT ' $start_from . ", 50') or error ('Unal

1_times FROM " . $db->prefix . (posts $ip_stats . ' GROUP BY poster_ip ORDER BY las

p, MAX(posted) AS last_used, COUNT(id) AS

requires:
24: if(isset(S_GET['p_stats1))
79: if(§db->num_rows(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81 s GET = stripslashes_array (§_GET); // common php
2 _stats = intval($_GET[Ip. -

$p=1 ntval($_GET[]);
38 $start_from =50 * ($p - 1);
78: $result = $db->query (‘SELECT poster_ip, MAX(posted) AS last_used, COUNT (id
89: echo echo $cur_ip[ poster_ip;

ROUP BY poster_ip ORDER BY last_used DESC LIMIT ' . $start_from . ', 50') or error (‘Unable 1postinfo’, __FILE__, __LINE__, $db->error ());

id=". $ip_stats .

1 times FROM ", $db->prefix . 'posts

requires
2

et(S_GET[Ip_stals])
79: v<$dn->num rows($resum)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stdoslashes_ array($ GET); // common.php
126: $ip = trim($_GET['> :

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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181: $result = $db->query ('SELECT DISTINCT id, poster FROM " . $db->prefix . 'pos ip=\". $db->escape($ip) . \' ORDER BY poster DESC') or error (‘Unable 1o f postinfo’, __FILE__, __LINE__, $db->error ());
189 list($poster_id, Sposter) = $db->fetch_row(Sresut); // =i()
191: $result2 = Sdb->quer, CT u.id, u.username, u.email, u_title, u.num_posts, u.admin_note, g.g_id, g.g_user_title $db->prefix . INNER JOIN " . $db->prefix . ‘groups AS g ON g.g )_id WHERE 1.id>1 AND u.id=". $poster_id) or error (‘Unable {c user info', _FILE_, __LINE__, $db->error ();
193: Suser_data = Sdb->fetch_assoc(Sresult2))
201: echo echo ' rofile.php?id=". $user_data['d]. "' . pun_htmispecialchars (Suser_data[ username])
requires:
24: if(isset(S_GET[ip_slals]);
: if(isset(S_GET['s
184: if($num_posts)
193: if((Suser_data = $db->fetch_assoc(Sresult2)))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink
81:$_GET = mps\ashes array ($ GET); // common.php
126: $ip = trim($_G :
181: $result = $db-: >guer1(‘ DISTINCT poster_id, poster FROM " . §db->prefix . ‘posts WHERE p 1" $db->escape(Sip) . ' ORDER BY poster DESC') or error (‘Unable to fetch post info’, __FILE__, __LINE__, $db->error ());
list($poster_id, spos«er) Sdb->fetch_row(Sresull); / s1()
191: $result2 = $db->query ('SELECT u.id, u.username, u.email, u titl _posts, u.admin_note, 0.g_id, g.o_user_title FROM " . $db->prefix . ‘users AS u INNER JOIN . $db->prefix . ‘groups AS g ON g.g_id=u.group_id WHERE u.id>1 AND u.id=". $poster_id) or error (‘Unable to feich user info’, __FILE__, __LINE__, $db->error ());

193: Suser. data = Sdb->feich.assoc(Srosult2))
202: echo echo $user_data[ crmail];

requires:
24

a )
193 if((Suser_data = $db->fetch_assoc(Sresult2)))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81: §_GET = stripslashes array (5. GET)- common.php
126: Sip = trim(§_GET[<how_us
181: Sresult = $db->query (‘5=
189: list($poster_id, Sposter)
191: Sresult2 = ELEC
193: Suser_data = Sdb->fetch, assoc(SresultZ)))
202: echo echo Suser_data[ =

/" $db->prefix . ‘posts WHERE [

=" $db->escape($ip) . ' ORDER BY posler DESC') o error (‘Unable o |

__FILE_, __LINE__, Sdb->error ());

tle, u.num_po

9._id, g.g_user_title FR $db->prefix . ‘users AS u INNER JOIN . $db->prefix . ‘groups AS g ON g.g_id=u.group_id WHERE w.id>1 AND u.id=". $poster_id) or error ('Unable tc

__FILE_, __LINE__, Sdb->error ());

requires
2

4: )
T24:i{iseel(s_GET[ &0 obreT)

184: if($num_posts)

193 if((Suser_data = Sdb->fetch_assoc($result2)))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:§_GET = mps\ashes array ($_GET); // common php
126: $ip = trim($_GET( 5"

181: $result = Sdb->query (
189: lst(Sposter_id, Sposter) = Sdb->fetch row(sresuuj, ist()

191: $result2 = $db- ELECT u.id, u.username, u.email, u itle, u.num_posts, u.admin_note, g.g_id.
193: Suser_data = Sdb->fetch_assoc(Sresult2)))

195: $user_title = get_title ($user_data);

203: echo echo Suser_title;

os poster FROM " . $db->prefix . ‘posts WHERE p

=\" . $db->escape(Sip) . ' ORDER BY poster DESC') or error (‘Unable (o fetch post info, __FILE__, __LINE__, $db->error ());

user_title FROM " $db->prefix . ‘users AS U INNER JOIN . $db->prefix . ‘groups AS

u.group_id WHERE u.id>1 AND u.id=". $poster_id) or error (‘Unable

o', _FILE_, _LINE__, Sdb->error ());

requires:
24: if(isset(S_GET[ip_slz
124: if(isset(S_GET['show s
184: if($num_posts

((Suser_data = $db->fetch_assoc($result2)))

1)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = rpslashos sy (s_GET); mon.php
126: $ip = trim($_GET[ 5 s

181: Stosult = Sab-»auery
189: list($poster_id, Sposter)

DER BY poster DI

$db->prefix $db->escape($ip) . ' C 5C') or error (‘Unable o

post inf

__FILE_, __LINE__, Sdb->error ());

Sdb->fetch row($resu||),

191: $result2 = $db->query ('SELECT u.id, u.username, u.email, u.litle, u.num_p er $db->prefix . ‘users AS U INNER JOIN . $db->prefix . ‘groups AS g ON g.g p_id WHERE uid>1 AND u.id=". $poster_id) or error ('Unal user info', _FILE_, __LINE__, $db->error ();
193: $user_data = $db->fetch_assoc(Sresult2)))
204: echo echo forum_number_format (Suser_data[num_posisT);
requires:
24: i sse(($ GET[ip stais])
124:
18¢ s)
193: if((Suser_data = $db->fetch_assoc(Sresult2)))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink
81:$_GET = mps\ashes array ($_GET); // common.php
126: $ip = trim($_GET[ show_u
181: $result = $db- >guer1( SELECT DISTINCT poster_id, poster FROM ' . §db->prefix . posts WHERE por . $db->escape(Sip) . " ORDER BY poster DESC') or error (‘Unable (o felch post info', __FILE_, _LINE__, $db->error ());
list($poster_id, Spcs(er) $db- >(elch 1_row($result); t()
result2 = Sd LECT u username, u.email, u.i n_note, 9.0_id. g.g_user_lile FROM . $db->prefix . ‘users AS u INNER JOIN ' . $db->prefix . ‘groups AS g ON g.g_id=u.group_id WHERE u.id>1 AND u.id=" . $poster_id) or error (‘Unable (o fetch user info’, _FILE__, __LINE__, $db->error ());
193! Suser_data = Sdb->fetch_ assoc(sresultz)))
205: echo echo pun_htmispecialchars (Suser_data[ adrmin_note
requires:
24: if(isset(S_GETY!
124: if(isset(S. GET[ 1s7)
184: if($num_posts)
193: if((Suser_data = $db->fetch_assoc(result2)))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81:§_GET = stripslashes array (§_GET); // common pp
126: $ip = trim($_GET['show
181: $result = $db->query ('St 7 DISTINGT id, poster F /. $db->prefix . ‘pos! ERE p =" . $db->escape($ip) . \' ORDER BY poster DESC') or error (‘Unable to __FILE__, __LINE__, $db->error ());
list($poster_id, Sposter) = Sdb->fetch row($rasu||), ist()
191: Sresult2 = §d u.id e, u.email, u.title, u.num_posts, u 9.9_id, g.g_user_title Fi $db->prefix . ‘users INNER JOIN " . $db->prefix . ‘groups AS g ON g.g_id=u.group HERE u.id>1 AND u.id=". $poster_id) or error ('L __FILE_, __LINE_, $db->error ());

> I
193: $user_ dala $db->fetch. assoc($re$u|12)))
197: $action: ref="a pi

206: echo echo $acl\ons

a1s= . Suser_datal 0"

"search.php?action=sho mpjuser_id=". Suser_data[d] $lang_admin_users[ Results s

v posts link] . '</a>';

requires:
24 ff

193: if((Suser_data = Sdb->fetch_assoc(Sresult2)))

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

Sdb->prefix . forums) or error (‘Unable o fetch forum list, __FILE_, _LINE__, Sdb->error ());

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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321: Sour_forum = $db->fetch_assoc($result){
323: unserialize $cur_moderators = unserialize(Scur_forum[ moderators]) : array();
requires:
24: if(isset(S_GET[ip_stais]))
257: if(isset(§_POST[ move_users]) [ isset(s_POST[move_users_comply])
289: if(isset(S_POST[ move comply))
317: if(lempty(Suser_ groups)&&$new group 1= PUN_ADMNN &8 Snew_group_mod 1= 1)
Cross-Site Scripting

Userinput reaches sensitive sink.

273: user_ids =array(); // f(issel(5_POST)) else
82:$_POST = stripslashes_array ($_POST); // common ph.
266: Suser_ids = array_keys($_POST[ udm‘]) plode( .s POST[ users]);
267: Suser_ids = array_map( 11/ r_ids); /) i(iss
270: Suser_ids = array_diff(Suser_ids, array(o 1), 1l if(iss
350: echo echo implode(', $user_ids);

requires
2

4: if(isset(S_GET[p
257: if(isset(§_POST[ move_u

<) |l isset($_POST[ move_users_comply])

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

432: $result = Sdb->query (SELECT id ators FROM ' $db->prefix . ‘forums’) or error (‘Unable to fetch forum list, __FILE__, __LINE__, $db->error ());
433: $cur_forum = $db->fetch assoc(sresuu)i(
435: unserialize Scur_r _forum{ moderators) : array();
requires:
24

)
Cusers) | Asset($ POST[delete_users_comply]))
te_u )

409 if(isset(S_POST

Cross-Site Scripting

Userinput reaches sensitive sink.

set($

399: $user_ids = array(); T |lisset($_POST)), if(isset($.

82:§_POST = stripslashes array (5. POST), phy
392: Suser_ids = array_keys($ ,POST[H» 5 POST[u:
393: Suser_ids = array_map( n1va!', Sus $_GET)), if(isset(

s);
396: Suser_ids = array_diff(Suser_ids, a0, 1) ). if
ids);

506: echo echo implode('.’, $user_ids)

Cross-Site Scripting

Userinput reaches sensitive sink.

543 Suser_ids = array(); // f(issel(S_POST)) else
2: 5 POST = stripslashes array (§_POST); // common php

541: Suser_ids = array_keys($_POST[users])
542: Suser_ids = array_map( i11val', Suser_ids); T)
545: Suser_ids = array_diff(Suser_ids, array(0, 1)); issei(s. PORT
632: echo echo implode(, $user_ids);

Iode( ,S POsT[uwr:]), if(isset($_POST)).

requires
5!

: if(isset(S_POST[ ban_users]) ||isset(s_POST[ban_users

Py

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81§ GET = stripslashes_array (§_GET); //comon.shy
693: Suser_group = intval($_( 1

786: Sconditions]
691: Sorder_by = isset($_GET[order by X
692 Sarocion = fseal(s GET[muuuv 1) 8& DESC

query (‘SELECT u.id
$db->fetch assocl$result)](

Suser_data

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

848: $result = Sdb->query ('S u.id, u.username, u ts, u.admin_note, g.g_id, g.g_user_title FROM" . $db->prefix . EFT JOIN'. $db->prefix . ‘groups AS g ON 0.0_id=u.group_id WHERE uid>1". (' AND ' . implode(' AND , Sconditions) : *) . ' ORDER BY ' . $db: by) .
851: Suser_data = Sdb- >fe|ch_assoc(sresult);(
863: echo echo ‘< proflle. php?id=". Suser_data[id'] . "> . pun_htmispecialchars (Suser_datal userna </a>"
(isset(S_GET[ind_u
($db->num_ rows(sresult))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81:$_GET = mps\ashes array (§_GET); // common php
693: Suser_group = intval($_Gl oup: - 1;
786: Sconditions]
691: Sorder_by
692: Sdirection o :
848: $result = Sdb->query (‘SELECT u.id, u.username, u.email, u.title, u.num_posts, u.admin_note, g.g_id, g.g_user_tile FROM ' . $db->prefix . ‘user T JOIN" . $db->prefix . ‘groups AS g ON g.g_id=u.group_id WHERE u.id>1". (' AND . implode(' AND ', Sconditions) : *) . ' ORDER BY ' . $db by)."". $db
851: $user_data = Sdb->fetch_assoc(Sresult)){
864: echo echo Suser_data['eail];
requires:
675: if(isset(S_GET[nd_u
849: |i($db >num rows(sresuu))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81: $_GET = stripslashes array ($_GET); // common.php
693: Suser_group = intval($_GET[ User o 1
786: Sconditions[] = D er_
691 Sorder_by = isset(§_GET[orcer by]) && § GET[order ' :
692: Sdirection = isset($_GET[drcction]) &s. DESC':'A
848: Sresult = Sdb->query (‘SELE emame, u.email, u.ttle, u.num_posts, u.admin_note, g.g_id, g.g_user_title FROM " . $db->prefix . ‘users AS u LEFT JOIN" . $db->prefix . ‘groups AS g ON g.g_id=u.group_id (1" AND " implode(' AND ', Sconditions) : ) . ' ORDER BY ' . $db- _by)."" . $db-
1: $user_data = Sdb->fetch_t ssoc(sresult);(
864: echo echo Suser_data['eai];
requires:
675: if(isset(S_GET[nd_user])
849: if($db->num_rows(Sresult))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
4: $lang_admin_users[Not verified rified
857: Suser_title pan cl rntext $lang_: admm users[ Not 's-vmt—i] </span: Suser_data == PUN_UNVERIFIED) && $t common),
81: $_GET = stripslashes_array ($_GET); // common.php
693: Suser_group = intval($_ ): -
786: Sconditions] -
691: Sorder_by ‘username’;
692: $direction = isset($_GET[ dire
848: Sresult = $db- u.username, u.email, .{ile, u.num_posts, u.admin_note, g.g_id, g.g_user_ile FROM " . $db->prefix . ‘users AS u LEFT JOIN" . $db->prefix . ‘groups AS g ON g.g_id=u.group_id WHERE u.id>1" . (' AND ' . implode(' AND ', Sconditions) : ") ." ORDER BY " . $dbs by). "' $db
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853: $user _title = get title ($user_data);
865: echo echo S$user_title;

requires:
675: if(issel($_GET[find_use
849: if($db->num_r rows(sresun))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes_array (S_GET); // cormmon.php
693: Suser_group = intval($_GET[ user aroup]) :

786: Sconditions] $ussr o
691: Sorder_by ]) &a.
692: Sdirection
848: $result = Sdb->query (SELECT u.id, u.us
851: Suser_data = Sdb->fetch_assoc(Sresult)){

866: echo echo forum number format (Suser_data[num_posisT);

d, g.g_user_tile FROM ' . $db->prefix . ‘users AS u LEFT JOIN" . $db->prefix . 'groups AS g ON g.g_id=u.group_id WHERE u.id>1" . (1

requires:
675 f(isset(S_GET(find_user]))
849: if($db->num_rows(Sresult))

. implode( AND ', $conditions) :

' ORDE

R BY

Sdb-

_by)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:§_GET = stripslashes_array ($_GET);
693: Suser_group = intval($_GET[ Usc
786: Sconditions]]
691: Sorder_by
692: $direction
848 $result = Sdb->query (SELECT uic name i, u.title, u.num_
851: $user_data = $db->fetch_assoc($result)){

867: echo echo pun_htmispecialchars (Suser_data[ adrmin_note]) : '&#160:;

common.php

u.admin_note, g.g_id, g.g_user_tile FROM" . $db->prefix . 'users AS u LEFT JOIN" . §db->prefix . ‘groups AS g ON g.g_id=u.group_id WHERE u.id>1". (! . implode(' AND ', Sconditions)

requires:
675 f(isset(S_GET(find_user]))
($db->num_rows($result))

849:

Sdb-

_by)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes_array ($_GET); // cormmon.php
693: Suser_group = mWaus,GET[wy aroup) : - 1;
786: Sconditions] _0="". Suser_group;
691: Sorder_by
692: Sdirection
848: $result = Sdb->query (SELECT u.id. u users
851: Suser_data = Sdb->fetch assoc(Sresuil)(
859: $action n_users.php?ip_stats=". $user_data[d]
868: echo echo $actions;

‘username’;

il, u.title, u.num, d. 0. user_title FROM " . $db->prefix . ‘0

s

AS u LEFT JOIN" . $db->prefix . ‘groups AS g ON g.g_id=u.group_id WHERE u.id>1" . (' AN

u.admin_no

v posts link] . '</a>';

href="ad

$lang_admin_users[Results view IP link] . '</a> | <a href="search.php?action=show_user_j mpuser_id=" . Suser_data[d]. ">'. Slang_admin_users[ R«

requires
61

: if(isset(S_GET[find_u
849: if($db->num_r mws(sresum)

implode(' AND ', Sconditions) : ")

' ORDE

R BY

Sdb-

_by)

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array ($_GET); // cormmon php

693: Suser_group = intval($_GET[ user_qroup]) : - 1;

786: $conditions] = .o Suser group:
$

if(Suser_group > - 1
order_by’) : 'username’;

sASu Ll

848: $result = Sdb->query (S u.id, u.username, u. u.admin_note, g.g_id, g.g_user_title FROM ' . $db->prefix . 'us JOIN' . $db->prefix . 'groups AS g ON g.g_id=u.group_id

851: $user_data = $db->fetch assoc(Sresulm{
869: echo echo $user_datal'ic|

requires:
675: if(isset($_GET[find_user])
849: if($db->num_rows(Sresult))
869: if(§can_action) :

HERE .id=1". (I' AND ' . implode(' AND ', $conditions) : ")

_by).

File: C:' -1.4.8/db_update.php

Code Execution

Call triggers vulnerability in function alter_table_utf8()

1445:  alter_table_utf8 (Sdb->prefix .

requires:
14

40: case ‘conv_subs

Call triggers vulnerability in function alter_table_utf8()

1444: alter table_utf8 (Sdb->prefix . ‘(opic_subscriptions');

requires:

1440: case subscr

Call triggers vulnerability in function alter_table_utf8()
1434: alter table ulf8 (Sdb->prefix . ‘search words);

requires:
1413: case ‘cony_

Call triggers vulnerability in function alter_table_utf8()
1407:  alter_table_utf (Sdb->prefix . ‘search_malc,

requires:
14

01: case ‘conv h_matches’ :

Call triggers vulnerability in function alter_table_utf8()
1395: alter table utf8 (Sdb->prefix . 'search_cache');

requires:

1389: case ache' :

Call triggers vulnerability in function alter_table_utf8()

)

1317: alter table utf8 (Sdb->prefix . ‘onlic

requires:

1311: case nline’

Call riggers vulnerability in function alter_table_utf8()

1286: alter_table_utf8 (Sdb->prefix. ‘forum p

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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requires:
1283: case

Call triggers vulnerability in function alter_table_utf8()
353 function convert.table_utB(Stable, Scallzack, Sald_charset, ey = nul, Sstart_at = nll,Serror_calback = )
371 alter table utf8 (Stable .’ u(1&);

requires:

359: if($mysaql)
362: if($start_at

0)

null || Sstart_a

Userinput reaches sensitive sink when function alter_table_utf8() is called.

307: _function alter_table_t
331: $result = Sdb->query ( ULL COLUN
332: Seur_column = $db->fetch assoc{Sresull))(
337: list(Stype) = explode('(', $cur_column[ T

343: preg_replace preg_replace(. . Stype .

$table) or error (‘Unable fo fetch column information’, __FILE_, __LINE__, Sdb->error ());

4/, Stypes[Stypel, Scur_column[ Type),

requires:
338: false)

(isset(Stypes[$type]) 8& strpos($cur_column[ Collation?], ‘utf

307: function alter_table_utf8(Stable)

Cross-Site Scripting
Userinput reaches sensitive sink.
91:$_REQUEST = stripslashes array (S REQUEST);
456 $old_charset = sir_replace( 15025 8859, strtoupper(S_REQUEST[ req_
584: echo echo Sold_charset;

requires:
461: if(empty($stage))
503: iffle_exists(FORUM_CACHE_DIR . ‘d_update o0k ) else
557: if(strpos($our_version, 0)

File Manipulation

Userinput reaches sensitive sink. (Blind exploitation)

37: defna( PN ROOT, dimame(_FLE_)
100: define( ¢ CACHE_DIR', PUN_ROOT
648: $ih = fopen(FORUM GACHE DR .01
89: $_POST = stripslashes_array (§_POST);
624: $req_db_pass = strtolower(trim($_POST['
643: $uid = pun_hash (Sreq_db_pass . | . unigi
652: furite fwrite($fh, $uid);

define() if(! defined('FORUM_C

requires:
622: if(isset($_POST[req_db_pass]))
646: if($lock) else

Unserialize
Userinput returned by function fefch_assoc() reaches sensitive sink.

1581: Sresult = Sdb->query (‘SELECT id, moderators FROM . Sdb->prefix.. ‘forums') or error (‘Unable o fetch forum list, __FILE__, __LINE__, $db->error ());
1583: Sour_forum = Sab->fetch,_associ(Sresul)(
1585 unserialize Sour_r _forum[ moderators]) : aray();
requires:
1553: if(empty(Serrors[$id]))
1579: if($cur_user[9roup_d'] == PUN_ADMIN || $group_mod =

Cross-Site Scripting

Userinput reaches sensitive sink.

88:$ GET = lngs\ashes array ($ GET)
677: $uid = trim($_GET[ w10 ]);
1646: echo echo Suid;

requires:
1624: if(1empty($_SESSION[ ¢

Cross-Site Scripting

Userinput reaches sensitive sink.

1480: $_SESSION[ cup 1= armay(); users': , if($start_at == 0)
1525: foreach($_SESSION[ duf s Sidessour 1 user)
9: §_POST = stripslashes _array (§_POST);
1530 $username = pun_trim ($_POST[ dup < Isid]);
u Sid][ userna Scur_user| us
1656: foreach($_ SESS\ON[‘ e _users) as $id=>$cur_user)
1664: echo echo upe T

Susername;

requires:
1624: if(1empty($_SESSION[ clipe

File: C:! -1.4.8/delete.php

Unserialize
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); on.pl
81:$_GET = stripslashes _array ($_ GETJ, common.php
17: $id = intval($_GET[ 1) : 0;

22: $result = $db- S me.
>prefix . foru N f.id= id LEFT JO sdb >pref|x k
26: Sour_post = Sdb->fetch,_assoc(Sresult;

52 unserilize Smods ;_array = unserialize($cur_post{ moderalors) : array();

ON t.id=p.topic_id INNER JOIN" . $db-

- Saberror ()

id, t.close

§ miies FROM . $db->prefi .
WHERE (fp.re 0 fetch p

hide
1= Sid) or error (‘Unable

rum_r

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
815 GET = siripsiashes. array (s GETJ,
17: $id = intval($_GET[id]) :
22: Sresult = $db->query (‘SEL RS fro m_name, f.moderators, f.
>prefix . forums AS f ON fid=t.forum _id LEFT JOIN " . $db->prefix . ‘forurr

26: $cur_post = $db->fetch_assoc($result); / dele
32: unserialize $mods_array = unserialize($cur_post[

N t.id=p.topic_id INNER JOIN" . $db-
e.php

p INNER JOI $db->prefix
_FILE_, _LINE_, Sdb->error ()

milies FROM

$Sdb->prefix . pc
able to h

erators]) : array(); // delete php

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); ommon.php
81: $_GET = stripslashes _array ($_GET); o
17: $id = intval(5_GET[ /1) : 0; php
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topic_id INNER JOIN' . $db-

id, p.me il FROM " . $db->prefix . 'posts AS p INNER JOIN " . $db->prefix s AStONt
info', _FILE__, __LINE__, Sdb->error () // delete php

hid
i_forum= M/\NDp d’ $id) or error (Unable

p.p

sted
orum \g NOLL OR Vy re

id, t.clo

fp.post_topics, t.id AS tid, t.sub
ERE (fp.rea

=f.id AND fp.group_id=". $pun_user['

url, fp.post_repli
o ON (fp.fo

22: $resu\('$db guery(°tLt(‘! f.id AS fid, f.forum_name, f.n
>prefix ms / fid=tforum id LEFT JOIN' . $db->prefix . '

U
28 Sur_post = Sdb->fotch,_assoc(Sresul;, //dclolc o
91: echo echo $our_post[];

Vulnerability is also triggered in:
Ciwamp\wwwifluxbb-1.4.8/delete. php

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

$db->prefix . ‘posts AS p INNER JOIN ' . $db->prefix . ‘topics AS t ONt \U p.topic_id INNER JOIN ' . $db-
ch postinfo’, _FILE__, __LINE__, $db- >errcr (011 de

153: $pun_user = array(); // common php
81:$_GET = stripslashes _array ($_ GET), common.php

17: $id = intval(§_GET[1d7) : 0; // delete php

22: $result = $db->query (SELECT fid e .forum_name, f.mc
>prefix . ‘forums AS f ON fic um_id LEFT JOIN sdb >prefix .
26: $cur_post = $db->fetch_assoc(Sresult); / delete p

echo echo pun_htmispecialchars ($cur_post[ forum ¢ ms‘]);

smilies FROM
$id) or error ('Unal

91:

Vulnerability is also triggered in:
C:\wamplwwwifluxbb-1.4.8/delete.php

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153 $Dun user =array(); ommon.php
= stripslashes_array ($_GET); // common php

17 $|d mlva\($ GET[(d]): 0; // delete.php

22: $result = $db->query (‘SELECT fid AS fid, f forum_name, f.moderal rst_post id, t.clo ter_id, p.me: p.hide_smilies FROM " . $db->prefix . 'posts AS p INNER JOIN " . $db->prefix AS t ON t.id=p.topic_id INNER JOIN ' . $db-

>prefix . 'forums AS f ON f.id=t.forum_id LEFT JOIN' .$db ->prefix . ‘forum_perms AS WHERE (f mew an b NLL OR n roed [ forum=1) AND p.id="_ $id) or error (Unable (o fetch post info’, __FILE_, __LINE__, $db->error () / delete.php

26: Scur_pe $db->fetch_assoc($resul d

29: $our_| pos‘[“.uf‘ words ($cur_post[ <u>Mr ']); /1 delete.php

]

censor_words
92: echo echo pun_htmispecialchars (Scur_post{ 15

Vulnerabilty is also triggered in:
C:\wamplwwwifluxbb-1.4.8/delete.php

fp.post_topics, tid AS tid, t.subje
=fid AND fp.group_id=". Spun_user[g_id] .

f.redirect_url, fp.post_repl
 ON (fp.forum_id

g
2

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.
ON t.id=p.topic_id INNER JOIN" . $db-
php

153: Spun_user = array();
81:§_GET = stripslashes_array (S GET) common.php

17: $id = intval($_GET[ 1) : 0; // delele php

22: $result = $db->query (‘SELECT fid AS fid, f forum_name, f.n ators, f.redirect_url, fp.post_replies, fp.post_topics, t.id AS tid, t.sub first_post_id, t.clo: p.posted, p.poster, p.
>prefix . 'forums AS f ON f.id=t.forum_id LEFT JDN‘.Sdb ->prefix . 'forum_perms AS fp ON (fp.forum_id=F.id AND fp.group_id=". $pun_user[g_id] . ') WHERE (fp.read_forum IS NULL o fp,
26: $cu r_gos $db->fetch_a: soc(Sresull) delete

104: printf printf($lang_delete[ Topic by] : Slang_ deleze[Rw\\ by, ‘<strong>' . pun_htmispecialchars (Scur_post poster]) . ‘</strong I

osis AS p INNER JOIN' . $db->prefix .
postinfo, __FILE_, __LINE__, Sdb->error () /

p-hide_smilies FROM " . $db->prefix .
p.id=". $id) or error ('Unable to et

format_time (Scur_post[ o

Vulnerabilty is also triggered in:
Ciwamp\wwifluxbb-1.4.8/delete. php

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81:$_GET = stripslashes_array ($_GET); // cormmon php
17: $id = intval($_GET[ 1) : 0; // delele.php

replies, fp.post_topics, tid AS tid, t.subject, tfirst_post_id, t.close

$db->prefix . ‘posts AS p INNER JOIN' . $db->prefix . 't AS t ON t.id=p.topic_id INNER JOIN' . $db-
ch postinfo', __FILE_, __LINE__, Sdb->error () // e :

e, p.hide_smilies FROM
) AND pid=" $id) or error (‘Unable

P

22: sresum-mb->guem SELECT f.id AS fid, f.forum_name, f.moder

>prefix . forums AS um id LEFT JOIN ' . Sdb->prefix.. forum_id=F.id AND fp.group . Spun_user[o_id HERE (fp.re

26: Scur_post —$db->latuh _assoc(Sresult); // delete php

120; eeria ocho pun_htmispecialchars (Scur_post{ poster]);

Vulnerabilty is also triggered in:
C:\wamplwwwifluxbb-1.4.8/delete.php

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); mon.php

81:$_GET = stripslashes array (S_GET); // common.php

fi id, p.n hid il FROM " . $db->prefix . 'posts AS p INNER JOIN " . $db->prefix . 't AS t ON t.id=p.topic_id INNER JOIN ' . $db-
i_forum= m,\NDp oy $id) or error (Unable postinfo', _FILE_, __LINE_, Sdb->error () // delete php

fp.post_topics, Lid AS tid, t.sub
. $pun_user['

17:8id = mwaus GEr[m]) 0; // delete.php
22: $resu\ ry (‘'SELECT f.id AS fid, f.forum_name, f.n
SosTON o ¢ LEET oI Sdb->prefix . foru
ur_post = b >fetch,_assoc(Sresult; / delele php

121: ochd echo format. timé (Scur postl oclcc 1)

orum \g V‘ JLL OR Vy re

=f.id AND fp.grou

Vulnerabilty is also triggered in:
Ciwamp\wwwifluxbb-1.4.8/delete. php

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

AS t ON tid=p.topic_id INNER JOIN" . §db-

153: $pun_user = array(); // common php
81:$_GET = stripslashes _array ($_ GET) common.php
17: $id = intval(§_GET[1d7) : 0; // delete php

refix . ‘posts AS p INNER JOIN' . Sdb->prefix . topics

$db->f
h post info, __FILE__, __LINE__, $db- >errcr() de

$id) or error (‘Unat

post_id, t.closed, p.posted, p.poster, p.
um IS NULL OR fp.

22: $result = $db->query (SELECT 1 w; d, f.forum_name, f.me
>prefix.. forums AS 1 ON Li um id LEFT JOIN" . Sdb->prefix.. HERE (fp.rea
$db->latch _assoc(Sresult); // delete php
smilies']);

<] = parse_message ($cur_pos([ message'], Scur_post[hide
126 achia ocho Seur postl -2 0¢]

Vulnerability is also triggered in:
Cvampumiosbbot 4 8/dsete.php

File: C:' 1.4.8/edit.php

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.
ic_id INNER JOIN

b INNER JOIN ' . $db->prefix . ‘topics AS t ON Lid

153: $pun_user = array(); mon.php
_FILE_,_LNE_, Sdb->error ()

81:$_GET = stripslashes array ($_GET); // common php
17: $id = intval(§_GET[0]) : 0;

22: $result = $db->guery (‘'SELECT f.id AS fid, f.forum_name, f.moderators, f.r
>prefix . ‘forums AS f ON f.id=t.forum_id LEFT JOIN" . $db->prefix . forum_perms AS fp ON (fp.fol
26: $cur_post = $db->fetch_assoc(Sresult);

29: unserialize $mods_array = unserialize(Scur_post[mo

hoster_id, p.message, p.hide_smilies FRON
i_forum=1) AND p.id=". $id) or error (Unable

¢ p.poster
m IS NULL OR fp.

. $db->prefix
ost in

AS tid, t.subjec
. $pun_userg_d].'

t_replies, fp.post_topics, t.id
m_id=F.id AND fp.group_id

ect_url, fp.p

Jerators])  array();

+ $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
813 GET - stipsinanes aray (S_GET): // comman.php
17: $id = intval($_GET[1]) :

open in browser =I=IONV=1S(e]all Are you a developer? Try out the HTML to PDF API
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22: $resu\('$db query ('SELECT f.id AS fid, f.forum_name, f.n
>prefix . ‘orums / fid=tforum id LEFT JOIN' . $db->prefix . '
2% $cur_post = $db->fetch_assoc(Sresult);

155: echo echo $cur_post[ 7 ];

url, fp.post_repli
o ON (fp.fo

fp.post_topics, t.id AS tid, t.sub
d=F.id AND fp.group_id=" $pun_user[’

post_id, t.
ERE (fp.rea

t.closed, p
m IS NULL OR fp.re:

p.poster_id \
i_forum=1) AND p.id

e FROM . $db->prefix
sm) or error (‘Unable &

post inf

s AS p INNER JOIN' . $db->prefix
,_FILE_, _LINE_, Sdb->error ()

topics AS t ON L.id id INNER JOIN" . $dlb-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php

81:$ GET = lrlgs\ashes array (8_GET); / common php
17: $id = intval($_GET]|
22: $result = $db- LECT fid A f.forum_name, f.mo
Sprefix. forums AS | ON 1=t forum id LEFT JOIN ' . Sdb->prefix
26: $cur_post = $db->fetch_assoc($result);

155: ectio echo pun_htmispecialchars ($cur_post[ forum_name

fp.post_rej fp.post_topics, t.id AS tid, t.subjet
S 7o ON (fp-forum id=t id AND Tp.group. ic=". Spun user]

ge, p.hide_smilies FROM
| foram=1) AND p. =" $id) or grror { Unable to fetc

$db->prefix

post info’, _F

5 INNER JOIN' . $db->prefix . ‘topi
__LINE_, Sdb->error ()

s AStON

id INNER JOIN" . $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
:$_GET = stripslashes artay (§_GET); // comimon php
0;

17: $id = intval(§_GET[10]) :

22: $result = $db->query (‘'SELECT fid AS fid, f.forum_name, f.moder:

ms AS f ON f.id=t.forum id LEFT JOIN' . $db->prefix . ‘forui
$db->fetch_assoc(Sresult);

156: echio echo Scur_post[ 1 ;

ect_url, fp.p

fip.post_topics, tid AS tid, t.subject, t.p
ns AS fp ON (

forum_id=f.id AND fp.group_id=". $pun_user['g_id

p.poster, p
um \s \IULL OR fp.re:

oster

age
3 forum=1) AND p.id=

p.hide_smilies FROM " . $db->prefix
$id) or error (Unable ch

stinfo',

__FILI

5 AS p INNER JOIN ' . $db->prefix .
Ll

E . _LINE

=, Sdb->error ()

topics AS t ON tid=i

c_id INNER JOIN" . $dlb-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153; $pun_user = array(); // common php

81:$_GET = stripslashes_array ($_GET); // cormmon.php
17: $id = intval($_GET[ 1) : 0;

22: Sresult = $db->query (SELE

CT fid AS fid, f.forum_name, f.mo:
>prefix . forums AS { ON f.i um id LEFT JOIN' . $db->prefix .
26: $cur_post = $db->fetch_assoc($result);

36: $cur pos([w censor_words ($cur_post[ subject]); // if($pun
156: ectio echo pun_htmispecialchars (Scur_post[subject]);

t_replies, fp.post_topics, t.id AS tid, t.subje
forum_id=f.id AND fp.group, $pun_user[

erators, f redirect_url, fp.post
ol

t.closed, p.poster, p.poster
rum_perms AS fp

um IS NULL OR fp. forun

=="1)

) AND p.id='

d, p.message, p.hide_smilies FROM '
$id) or error ('Unak

$db->prefix

;
ch post info,

sts AS p INNER JOIN ' . $db->prefix .
__FILE_, __LINE__, Sdb->error ()

topics AS t ON t.id=p.topic_id INNER JOIN " . $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

82:5 POST- tripslashes_array ($_POST); // common php
153: $pu array(); 7/ common.php

BET mgs\ashes array ($_GET); // common.php
17: $id = intval($_GET[ |

22 Sresult = Sdb->query (SELECT f1d AS fd, fforum name, Lmoderators, fredirect
>prefix . ‘forums AS £ ON fid=tforum_id LEFT JOIN' . $db->prefix
26: $cur_post = $db- >Hetoh_ assoc($resull)

36: Scur_post{'sub) ds (Scur_post['subject]); // f($pun_config == 1)
234 ocho echo pun himlspecialghars (5 POSH. -1 <. bicc!1: Scur posi{+.tct]):

url, fp ;,m replies v; post_topics m AS td, tsubject,
erms AS fp ON (fp.foru AND fp group_id=". $pun_user

d, tfirst_post_id, t.stic
Wi H’R’Fm;wed

y, t.closed, p.poster, p.f
m IS NULL OR fp.re

oster_id

requires:
223; if($can_edit_subject) :

poster
d_forum=1) AND p.id=".

message, p.hide_smilies FROM " . $db->prefix
$id) or error (Unzble

ost info’,

sts AS p INNER JOIN ' . $db->prefix
__FILE_, __LINE__, Sdb->error ()

topics AS t ON t.id=p.topic_id INNER JOIN" . $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

82:$_POST = stripslashes_array ($_f POST)
78: $message = pun_linebreaks (pun_tri

4: $lang_post[All caps message]
84: Serrors[] = $lang_post[ All
161: dofe( - LN MY FOSTSLZE 1048576):
74: Serrors[] = $lang_post[ All caps subject
72: Serrors[] = $lang_post[ Too Ic

70: Serrors[] = $lang_post[ o sub,
68: Serrors[] = $lang_post[No subj
51: Serrors = array();
90: $message = preparse_bbcode ($message, Serrors);

13: $message = strip_bad_multibyte_chars (Smessage);

53: $pun_user rray(); // common.php

1:$_GET = stripslashes_array (§_GET); // cormmon.php

17: $id = intval($_GET[1d7) : 0;

22: Sresult = $db->query ( SELECT £ AS fd, fforum_name, .mo
>prefix . forums AS { ON fid=tforum id LEFT JOIN' . Sdb->prefix.. "
26: $eur_post = $db- >latch _assoc($result);

37: Seur_post[ message] = censor_words ($eur_post{ mess
226 echo echo pun_htmispecialchars ($message : $cur_post[

$_POST))
post ’))”p o
mSmm config
d( PLN rv\x PO

sage) && ISpun_user)

se(Ssubject) && !$pun_user)

|_subject ="

Tp.pe

s, f.redirect_ur
p O

replies, fp.post_topics, tid AS tid, t.subject, t.p
4=fid AND fp.group_id=". Spun_user[q_id

IS NULL OR fp

ead_forun

losed, p.poster, p.poster_id, p.message, p.hide_smilies FROM "
) AND p.id='

$id) or error ('Unak

$db->prefix

stch post info’,

AS p INNER JOIN . $db->prefix .
__FILE_, __LINE

= Sdb->error ()

topics AS t ON t.id=p.topic_id INNER JOIN " . $db-

File: C:' 1.4.8/extern.php

Cross-Site Scripting

Userinput reaches sensitive sink when function output_rss() is called.

124: echo echo "

fomlink href=" . pun_htmispecialchars (get_current_url ()

requires:
1

function output_rss(Sfeed)

Cross-Site Scripting

Userinput reaches sensitive sink when function output_atom() is called.

oIf" href=

170: echo echo 1" <link rel=" . pun_htmispecialchars (get_current_url ()

requires:
156:  function output_atom($feed)

File Inclusion

Userinput returned by function fetch_assoc() reaches sensitive sink.

60: define(PUN_ROOT, dimame(__FILE_)
100: deﬁne(rORuH CACHE DIF', PUN_ROOT

define() if(!defined('PUN_ROOT'

n.php define() if(!defined'FORUM_CACHE_DIR'),

161: $pun db->fetch, assm:(SresuM). functions.php by authenticate_
81:8 ¢ BETS mps\ashes array ($_GET); // common.php
360: $fids = explode(’., pun _trim ($_ GET[ﬂc‘])), if(isset(S_GE alar($_GET) && $_GET ="

array map( ntval', $fids); // if(isset($_GET) &&s. )
2d". sha1($pun_user[g u] i $Iang common[h tifier'] 0. ("2 . $fids[0]); // if(Spun_co
391 include include FORUM_CACHE_DIR . . $cache_i

>0 && ($forum_sql == " || ($forum_name 1= " && lisset($_GET)))).

requires:
351: if(isset(S_GET[ 1)) else
(isset(Scache_id) && file_exists(FORUM_CACHE_DIR . ‘cache . Scache_id . " php'))

390:

r File Manipulation

0)01=1nl 1a) ol )= P MRIRIORVETE[o]gR  Are you a developer? Try out the HTML to PDF API
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Userinput returned by function fetch_assoc() reaches sensitive sink. (Blind exploitation)

define() if(!defined('PUN_RO

lirname(__FILE__) . /'
E DI, PUN_ROOT .
db->fetch assuc(sresum),

161: $pun_user

81: $ GET mps\ashes array ($_GI Gommon.ph
360: § . pun_trim ($_ GET[W Sy
361 srus array map( ntval, Sfids); //if(issel(
387: $cache_id = feed’ . sha1($pun_user u] $fids[0])); // I config > 0 && ($forum_sgl ==" || ($forum_name !=" && lisse
441: $|'h»fapen(FORUM CACHE_DIR .
AND tforum id IN(' . implode('", $fids) T) 8& $_GET 1="), if(tempty(Sfids)
xplode( . pun_trim ($_GET[ " fid):; 1 ifiss T1=
: $nfids = array_map(‘intval’, $nfids); // if( $_GET) 8&is
382: Sforum_sgl =" AND t.forum_id NOT \N |mploda1 ,$nms) cﬂ\m $_GET) &

$_GET 1=") m‘mmhmm(sw

435: $feed[ (e
393: $now = time();
445: furite furite($fh, ‘<7php’ . "\n

" var_export(Sfeed, true) nn* . o oxpire =" (Snow + (Spun_configlo_feed (11]*60)). . “nin” . 7>);

requires:
351: if(isset(S_GET[ /7)) else
394: iftisset(Sfeed) || Scache_expire < $now)
439: if(isset(Scache_id))

406: $resu subject St p.hide_smilie id, p.pi 1ail FROM " . $db->prefix . ‘topics AS LINNER JOIN ' . $db->prefix

>prefix . ‘Users dLERT Jum $db->prehx n p ON r;,r rum_id=t.forum_id AN HERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.moved_to IS NULL $lorum sal.
407: Scur_topic db->fetch assoc(SresuMJ)(

433: Sitem[ A " er_email'; // if($cur_topic = " && !$pun_user

S p ON p.i

(tfirst_p
ORDER BY

-(

id).

INNER JOIN'" .

$db-

File Inclusion

Userinput returned by function fetch_assoc() reaches sensitive sink.

9: define(PUN_ROOT', dimame(__FILE_) .
161: $pun_user = Sdb->fetch_ assm:(ﬂiresu\l)‘
18: require require PUN_ROOT . 2

requires;
477. saction

online’ || $action

Vulnerability is also triggered in:
Ciwamp\wwwifluxbb-1.4.8/index php

File Disclosure

Userinput returned by function fetch_assoc() reaches sensitive sink

9: define(PUN_ROOT', dirname(__FILE_) .
161: Spun_user = $db->fetch_assoc($result);
28: $tpl_file ="'main.tpl; // h
32: $tpl_file = PUN_ROOT . ‘st
37: $tp_fil UN_ROOT .
41: file_get_contents $tpl_mail

requires:
477: if($action

1.
I_file;
ile, _gel_ccnlenlslSlpl_ﬂl

nline’ | Saction == ‘onlin

Vulnerability is also triggered in:
\wamp\wwwifluxbb-1.4.8/header.php

C:\wamp\wwwhfluxbb-1.4.8/help.php
Ciwamp\wwifluxbb-1.4.8/index php
C:\wamp\wwwifluxbb-1.4.8/login.php
Ciwamp\wwiluxbb-1.4.8/misc.php
Ciwamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
Ciwamp\wwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
Ciwamp\wwifluxbb-1.4.8/search.php
Ciwamp\wwwifluxbb-1.4.8/userlist php
Ciwamp\wwwifluxbb-1.4.8/viewforum.php
Ciwamp\wwi\fluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

s.php by authenticate_u

161: Spun_user = Sdb->fetoh_assoc(Sresul; /
87: echo echo $pun_user{'style] . "css; // header phy

requires:
477: if($action

nline' || $action == ‘online_full’y

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/header php
C:\wamp\wwwifluxbb-1.4.8/help.php
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwfluxbb-1.4.8/moderate.php
C:\wamp\wwwfiuxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4 8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php
C:\wamp\wwwifluxbb-1.4.8/userlist php
Ci\wamp\wwwfiuxbb-1.4.8/viewforum.php
C:\wamplwwwifluxbb-1.4.8/viewtopic.php

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

161: $pun_user = $db- >lelch asscc($resu\
93: echo echo ‘<link rel=

"% I/ header.php

requires:
477: if($action
90: if(defined(PUN_ADMIN_CO
92: if(file_exists(PUN_ROOT . *

online’ || $action online_full')
ONSOLE'))
tyle/" . $pun_user(

. ‘lbase_admin.css'))

Vulnerability is also triggered in:
\wamp\wwwfluxbb-1.4.8/header.php

Cvampaninbh-1 4 Shaipohp
Ciwamp\wwwifluxbb-1.4 8/index php
Ciwamp\wwifluxbb-1.4.8/login.php
Ciwamp\wwifluxbb-1.4.8/misc.php
Ciwamp\wwwifluxbb-1.4.8/moderate.php
Ciwamp\wwwifluxbb-1.4.8/post.php
Ciwamp\wwwifluxbb-1.4.8/profile. php
Ciwamp\wwwifluxbb-1.4.8/register.php
Ciwamp\wwi\fluxbb-1.4.8/search.php
Ciwamp\wwwifluxbb-1.4.8/userlist.php
Ciwamp\wwwifluxbb-1.4.8/viewforum.php
Ciwamp\wwifluxbb-1.4.8/viewtopic.php

Unserialize

‘ Userinput returned by function fetch_assoc() reaches sensitive sink.
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http://php.net/echo
http://php.net/echo
http://php.net/file_get_contents
http://php.net/require
http://php.net/fwrite
http://pdfcrowd.com/html-to-pdf-api/?ref=pdf
http://pdfcrowd.com/customize/
http://pdfcrowd.com/redirect/?url=http%3a%2f%2fwww.geeksindenial.net%2felisse%2fripsoutput.htm&id=ma-120530072518-b0dc10f7
http://pdfcrowd.com

161: $pun_user = $db- >lelch as c(Sresult);
49: $result = $db->query ('S
>prefix . forum_perms o.forum gre
54 Seur_forum = Sdb->fetch_assoc(Sresult){/ rcex o1

136: unserialize $mods_array = unserialize($cur_forum moc

' . $db->prefix . ‘foru; AS f ON c.id=f.
_F LE " UNE_. Sdberror O); /

num_topics, f.num_p: FROM " . $db->prefix .
ead_forum=1 ORDER BY ! . true) or error (U

rum_desc, T

direct_url, f.moderators
d_forum ULL OR

_ Spun_user{'g_ i 1

ors);  indexphp

requires:
477: if($action =
34: if($cur_forum[ modera:

| $action
ors]1=

Vulnerability is also triggered in:
Cwamp\wwwifiuxbb-1.4.8/index php

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

161: $pun_user = $db->fetch, assac(SresuM). fun
49: $result = $db->query (‘SELEC
>prefix . n s AS fp ON u
54: $cur_forum = $db- >ve«ch assoc(sresuu))(
100: $forum_field_new
ked

118 Sforum_field
124: $forum_field .=

. $db-

FROM" . $db->prefix
pwﬂor‘ true) or error (‘Unable o fetc

ators, f.num_t
L OR fp.read_forum

rect_url, f.mod
ead_forum IS

forum_name,
- Spun_user{

t_post, f.last_post
[

s, f.la ories AS ¢ \NNH JOIN' sdb >preﬁx forum
BY c.disp_position, c.ic ,_FILE_,

=, Sdb- >ermr 1)),

desc, f
ERE fp

C]

inc m}\m

">[ <a href="search.php?action=show_ne

ck_last_post)),

$our_forum[fid1. ">'. pun htmispecialchars ($cur_forum[ forum_name:
 $cur_forumfforum_desc'] . '</div>"; // index phpif($cur_forum 1=

if($cur_forum 1=")

forum!

r_foru m‘"w if($pun_use

y(Stracked_topics) || Stracked_tc

&& Scur_forum > $pun 8& (empty(Stracked_topics) || Scur_forum > $tracked_topics

> Il index phpif(!$pun_use

. $lang_common[ New posts] . '</a> |«

)

gampifid=". $our_forum[fid]

forum1=")

</ (1" $forum_field_new : indexphpif

v class=

"forumc
130: Smods aray = unserialize($cur_forum{ moderatorsT); // ndex

array as $mod_L _id) // index

144. inc =='1) else
142: $moderators{] = oun himispeciaichars (Smod_ username ndex phpif($cur_forum 1="), ii(Spun_u
t . $lang_common[ Moderated by] . ‘</em> ' $moderators) . )< n"; I/ index.

147: $moderators

require:
477: if($action == ‘online’ || $action == "online_full’)

Vulnerabilty is also triggered in:
Ci\wamplwwwifluxbb-1.4.8/index php.

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

132: $last_post
130: $last_post o
161: $pun_user $db->felch assac(sresum).
49: $result = $db- >guery(

>prefix . foru
54: $cur_forum -
128: $last_post
162: echo echo Slast_post; // index o

user(
f.forum_name, f.forum desc, f.redirect_url, f.moderators, f.num_top
- $pun_userl'g_id'] ") WHERE fp.read_forum IS NULL OR fp.read_f

EFT JOIN'. $db-

RAERJON . Sdb->prefix . ‘forums AS f ON ¢
milist, _FILE__, __LINE__, Sdb->error ());

f ster FROM . $db->pref
positon', irue) o erior (Unable

php

ndex.php

. Scur_forumflast_p index phpif(Scur_forum 1=

. pun_htmispecialchars (Scur_forumf{last_poster]) . '</span

stid]. #p' . Scur_forumflast_post_id'] . "> . format time (Scur_forum[last_post]) . '</a> <span class="byuser">" . $lang_common|

requires;
477: if(Saction =

online’ || $action == online_full)

Vulnerability is also triggered in:
Ciwamp\wwwifluxbb-1.4.8/index php

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.
ist, __FILE__, __LINE__, $db->error ()); // indexphp

2=0 ORDER BY ident, true) or error ('Unable to fetch online

229: Sresult = $db->query (‘SELECT id, ident FROM" . $db->prefix . ‘online WHERE id
231: $pun_user_online = $db->fetch_assoc(Sresult)}{ / index php

238: $users[] = "\n\(\(\(11" . '<dd>". pun_htmispecialchars ($pun_user_online['ic

249: echo echo "ifit" . nlinelist" cl "\t dt><

un_user else
e implode(’,</dd> ", Susers) . '</dc

indexph

", Il indexphp

requires:
477:

if($: i
224: if($pun_config
248: if($num_users > 0)

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/index.php

File Inclusion
Userinput returned by function fetch_assoc() reaches sensitive sink.

define() if(!defined('PUN_ROOT"))

60: define(PUN_ROOT, dimame(__FILE_) . /)
if(!defined('FORUM_CACHE_DIR')),

100 define('FORUM CACHE DIR', PUN_ROOT
61: Spun_user = $db->fetch_ assuc(sresuu),
73 include include FORUM_CACHE_DIR .

r.php

requires:
477: if($action == ‘online’ || $action
69: if($pun_configl 0_quickjump]
72: if(file_exists(FORUM_( CACHE D\R

quickjump_ . $pun_user{'g_id]. " php))

Vulnerabilty is also triggered in
Cvampumtinbbot 4 8footer.php
Ciwamp\wwifluxbb-1.4.8/help. php
Ciwamp\wwwifluxbb-1.4.8/index php
Ciwamp\wwi\fluxbb-1.4.8/login.php
Ciwamp\wwifluxbb-1.4.8/misc.php
Ciwamp\wwwifluxbb-1.4.8/moderate.php
Ciwamp\wwwfluxbb-1.4.8/post.php
Ciwamp\wwwifluxbb-1.4.8/profile.php
Ciwamp\wwifluxbb-1.4.8/register.php
Ciwamp\wwifluxbb-1.4.8/search.php
Ciwamp\wwifluxbb-1.4.8/userlist.php
Ciwamp\wwifluxbb-1.4.8/viewforum.php
Ciwamp\wwwiluxbb-1.4.8/viewtopic.php

File Inclusion

Userinput returned by function fetch_assoc() reaches sensitive sink.

60: define(PUN R
100: define( FORUN |
161: $pun_user = $db->fetch_assoc($resul

81: require require FORUM_CACHE_DIR

() if(defined(PUN_ROOT'))
> defi

if(!defined('FORUI HE_DIR")).

php’; r.php

requires:
477

$action == ‘online’ || $action nline_full'y

69:if(Spun_config[o_cuck )
75: if(!defined('PUN_QJ LOADED'))

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/help.php
C:\wamp\wwwifluxbb-1.4.8/index php.
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamplwwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamplwwwifluxbb-1.4.8/profile.php
C:\wamp\wwwifluxbb-1.4. 8/register.php
Ciwamp\wwwifluxbb-1.4.8/search.php.
C:\wamplwwwifluxbb-1.4.8/userlist.php

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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n in browser PRO versio

Ci\wamp\wwwfluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

File: C:! -1.4.8/index.php

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // c hp

49: $result = $db->query ('SE

cid, c.cat_na AS fid, f.forum_
d AND fp.group_id=". $pun_user[q

3

desc

FROM " . $db->prefix

10 $forum_field_n
Stracke

a hr

search.ph

ampifid=" . $cur_forum[id'] . "' . Slang_common[ New

>, 1 if($pun_user && $cur_forum > $pun_user && (empty

Stracked_

118: Sforum_feld = Sour_forum 1] "~". pun_himispecialehars (Seur_forum{ forum name’).'</a=". (! Sforum_field_new: ") .'</ns=" /1 olse
124: $forum_field N\t . $cur_forum['forum_d if($cur

136: $mods._array unsenanze(scur forum{ ¢
;_array as $mod_

144: =pun

142: $moderators[] 3 href:

147: $moderators

if($cur_forum
forum

r_forum 1= "), if($
pun himispeciaichars ($mod username)
. $lang_common[ oderated

a>; /if($our_forum 1="), if(Spun_user ==
e . implode( ., Smoderators) . :

"“\n’y

cs)), if((empty(Strac

era m num_posts, f.las 2 d, f.l2 P c INNER ’)\N $db >prefx rums AS f ONc. f.cat_id LEFT JOIN' . $db-
>prefix . ‘forum_perm b ON ( ) WHERE fp.read_ U fp.read_forum=1 ORDER BY c.disp_position, c.id, f.disp_position’, true) or error ('Unable _F __LINE_, $db->error ()
54: Scur_forum = $db->fetch assoc(sresuu))(
136: unserialize $mods_array = unserialize($cur_forum[ moderators);
require:
134: if($cur_forum[ moderato
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
153: $pun_ user—array()
49: $result $db- c.cat_name, f.id AS fid, f.forum_na f. rect_url, f.moderators, f.num_t t FROM " . $db->prefix OIN" . $db->prefix . forums AS f ON ¢ cat_id LEFT JOIN' . $db-
>prefx forum_perms id=".id AND fp.group_id=". $pun_user['g_ic NULL OR fp.read_forum sition’, true) or error ('Unzble __FILE_, __LINE__, Sdb->error ());
4: $our_forum = $db >le(ch assoc(SresuIl))(

|_topics)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

132: $last_post
130: $last_post
153: $pun_user

f(Scur_forum 1=

49: $resu\| $db->guery( d, c.cat_name, f.id AS fid, f.forum_na rect_url, ﬁwu ators, f.num_ts p FROM " . $db->prefix gories AS ¢ INNER JOIN ' . $db->prefix . ‘forums AS f ON c. cat_id
id AND fp.grou i_forum IS NULL OR fp.read_forum=1 C ion', true) or error (‘Unable & r mlist, _FILE_, __LINE__, Sdb->error ());
db >le(ch assoc(Sresull))(

f="Viewtopic.php7pid=". Scur_forum[la
162: echo echo Slast_post

format_time ($cur_forum |2

$lang_common[by]. . pun_htmispecialchars ($cur_forum{

poster]) . '</span

EFT JOIN'. $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

229: $result = Sdb->query (‘SE or_id, ident F!
231: $pun_user_online = $db->fetch_assoc(Sresult)}
238: $users(] = it . pun_htmispecialchars

. §db->prefix . ‘online WHERE idle=0 ORDER BY ident’, true) or error (‘Unable (o fetch online list', __FILE_, __LINE__, $db->error ());

user_online[ident]); // if($pun
" <dt> ¢

249: echo echo "1 $lang_index{ Online]." < <=, Susers) . </
requires:
224 if($pun_configl'o_users_online )

248: if($num_users > 0)

File: C:' 1.4.8/install.php

File Manipulation

Userinput is passed through function parameters.
86:8 POST = trpslashes gy (8 POST)
151: $db_n: =pun_trim ($_POST[req_d et($_POST)) else
577 Sdb < new dblayer (5db host, Sdb userneme Vs _password, $db_name, $db_prefix, false);

Userinput is passed through function parameters.

23: define( PUN_ROOT', dirname(__FILE__) . "/); // define()

34 function dblayer($db_host, Sdb_username, $db_password, $db_name, $db_prefix, $p_connect)
37: $db_name = PUN_ROOT . $db_name; // sqlile phip

52: forum is writable ($db_name)) // sqite

requires:
568: case ‘s

Userinput reaches sensitive sink. (Blind exploitation)

2010: _foncton forum.o_wrble(Sath)
2014 Spath = rtrim($path, /) .
2028 unlink unlink(Spath); // i

ions. phpif(is.
ions.php

requires:
2027 if(1$rm)

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile.php
C:\wamp\wwwifluxbb-1.4. 8/register.php
Ci\wamp\wwwifluxbb-1.4.8/search.php
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

File Inclusion

Userinput reaches sensitive sink.

23: define( PUN_ROOT', dirname(__FILE__) define()

70: Sinstall_lang = ‘English’; // if(1ile_exists(PUN ROOT . 'lang/ . Sinstall_lang . "install.php),
565, REQUEST = sirpslashes_array (5 REQUEST)

66: $install_lang = trim(S_REQUEST[insizl langT) : English’;
72: require require PUN_ROOT . ang/ . Sinstall_lang . /install php; // install.php

Cross-Site Scripting

Userinput reaches sensitive sink.

56:§_POST = mpslashes array ($_POST);
163: $default_style = pun_trim (S_POST(req_default_style); // i
253: echo echo $default_style;

requires:
215:

f(lisset(s_POST[ for

1) Il lempty($alerts))

Are you a developer? Try out the HTML to PDF API
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File Manipulation

Userinput is passed through function parameters.

56: $_POST = stripslashes array ($_POST);
151: $db_name = pun_trim (§_POST[1eq_d e')); / if(lisset($_POST)) else
577: §db = new dblayer (Sdb_host, $db_username, $db_password, $db_name, $db_prefix, false);

Userinput reaches sensitive sink. (Blind exploitation)

23: define( PUN_ROOT', dirname(__FILE__) . "/);

34: function dblayer($db_host, Sdb_username, $db password $db_name, $db_prefix, $p_connect)
37: $db_name = PUN_ROOT . $db_name; // sqlite.phr

43: touch touch($db_name); // sqie.php

requires:
561 glite’ :
410 .r(vne exists(Sdb_name))

Vulnerability is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/login. php
Ciwamp\wwiluxbb-1.4.8/misc.php
Ciwamp\wwifluxbb-1.4.8/moderate.php
Ciwamp\wwwifluxbb-1.4.8/post.php
Ciwamp\wwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
Ciwamp\wwwifluxbb-1.4.8/search.php
Ciwamp\wwifluxbb-1.4.8/userlist php
Ciwamplwwwifluxbb-1.4.8/viewforum.php
Ciwamp\wwiluxbb-1.4.8/viewtopic.php

File Manipulation

Userinput is passed through function parameters.

56:3_POST = strpslashes_array (S_POST);
151: $db_name = pun_trim ($_POST[1 ot($_POST)) else
577: $db = new dblayer (Sdb_host, Sdb_t veemame, $db password, Sdb_narme, Sdb_prefix, false);

Userinput reaches sensitive sink. (Blind exploitation)

23: define(PUN_ROOT, dimame(__FILE_).");

34 function dblayer($db_host, Sdb_username, sdb, password $db_name, $db_prefix, $p_connect)
37: $db_name = PUN_ROOT . $db_name; // salite php

44: chmod chmod($db_name, 0666); / sqlite php

requires:

568: glite' :
41 wune extslsi$db name))

Vulnerabilty is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/login. php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwfluxbb-1.4.8/moderate.php
Ciwamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4 8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/userlist.php
Ciwamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

SQL Injection

Userinput is passed through function parameters.

56:$_POST = stripslashes_array ($_POST);
151: $db_name = pun_trim ($_POST[req_db_name]); T)) else
577: $db = new dblayer (Sdb_host, Sdb_username, $db password $db name, Sdb_prefix, false);

Userinput reaches sensitive sink. (Blind exploitation)

23: define(PUN ROOT, dimame(_FILE_)."/); // define()

34 function dblayer($db_host, $db usomame. $db passwurd $db_name, $db_prefix, $p_connect)
37: $db_name = PUN_ROOT . $db_name; // s¢

56: salite_popen sqlite_popen($db_name, osss $sqh|e error); // sqlite.php

requires:
568: case ‘sqte’ :
55: if($p_connect)

Vulnerabilty is also triggered in:
wamplwwwifluxbb-1.4.8/login.php
C:\wamp\wwwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwfluxbb-1.4.8/post.php
C:\wamp\wwwifluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
C:\wamp\wwwifluxbb-1.4.8/search.php.
C:\wamp\wwwifluxbb-1.4.8/userlist.php
C:\wamp\wwwifluxbb-1.4.8/viewforum.php
Ci\wamplwwwifluxbb-1.4.8/viewtopic.php

SQL Injection

Userinput is passed through function parameters.

§6:_POST = srpsashes_array (6_POST)
151 $db name = pun_trim (§_POST[req db name’ $. ST)) else
577: $db = new dblayer ($db_host, $db_L usemame $db passwnrd $db name, $db_prefix, false);

Userinput reaches sensitive sink. (Blind exploitation)

23: define( PUN_ROOT, dimame(_FILE_). /); // defi
34:_function dblayer(sdb host. $db_usamame, Sdbo password, $db_name, Sdb,_prefi, $p_connect)
37: $db_name = PUN_RO! . $db_name; // sl P

58: salite_open sqlite_t open(sdb name, 0666, ssqme error);

requires:
568:
57 (5. connec() else

Vulnerability is also triggered in:
C:\wamp\wwwifluxbb-1.4.8/login.php
Ciwamp\wwifluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/moderate.php
C:\wamp\wwwhfluxbb-1.4.8/post.php
Ciwamp\wwwfluxbb-1.4.8/profile. php
C:\wamp\wwwifluxbb-1.4.8/register.php
Ciwamp\wwifluxbb-1.4.8/search.php
C:\wamp\wwwifluxbb-1.4.8/userlist.php
Ciwamp\wwwifluxbb-1.4.8/viewforum.php
Ciwamp\wwifluxbb-1.4.8/viewtopic.php

[ cross ste Seripting

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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Userinput reaches sensitive sink.

56: $_POST = stripslashes_array ($_POST.
163: $default_style = pun_trim (S_POST[req_default
1733 echo echo Sdefault_style;

Cross-Site Scripting

Userinput reaches sensitive sink.

56: $_POST = stripslashes array ($_POST);
149: Sdb_type =$_POST[ =, yoe'; 1 if(
1768: echo echo Sdb_type;

lisset($_POST)) else

requires:
1757: if(1Swritten)

Cross-Site Scripting

Userinput reaches sensitive sink.

56: $_POST = stripslashes _array ($_| POST
150: $db_host = pun_trim ($_POST[|
1769: echo echo $db_host;

_host]);

requires:
1757: if(1Swritten)

1.4.8/login.php

File: C:'

Header Injection

Userinput is passed through function parameters.

82:§_POST = stripslashes array (§_POST);
125: $email = strtolower(trim($_POST[rcq_cmail]));
165:  pun_mail (Semail, Smail_subject, $cur_mail_message);

requires:
130: if(empty(Serrors))
134: if($db->num_rows(Sresult))

Userinput reaches sensitive sink.

212

function pun_mail($to, $subject, smessage Sreply_to_email

1: $to = pun_trim (preg_replace( %[ n\r $to)); php

1459 Slang_common[ Ti(le separa Jhp array() by
ror() by error() b error() b

"clobal Siang_common: // emal php

217: $from_name = sprintf(Slang_common[ 1/

= pun_trim (preg_replace(

1. Spun_configlo

. Sfrom_email .
Date te(r) .
. Sreply_to; Tom m\ phpif(te

requires:
2

if($pun_config[o_smip_host]1=") else
Vulnerability is also triggered in:

A \wwAfluxbb-1.4.8/misc.php
C:\wamp\wwwifluxbb-1.4.8/post.php
C:\wamplwwwifluxbb-1.4.8/profile.php
C:\wamp\wwwifluxbb-1.4.8/register.php

', Sreply_to_name

e
", sir_replace("

>, J/ email.php
AE-)

rror() by or() by error()

by erre
) by error() by err

error() by error() b
r() by error() by erro

error() by erro
by error() by error()

r() by error() by error(
or() by error(

by error() by error() by errc
by error() by error() by er

() by error() by error() by error()

srror() b

y error() by errc
() by error()if(er

by error() by error() by errc

error() b
o ply(Slang

y error() by

error() by erro common)),

i ; // email.p
", $from_name)));

on: 1.0'.

t-transfer ding: 8bit' . "\rin" . text/plain; cha . "X-Mailer: FluxBB Mailer’;

-type email.php

or() by error() by error

() by error() by error() by error() by error() by error() by

error() by err

-1.4.8/misc.php

File: C:'

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81:§_GET = stripslashes_array (§_GET);
200: Spost o = ntval(s_GETlreport]):
267: $resu $db->guery( i
>prefix . ‘forum_perms. w‘ hv

271 Scur post = Sdb->fetch assoc($result),
287: echo echo $eur_post[id];

common.php

forum_name, t.id AS tid

id AND fp.group._id=". $p

requires:
195 if(isset(S_GET[report])

S f ON f.id=t
_LINE_,

t.subj
un_user[g

id LEFT JOIN"
. $db->error ()

DN t.id=p.topic_id INNER JOIN " . $db->prefix . 'forums
$post_id) or error (Unable to fetch post info’, __FILE__,

$db->prefix . - $db-
WHI

ERE (fp.read

wu‘

N $db->prefix . topics
um IS fp.

d_forum=1) AND p.id:

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81: $_GET = stripslashes array ($_GET);
intval($_ GET[r= Jon]).
$db->query ('S Tf

>prefix . forum_perms AS o fore m_
271: $cur_post = Sdb- sfetch \_assoc($result)
287: echo echo pun_htmispecialchars ($cur_post[ forum_name’]);

common.php

d, f.forum_name

AND fp.grou

requires:
195 if(isset($_GET[ report])

t id INNER
. Spusl id) or error (Unat

$db->prefix
WHERE (fp.read

1" $db->prefix . ‘topics AS
fp.read_forum=1) AND p.id=

1" $db->prefix
to fetch post info’, _f

. $db-

ON f.id Iy LEF
__LINE__, $db->error ()

ums
FILE_

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); p
81.5 GET = siripsiashes. array (5. GET):
200: $post_i n
267: Sres
>prefix . foru u
271 Seur post = Sdb-sfetch assoc(&resum,
274: Scur_post[ sut censor_words (Scur_post]’
288 echo echo pun_htmispecialchars (Seur_post( <.

common.ph

forum_name
id AND fp.grou

tid AS tid
5

requires:
195: if(isset($_GET[ re|

o)

ct FROI
11
fig == 1),

*forums AS f ON f.id=t.f
_FILE_, __LINE__

$db->prefix
WHERE (fp.r

topic_id INNER JOIN $db->prefx
L_id) or error ('Unable o feich p

orum_id LEFT JOIN
. $db->error ()

t.subje $db-

un_user( o

ER JOIN $db->prefx ‘topics AS
NULL OR fp.read_forum=1) AND p.id=".

File: C:'

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

mmon.php

153: $pun_user = array();
214: Sresult = Sdb->query ( T cid AS oid, coat s
>prefix . forum_perms P forum_id=f.id AND
257 Sour forum = Sab->feteh assoc($resull))(

- Spt

) S R R{ORVET S 0] Are you a developer?

f.forum_na
un_user(’

FRON . Sdb->prefix.
HERE (fp

. $db->prefix .
) AND f.redir

cid, f.d

position

position’) or error (‘Unable to fetch category/forum list, __FILE_,

Try out the HTML to PDF API

_UNE_,

$db->error ());
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248: echo echo "IN . *<option val

S$our_forum[fid]

*).">' . pun_htmispecialchars (Scur_forum[ forum name’]) . '</option=". "\’

requires:
146: if(isset($_POST[split_p.

1) [l isset($_POST[s:

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); i
81.5 GET = siripsiashes. array (. GET): / cormmon ohp
44: $fid

ET))

post_id, f.id AS forum_id
_$pun_user[ g 1]

rum_name FROM ' $db->prefix . "topics
HERE (fp.read. um IS NULL OR fp.

S UNNER JOIN' . $db->prefix . forums AS f ON .d=Lorum_id LEFT JOIN . $db-
forum=1) AND . $fid . ' AND tid=". $tid . ' AND t.moved 5 NULL') or error (‘Unable

Zorofin." > rum_id=f.id
76: Seu_topic = Sdb->etch assm:($resu\t)‘ if(isset($_G!
301: echo echo pun_htmispecialchars (Scur_topic] forum_name);

_FILE_, _LINE_, Sdb->error () // f(issei($_GET)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink

153: $pun_user = array(); // cc
81:$_GET = mps\ashes array (5_ GETJ, common.php
44 fid = intval($_G

tid = intval($_ GET ]
72 Sresult = Sab->query (¢
>prefix. forum

d, f.id AS forum_id, forum_name FROM ' . $db->prefix . 'topics AS t INNER JOIN ' . $db->prefix . ‘forums
$pun_user{'g_id'] .") WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND f.

S f ON f.id=t.forum_id LEFT JOIN" . $db-
=, $fid . ' AND Lid=". $tid . ' AND t.moved_to IS NULL') or error (‘Unable to fetch topic info’, __FILE__, __LINE__, $db->error () / if(issel($_GET))

[

289: $our_topic[ b
302: echo echo pun_htmispecialchars (Scur_topiclsub,

bun_config =="'1'

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes_array (§_GET); // common.php
67: $iid = intval($_GET[ (d1); // i(issel(S GET))
153: Spun_user = array(); php
281:9p = 1 : intval($_GET[
282: $start_from = Spun_user[ dis 1);
320: Sresult = $db->query ('SELECT 1rk(m $db ->prefix . 'po:
212: for($i = ; $i < Snum_links; ++8i) // header phpii(Spun
i = Scur_post_i $db->resull($result. )
ids] = Scur_post_id;

1s')) or error (‘Unat
$pun_config . "\n", $extra_lin

) fetch post DS, __FILE__, __LINE__, $db->error ());

NHERE topic_id=". $tid . ORDER BY id LIMIT . $start_from . ' . $pun_user[disp
=="'1' && $pun_config !="), if(preg_match_all("%([0-9]+ (A

mr u.num_j r_title, p.id, p.posts i, p.messa p edited. p.edited_by FROM " . $db->prefix . 'posts AS p INNER JOIN . $db->prefix . ‘users AS u ON uid IN" . $db-
3 ,$post_ids) . ) ORDER BY p.id', true) or error ('Un: _FILE_, __LINE_, Sdb->error ())
db->fetch assoc(sresuk)){
360: echo echo $cur_post[i];
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink
81: $_GET = stripslashes array ($. GET) common.php
: $tid = intval($_GET[1d]); GET))
153: Spun_user = array();
281:8p =1 : intval($_GET[p]);
262: Sstart_from = Spun_user(
320: $resuf S HERE topic. . $tid . ' ORDER BY id LIMIT * ss(anJrom. $pun user[ disp. 1) or error (‘Unat: ostIDs', _FILE__, __LINE__, $db->error ());
1" 8& $pun_config != "), if(preg_match_all('%([0-91+)\s*=\s*(.*?; un_config . "\n", Sextra_links)).

327 Sresu
>prefix . g
32 Scur post cbsteteh sssoc(Srssul())(
361: echo echo $cur_post[id cur_post[ id;

p.edited,

p. AS u ON u.i
__FILE__,

dited_by FROM " . $db->prefix . 'p
__LINE__, $db->error ())

JOIN' . $db->prefix .

id INNER JOIN " . $dlb-

title, p.id, p.p
post_ids)

g_t
HERE p.id R - implode

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81 $ GET- tripslashes array (s GET); // common.php
g _GET[1d]); " GET))

1) or error (‘Unable (o feich post IDs', __FILE__, __LINE__, $db->error ());

"n", Sextra_lin

WHERE topic_id='. $tid . ORDER BY id LIVIT . $start_from . " . $pun_user[disp_po
1" && $pun_config != "), if(preg_match_all('%([0- *(.*2)\n%s", $pun_config

307516
Sprofi. ntou:
329: $our_post h_ assoc($result))(
361: echo echo format_time ($cur_post[ posied]);

ster, p.poster_id, p.me:
ORDER BY p.id, true) or error (‘U

ilies, p.poste $db->prefix . 'posts AS p INNER JOIN ' . $db->prefix . ‘users AS 1 ON u.id

p.edited, p oster_id INNER JOIN' . $db-
info', _FILE_, _LINE_, sdb ->error ()

title, u.num_posts, g.g_id, g.g_user_title, p.id
ERE p.id IN ( \mplcde( $post_ids)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

mon.php

GET = mgs\ashes array (s GET);
id = intval($_G n et
153 Spun userfarray()

281: $p = 1 : intval(S_GET[]);
282: $start_from = $pun_user]' postsT* ($p-1);
E OM". $db->prefix ERE topic . $tid .' ORDER BY id .MT $star| from - Spun_user{disp_posts') or error (Unable to fefch post D', _FILE_, _LINE__, $db->error ();
header.phpif($pun_us: 1+ 88 Spun._config 1= "), if(preg_match_all(® n%s', § config . * ra_links)),
_post_i —$db->resun($resuk $i); $i++)
324: $post_ids[] = Scur_post_id;
g $db->query ( T u.title, u.num_posts, g.g_id, g.g_user _title, p.id id, p.message, p.hide_smilies, p.posted, ted, p.edited by FROM " . $db->prefix . ' P INNER JOIN . $db->prefix . ‘1 r_id INNER JOIN' . $db-
s {ERE p.id IN (" implode(’, $post_ids) . ) ORDER BY p.id', true) or error (Unable ostinfo’, _FILE__, _LINE__, Sdb->error ())

Ul
351: $poster = pun_htmispecialchars (Scur_post[ oo
367 echo echo $poster;

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

4: $lang_topic[ Guest] = bu( t I tapi.php amay()
352: $user_title = f(Scur_post >
81:$_GET = mps\ashes array($ GET;, common.php
67: $iid = intval($_GET[ 1] is GET))

153: $pun_user = array();
281:9p = 1 : intval($_GET[ o))
282: $start_from = Spun_user[

5
3

$p- 1);
. Sdb->prefix
++8i) der.phpif($pun
; S Sdb->result(Sresult, $i); $i++)
324: Spost_ids[] = Scur_post_id;
$db->guar1( >E

HERE topic_id='. $tid . ' ORDER BY id LIMIT
1" && $pun_config != "), if(preg_match_all("¥

$start_from . o feteh post IDs', __FILE__, __LINE__, $db->error ());

n", Sextra_links)).

um_ 9.9.id, 9.9
HERE p.id IN (. implodef

title, p.id
, $post_ids)

id, p.r
, true) or error ('L

dited, p.edited_by FR( $db->prefix .
VR Une sdbsarror ()

p INNER JOIN" . §db->prefix . ‘users AS u ON u.id=p.p:

ORDER BY

): ur
346: Suser_tilo - consor words S (Suser. Mle)‘ nfig

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:9_GET = sipslashos atray §_GET): | convron o1
intval($_Gt 3 GET)),

bt Sarran)

intval($_GET[!

282: $start_from = Spun_user[ disp_|
ELE

ips group
329: $cur _post db >le|ch assoc(sresult))(
356: $our_post] me: parse message (Scur_post[ mes:
374: echo echo Scur_post[ message] .

&1, $eur_posthide_smiliesT);

320: $result = $db->query (< T id ‘posts WHERE topic_id=". $tid . ' ORDER BY id LIMIT ' . $start_from $pun_user[ disp, 1s]) or error (‘Unable to fetch p , __FILE__, __LINE__, $db->error ());

212: for($i = *; $i < $num_links; ++3i) // header ph er =="1' && $pun_config 1= "), natch_all('%([0-9]+)\s*=\s"( $pun_config . "\n", Sextra_links)).

323: for($i Sdb->result(Sresult, s\) $ite)

324: Spost

327: $resu u.title, u.num_posts, g.g_id, g.g_user_title, p.id, p.poster, p p.message, p.hide_smilies, p.posted, p.edited, p.edited_by FROM " . $db->prefix . ‘posts AS p INNER JOIN ' . $db->prefix . ‘users AS u ON u.id
>prefix . " Epid IN (" implode( ', $post_ids) . ') ORDER BY p.ic 1rue) orerror(Uv ble to fetch post Hv!n __FILE_, __LINE__, $Sdb->error ())

—id INNER JOIN" . $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

4: $lang_topic[ Last edit] ="Last edited by
81:$_GET = mps\ashes array (§_ GETJ,

67: $iid = intval($_G! SE
153: $pun_user = array()
281:$p = 1 :intval($_GET[o
282: $start_from = Spun_u:
$db->query (SELECT
$i < $num_links; ++8i) // hc

HERE topic_id=". $tid . ORDER BY id LIMIT ' . $start_from

$pun_user[ disp
n_c

ahpif(Spun =="1' 8& $pun_config !="), if(preg_match_all(%([0-9]+)\s*=\s*( nfig . "\n", Sextra_links)),
; Scur_post_id = $db->resuli($result $i); $i++)
u.num_posts title, p.id, p p.hide_smilies, p.posted, p.edited, p.edited_by FR $db->prefix . p

HERE pd (™ \mplode( $post_ids) . ) ORDER BY 1rue)orerror(UvMe etch post info', _FILE__, __LINE__, $db->error ())

$lang_topic[Last edit]. . pun_htmispecialchars ($cur_post[ ecited_by]). " (". format time (Scur_post[ec

191]) or error (‘Unable to fetch post s, __FILE_, _LINE_, Sdb->error ());

p INNER JOIN" . $db->prefix . ‘users AS u ON u.id=p.p

—id INNER JOIN" . $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

4: $lang_misc['Select] = 'Select' // misc.php array() if(isset($_GET)),
81:$_GET = mps\ashes array ($_ GETJ, common.php
67: $tid = intval($_GI SE

153: $pun. user—array()

HERE topic_id=". $tid . ' ORDER BY id LIMIT ' . $start_f lrom
=="1' && $pun_config I= "), if(preg_match_all(*%([0-0]+)\s*=\s*

$pun_user[ disp
Spun_config . "\n", Sextra_links)).

Sdb->query (
$i < $num_links; ++$i) de
; Scur_post_id = $db->resuli($result S0y is)

$db->prefix . p
$db ->error ())

title, p.id
$post_ids) .

e, u.num_posts, 9.g
HERE p.id IN (" \mplode(

2, p.hide_smi HL p.posted, p.edited, p.edited_b:
o) or error (Lncble 1o ich nost i FILE. LN

$lang_misc[ Cannot select first] . <

ckbox" n.

ete"><label><strong>' . $lang_misc['Select] . '</stron, [ $our_postid]. " value=

191]) or error (‘Unable to fetoh post D5, __FILE_, _LINE_, Sdb->error ());

p INNER JOIN" . $db->prefix . ‘users AS u ON u.id=p.p

—id INNER JOIN" . $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); php
_GET = stripslashes anay (8_GET): // common oo
) : 0.

44: $fid = intval($_GET[ |

67: $tid = intval($_GET[tid]); // f(isse!(S_GET))

72: $result = $db->query (SELECT tsubject. Lnum_replies, ¢ fir f.id AS forum_id, forum_name FROM " . $db->prefix . ‘topics AS t INNER JOIN " . $db->prefix . forums AS f ON f.id=t forum_id LEFT JOIN" . $db-
>prefix . forum_perms AS fp ON (fp.forum_id=F.id AND fp.grot . $pun_user{'g_id'] .") WHERE (fp.read_forum IS NULL OR fp forum=1) AND f.id="" $fid . ' AND tid="_ $tid . ' AND t.moved_to IS NULL') or error ('Unal
76: $cur_topic = $db->fetch_assoc($result); // f(isset(s_GET)

402: echo echo pun_htmispecialchars (Scur_topic{ forum name);

_FILE

__LINE__, Sdb->error () /i

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink

153: $pun_user = array(); // con p
81:§_GET = stripslashes. array (§_GET); // common.php
: intval($_GET[
intval($_GET[ ¢
72! Sresult = $db->query

perms AS fp ON (fp.forum
76: Sour_topic = Sdb->fetch_assoc(Sresult)

1 //ifisset(s_GET))
SELECT t.su num_replie
id AND fp.grou
$_GET)
13

ON f.id=t.forum_id LEFT JOIN" . $db-

t_id, f.id AS forun
+ $pun_user[g_id]

tirst_p

1id, forum_name FROM " . $db->prefix . 'topics AS t INNER JOIN ' . $db->prefix . ‘forum
HERE (fp.read_forum IS NULL OR fp.read_forum=1) AND f.id="". $fi

§
73
B
2
6
;2.
,g.

A
fid . ' AND tid=". $tid . " AND t.moved_to IS NULL') or error (‘Unable to fetch topic info’

_FILE_,

__LINE__, Sdb->error () // i

GET))

Cross-Site Scripting

Userinput reaches sensitive sink.

81: $_GET = stripslashes_array ($_ GET); // common.php
480: Stopics = intval($_GET[move (op 1(5_POST)) else
82:$_POST Inpslashes array (§_POST);
471 Stopics ST (opics ] : array(); / i(isse:
$topics = implode( ', array_map(intval’, array kays(Stumcs;);,
501. echo echo $topics;

requires:
417: if(isset(S_REQUEST[

e topics]) || isset($_POST[ move_topics 107))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array();
487: $re: b- guery(
>prefix . ‘forum_perms
510: $cur forum = Sdb- Sfeten, assoc(sresult);(
522: echo echo "I <option value="". $cur_forum{fid]. "> . pun_htmispecialchars ($cur_forum[forum_name’) . ‘</option>" .

N c.id=f.cat_id LEFT JOIN". $db-
_url 1S NULL ORDER BY c.disp_position, c.id, f.disp_

id, f.forum_name FROM ' . $db->prefix . ‘categor! INNE
- Spun_user{g_id] HERE (fp.p: IS NULL OR fp

t_name.

£.id AND fp.group_i

(N $db->prefx 1o
Lt 1) AND f.redir

requires:
417: if(isset(S_REQUEST[move_topics]) || isset($_POST[move_topics_(07))
521: if($cur_forum[ fid] 1= $fid)

sition’) or error (Unable to fetch category/forum list,

__FILE_, __LINE__, $db->error ());

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array( mon.php
81:$_GET mps\ashes array ($_GET); // comrmon php

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

44: $fid = intval($_GET[71d]) :
782: $result = $db->query (SELECT f.forum_narme, f.redirect url, f.num_topics, f.sort_by FROM . $db->prefix . ‘forum LEFT JOIN" . $db->prefix . ‘forum_perms AS fp ON (fp.forum_id=f.id AND fp.group_id=". $pun_userl'g_id] .
>error ());

VHERE (fp.r

ead_forum IS

NULL OR

p.read_forum=1) AND f.id=

+$fid) or error (‘Unable o fetch forum info’, _§

FILE.

LINE_

» $db-
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786: $our_forum = $db->fetch_assoc(Sresult);
826: echo echo pun_htmispecialchars (Scur_forum{ forum_name);

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array();

mon.php
81: $_GET = stripslashes array ($_GET);
44: $fid = intval(S_GET[ 1) : 0;

782: $result = $db->query (‘SELECT fforum_name.
>error ());

786: Scur_forum = Sdb->fetch_assoc($result);
838: echo echo pun_htmispecialchars (Scur_forum[forum_narm

common.php

f.redirect

url, f.num_t

FROM'

cs, f.sort_by $db->prefix . ‘forums AS f LEFT JOIN" . $db->prefix . orum_perms AS fp ON (fp.forum_id=f.id AND fp.group_id=". $pun_user{'g_id]

) WH

ERE (fp.read

forum IS NULL OR fp.read_forum=1) AND f.id="

$fid) or error (‘Unable o fetch forum i

_FILE_,

__LINE__, $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

4: $lang_forum[ Clos
909: $status_text[]
901: Sstatus_text[]
895: §status_text[]
1:$_GET = stripslashes array (§_GET);
44 $fid = vn(val(SﬁGET[ ]

04: $sort_by

ay()

forum.php a
("> . $lang_forum| Cl

d1.
oved]

common.php

witch($our_forum),

153: on.php
811: $p
812:
856:
212
323:
862:
863:
866:
870:
890:
908:
917:
924:
936:
937:

[CJJ lOF‘ <] ($p-1):
Sab-oauen ('SELE V. $db->prefix .
*; $i < $num_links; +¢$.) header phpif(Spun_user
=+ Sour_post_id = Sdb->result(Sresul, $i); $i++)
$cur_topic_id = $db->result($result, $i); Si++)
Stopic_ids[] = $cur_topic_i
Sresul -subagueryp T id, poster, subjec
Sour_toj db->fetch_assoc($result){
Scur. taplc[suue" sor_words (Scur_topic[ <ubject]
Ssubject Scur_topic'd]
Ssubject

posted, last_post

ong>'; /f(!Sghost_topic && St
. $subject;

1" $subject_new_posts if(lempty(
1" $subject_multipage : ; // if('er

Ssubject .

requires:
85!

if($db->num_rows(Sresult))

/span>

HERE
1" && $pun

p n_ht m\sgeclalchars (Scur_topic]

(S
f(Scur_t
; I1if(Scur_top

forum_id

$fid . ' ORDER BY
config != "), if(preg_match

IMIT . $start_from

. $pun_user[disp
n_config . "\n", $extra_links

s']) or error (‘Unable to

last_p

ast_poster, num

num

replies, closed, s

y, moved_to FROM HERE id IN

. $db->prefix . topics implode('., $topic_ids) .

a> <span ¢

). . $lang_common by ]
e && (lisset($tracked_topics) || $tracked

Scur_topic) & (lisset($t

ur_topic > $pun_ust

_topics

pun_himispeciakchars (Sour_tori
-acke | $i to

opics| pics

topic IDs',

_FILE_, _LINE_

) ORDER BY sticky

3 Il if($cur_topic =

- §sort_by .’

. Sdb->error ());

d DESC'

or error (‘Unable to f

or forun,

L _FILE_,

_LINE_,

$db->error ());

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1:$_GET = stripslashes anay ($_GET);
44 $fid = intval(s_GET[ 1)) - 0;
t_post DES

common.php

8
3

h($our_forum),

153: php
811: $p
812:
856:
212:
323:
862:
863:
866:
870:
950:

$dh ->prefix.
he ;mmc n
Sdb-resul(Sresul, i) $i++)
: Sour_topic_id = $db->result($result, $i); Si++)
Stopic_ids[] = $cur_topic_id

SELECT id, poster, subjec
S$cur_topic = $db->fetch_assoc(Sresult)){
echo echo forum _number format ($cur_topic[num_replies]) :

poster

requires:
85!

if(Sdb->num_rows(Sresult))

HERE forum_id
=="1' && $pun_config != "),

. $fid . ' ORDER BY stic
f(preg_match_all("?

IVIT . Sstart_from .
onfig . "\n", $extra_Li

. Spun_user{ sy

) or error (‘Unable lo
0-

poster, num num

ved_to FROM " . $db->prefix . ‘topics WHERE id IN( . implode('., $topic_ids) .

) ORDER BY

_FL

E_

. _LINE_

. §sort_by .’

. $db->error ());

d DESC) or error (‘Unable to f

r forum,

_FILE_, _LINE_,

. Sdb->error ());

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

GET— tripslashes _array ($_GET);
=intval($_GET[7d]) : 0;
ast_post DESC';

common.php

itch($cur_forum),

php

1)
rrcm " $db-prefix
m;mmc un

F\ T id, poster, subjec
$db->fetch_assoc($result)){
echo echo forum _number format ($cur_topic[ num

postet
: S$cur_topi
951:

requires:
859: if($db->num_rows(Sresult))
($pun_config[o_topic_view

951:

HERE forum_id
1' && $pun_config

$fid . ' ORDER B
), if(preg_matc

. $pun_user[disp_t

IMIT . $start_from . ", * ) or error (Unable to fetch topic ID
ra_li

config . ", §

poster, num num

moved_to FROM " . $db->prefix . ‘topics WHERE id IN('. implode('., $topic_ids) .

) ORDER BY

_FILE_, _LINE_

. §sort_by .’

. Sdb->error ());

d DESC) or error (‘Unable to f

r forum,

. _FILE_,

,_LINE_,

$db->error ());

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

= null) else
common.php

sas Slast_post =
1:$_GET = stripslashes array (S_GET);
44: $fid = intval($_GET[ 1) : 0;
804: $sort_b post D
153: Spun_user = array();
811:$p = 1 : intval(S_GET[]);
812: $start_from = $pun_user[ g
856: Sdb->query ( sun ->prefix.
212:  $i < $num_links; ++8i) hes er. phpif($pun
323: Sdb->resultSresu, s\) $.++)
862:
863:
866:
870:

jtch($cur

on.php

forum),

M'L & *] (8p-
T

1" 8& $pi

$db->query (
i = Sd->fetch assoc($re ult)){
of: opic.php?pid=' .

Scur_topic{last_post_id]

requires:
859 if($db->num_rows(Sresult))

st, last_post_i

y DESC.
[0-9]+

MT $start from
on n", Sexira_links

<) or error (‘Unable to fetch topic IDs',

Y
un_config = "), all("

ster, num

moved_to FROM" .

$db->prefix .

VHERE id IN

topics

implode( ', $topic_ids) . ) O

#p'. Scur_topic[last_post i

format_time ($eur_topic[last_post]) . '<

<span class="byuser’>' . $lang_common[

__FILE_, __LINE__, $db->error ());

. pun_htmispecialchars (Scur_topicf'/as

poste

. $sort_by .’

o)

</span>'; // i

d DESC') or error (‘Unable to

ur_topic == null

ch topic list for forum,

_FLE_,

_LINE_,

$db->error ());

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$_GET =
44: $id =
804:
153:
811:
812:
856
212:
323:
86:

stripslashes array ($_GET);

common.php
intval($_ GETIA): 0:
b

h($cur

php

“‘L H*] ($p-1);
Sdb->query ( Tid - $db->prefix .
; $i < $num_links; ++$i) er.phpif($pun
 Scur_post_i $db->resull($rssuk S$i); $i++)
“; $cur _topic_id = $db->result(Sresult, $i); Si++)

forum),

|nlval($ eEi‘[ m

pun_us

$p=1

$start_from = $pun_user["
£

1

open in browser PRO versio

y DESC.

$sort_by . LIMIT " . $start_from s7) or error (‘Unable to fetch topic IDs',

all(" onfig . "\n", $extra_links

Are you a developer? Try out the HTML to PDF API

_FILE_,

_LINE_,

. $db->error ());
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863: Stopic_ids] = Scur | lopu: id;
866: Sresult = Sdb->query ('SELECT id s
870: Scur_topic = $db->fetch assoc(sresum)(
953: echo echo $eur_topic[id];

h topic list for forum', __FILE__, __LINE__, $db->error ());

" $sort_by ., id DESC') or error (Unable

ast_poster, num jes, closed, st /HERE id IN(" . implode("', $topic_ids) . ) ORDER BY st

y. moved_to FROM " . $db->prefix . ‘topics

requires:
859: if($db->num_rows(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common.php
81:§_GET = stripslashes array (§_GET); // common.php
44: $fid = intval($_GET[//d]) : 0

782: $result = $db->query (SE
>error ());

786: Scur_forum = Sdb->fetch_assoc(Sresult);

982: echo echo pun_htmispecialchars (Scur_forum|

fp.read_forum IS NULL OR fp.read_forum=1) AND f.id=". $fid) or error ('Unable to fetch forum info’, __FILE__, __LINE__, $db-

T f.forum_name, f.redirect_url, f.num_topics, f.sort_by FROM " . $db->prefix . ‘forums AS f LEFT JOIN" . $db->prefix . ‘forum_perms AS fp ON (fp.forum_id=F.id AND fp.group_id=". $pun_user['g_id]

1_name’]);

File: C:' -1.4.8/post.php

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // commo,
81:$_GET = stripslashes_array (5_ GETJ, common.php
18: $fid = intval($_GET[1d])
26: $result = $db->query (‘SELECT fid, f.iorum _name, .mod
(Unable (o fetch forum nfo', __FILE_, __LINE__, Sdb->error ());
31: $cur_posting = $db->fetch_assoc(Sresult);

39: unserialize $mods_array = unserialize($cur_posting]

{ERE (fp.read_forum IS NULL OR fp.read_forum=1) AND f.id=". $fid) or error

Spun_user[_id]

fLEFT JOIN' . $db->prefix . ‘forum_perms AS fp ON (fp.forum_id=f.id AND fp.group

t_replies, fp.po: FROM " . $db->prefix . forurr

jrect_url, fp
d) else

derators]) : array();

File Disclosure

Userinput returned by function fefch_assoc() reaches sensitive sink.

9: define(PUN ROOT', d\mame(iFlLE ) define()
153; $pun_user = array(); // co hp

81:$_GET = stripslashes_array ($_ GET) common.php
18: $fid = intval($_GET[710]) : 0;

26: $result = $db->query (SELECT fid. 1 forum ¢ ors, f.redirect_url, fp.post_replies, fp.post_topics FROM ' . $db->prefix . ‘forums AS f LEFT JOIN' . $db->prefix . ‘forum_perms AS fp ON (fp.forum_id=r.id AND fp.group_id=". $pun_user[g_id] . ') WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND f.id=". $fid) or error
(‘Unable to fetch forum info’, __FILE_, __LINE_, if($tid) else

31: Sour_posting = $db->fetch_assoc(Sresult);

17: $tid = intval(S_GET[tid

209: Sresult = $db->query (SELECT posted FROM " . $db->prefix . (posts WHERE topic_id=". $tid . ORDER BY id DESC LIMIT 1, 1') or error (‘Unable to feich post info’, __FILE__, __LINE__, $db->error ());

210 Sprewous,posum S$db->result($result);

213: $re: Ib->query ('SELECT u.id, u.email, u.notify_with_post, u.language FROM . $db->prefix . ‘v AS U INNER JOIN ' . $db->prefix s.user_id LEFT JOIN' . $db->prefix (fp.forurr . Seur_| posllng[ ' AND f oup_id) LEFT JOIN' . $db-

: > gro ]
0 ad_forum IS NULL OR fp.read_forum=1) AND s Stid. AND .41~ $pun, user[id])

b.username IS NULL AND C! . Sprevious_post_time . AND (fp.r

>prefix . ‘o \M AS use EFT JOIN'. $db->prefix . 'bans AS b ON u.username=b.username
226 Scur_subscriber = Sdb->fetch_assoc(Sresult)(

234:file_get contents $mail_tpl = trim(file_get_contents(PUN_ROOT . ‘lana/". $cur_subscriber[language’] . mail_templates/new reply.ip));

requires:
167:

($tic)
($pun_configl c_subscription
214: if($db->num_rows(Sresult))
229: if(lisset($notification_emails|
231: if(file_exists(PUN_ROOT

201

M
Sour_subscriber l2nguage))
Sour_subscriber[ language

. ‘Imail_templates/new_reply.tpl'))

File Disclosure

Userinput returned by function fetch_assoc() reaches sensitive sink.

ROOT, dimame(_FLE_). ) / cefne)
s«ngs\ashes' array (5_ GET;, ommon.php

81:$_GET

18: $fid = intval($_GET[1d]) : 0;
26: $result = $db->query (‘SELECT f.id, f.iorum name, f.m tors, f.redirect_url, fp.post_replies, fp.post_topics FROM . $db->prefix . forums AS f LEFT JOIN" . $db->prefix
(Unable to feteh forum info', __FILE__, __LINE__, $db->error ()) if($tid)

31: $cur_posting = $db- >fetch_ _assoc(Sresult);

17: $tid = intval($_GET[id
209: $result = $db->query ('SELECT posted FROM ' $db->prefix . ‘posts
210: Sprevious, post.ims = Sdb->resul(Sresult);

213: Sresult = Sdb->query ( SELECT u.id, u.emall, unotify_vith_post, u
>prefix . ‘onlir d LEFT JOIN' . $db->prefix . '
226: $cur_subscriber = Sdb->fetch_assoc(Sresult)){
237 file_get_contents $mail_tpl_full = trim(file_get_contents(PUN_ROOT . "

WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND f.id="_. $fid) or error

S fp ON (fp.forum_id=f.id AND fp.group_id=". $pun_user[g_id']

__FILE__, __LINE__, $db->error ());

ERE topic_id=". $tid . ' ORDER BY id DESC LIMIT 1, 1') or error (‘Unable to fetch

' AND fp.group_id=u.group_id) LEFT JOIN" . $db-
$tid . AND uid!=" . $pun_user{id'])

er_id LEFT JOIN' . $db->prefix

Juage FROM . $db->prefix . '
Vit Sprevious_post_time . AND (7p.r

AS b ON u.userna: nam

UINNER JOIN . $db->prefix

s AS fp ON (fp.forum_id=". $cur_posting[id’
sername IS NULL AND COALESCE| D's.topic_id:

NULL OR fp.read_forum=1) AND

new_reply_full tpl'));

. Sour_subscriber{ language] . mail_templa

requires:
167: if(3tid)

$pun_conf )

S6b-snom rows(Sresul)

lisset($notification_ emalls[$cu subscriber l2nguage))

(file_exists(PUN_ROOT . Scur_subscriber| ac

criptions’] ==

reply.tpl'))

File Disclosure

Userinput returned by function fetch_assoc() reaches sensitive sink.

9: define('PUN_ROOT', dirname(_f FILE
153: $pun_user = array|
1:$_GET = mgs\ashes array ($_ GET) common.php
18: $fid = intval(S_GET[d]) : 0;
26: resu\t $db->query ('SELECT f.id, f.forum_name, f.moderators, f.redirect_url, fp.
(U forum info', _FILE__, __LINE__, $db->error ()); //if(5tid) else
31 Seur ~_posting = $db->fetch_assoc(Sresult);

48: $db = new dblayer ($db_host, $db_t username $db password, $db_name, Sdb

define()

um IS NULL OR fp.read_forum=1) AND f.id=". $fid) or error

WHERE (fp.rea

orum_id=.id AND fp.group_id=". $pun_user{'

FROM " . $db->prefix ms AS fLEFT JOIN' . $db->prefix . '

ost_replies, fp.post_top

refx $p connect); // common_db

p

EFT JOIN'. $db-

u.group_id!

321: $result = Sdb->query (SELECT u notify_with_post, u_lang db->prefix . ‘users AS u INNER JOIN' . $db->prefix . foru iptions AS s ON u.id=s.user_id LEFT JOIN" . $db->prefix . forum_perms A N (fp.forum_id=". Scur_posting[id] . AND fp.group_i
>prefix. bz S b ON u.u ame HFM”)H\HH me IS NULL AN" (fp.read_forum IS NULL OR fp.read_forum=1) AND s.forum_id=". $cur_posting' 1] ND u.id!=". $pun_user[ic]) or error ('Unable bscription info', __FILE_, __LINE__, $db

334: $our_subscriber = Sdb->fetch_assoc(Sresult){
342: file_get contents $mail_tpl = trim(file_get_contents(PUN_ROOT . ‘lang/ . $cur_subscriber[ =

opic.tpl);

. /mail_templates/n

requires:
287: if($fid)

($pun_confi ¥

322: if($db->num_rows(Sresult))

337: iftisset($notification_emails[$cur_subscriber anguage 1))

339: if(file_exists(PUN_ROOT . 'z cur_subscriber[languzge] . mail_templates/new

31,

File Disclosure

Userinput returned by function fetch_assoc() reaches sensitive sink.

9: define('PUN ROOT', dirname(__FILE_) .
153: Spun_user = array(); // common php
81:$_GET = stripslashes._array ($_ GETJ common.php
18: $fid = intval($_GET[71d])
26 Sresult = $db->query (SELECT 1, fforum name, fmoderators, fredirect url, fp
Unable 1o feteh forum info, _FILE_,  LINE__, $db->error ()); // f($tid)

31: $our_posting = Sdb->fetch_assoc(Sresult);
48: $db = new dblayer ($db_host, $db username, $db_password, $db_name, $db, prefx $p_connect); // common_db.php

321: Sresult = Sdb->query ( d, u.email, u.nolify_with post, ulanguage FROM . Sdb->prefix . ‘users AS u INNER O $db->prefix
>prefix . bans AS ) VHERE b.us forum IS NULL OR fp.r im=1) AND s.forum_i
334: $cur_subscriber = $db- >fe(ch _assoc(Sresul)(

345: file_get contents $mail_t rimi(file_get_contents(PUN_ROOT . 'lang/ . $cur_subscriber[ language’] . /mail templates/new topic_full ipl);

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

ERE (fp.read_forum IS NULL OR fp.read_forum=1) AND f.id="_. $fid) or error

- Spun_user{'g_id]

st_replies, fp.post_topics FROM ' . $db->prefix . ‘forums AS f LEFT JOIN . $db->prefix . ‘forum_perms AS fp ON (fp.forum_id=f.id AND fp.group_i

EFT JOIN'. $db-

u.group_id!

ns AS s ON u.id
[id] " AND u.id

AS fp ON (fp.forum_id="_ Scur_posting[id] . AND fp.group
iption info', __FILE_, __LINE__, $db

um_subscript
. $cur_posting|

r_id OIN" . $db->prefix . ‘forum_perms
. $pun_user{ic]) o error (Un=ble to fe

rname IS N LL/\!\D‘(; re
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if($fid)
318: f(Spun_confilo_forum

($db->num_rows(Sresult))
33 (lisset($nofification_emails{Scur_subscriberanauage))
339: if(file_exists(PUN_ROOT . 'lang/' - Scur_subscriber[language] . mail_templates/n

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: Spun_user = array(); // common
81:§_GET = stripslashes array (§_GET); // common php
18: $fid = intval($_GET[11d]) : 0;
26: $result = $db->query (SELECT fd, fforum name, f.n
(Unable {o fetch forum info', __FILE_, __LINE__, Sdb->error ());
31: $cur_posting = $db->fetch_assoc($result);

545: echo echo $cur_posting[id];

ums AS f LEFT JO

s FROM . $db->prefix - Sdb->prefix.. ‘forum_perms

id AND fp.group_id=". $pun_user{g_id

') WHERE (fp.read

um IS

ULL OR fp

. $fid) or error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); 0
81:$_GET = stripslashes armay (8. GET) common.php
18: $fid = intval($_GET[7])
2 resu\t $db->query (‘SELEC d, f.forum_name, f.moderators, f.redirect_url, fp.
(U forum info’, _FILE__, __LINE__, $db->error ()); // if($tid) else

31 $cur ~_posting = $db->fetch_assoc(Sresult);

545: echo echo pun_htmispecialchars (Scur_posting[ forum_name’);

ms AS {LEFT JOIN" . Sdb->prefix . forurr id AND fp.group

- Sdb->prefix

replies, fp.pos

WHERE (fp.rea

um IS NULL OR fp.read_for

m=1) AND f.id

. $id) or error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array();

_GET = stripslashes_array ($_ GET) common.php
: $fid = intval(S_GET[110])

26: Sresult = $db->query (SELECT id, fforum name, fmoderators, fredirect url, o

(‘Unable to feteh forum info', __FILE_, __LINE__, Sdb->error ()); // f(Stid) else

31: Scur_posting = $db->fetch_assoc($result);

topics FROM ' . $db->prefix . 'forums AS f LEFT JOIN ' . $db->prefix . forum_perms AS fp ON (fp.forum_id=f.id AND fp.group,

43: $cur_posting[ s censor_words (Scur_posting[ subject]); in_c
546: echo echo pun_htmispecialchars (Scur_posting['subject]);

requires:
546: if(isset(Scur_posting[ subject]))

=" $pun_user[o_id]

') WHERE (fp.read_forum IS NULL OR fp.read_for

m=1) AND f.id="

$fid) or error

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

82: §_POST = stripslashes array (§_POST); // common php

123; Sorig_message = $message = pun_linebreaks (pun_trim (§_POST[req_messa

81: $_GET = stripslashes array (S_GET); // cormmon phr

intval($_GET[1c1); // (51 (5_GET)

mval(s GET[1i1]): 0
SE

m:

ster, message FROM . $db->prefix S WHERE id=". $gid . AND topic_id=". $tid) or error (‘Unable (o fetch quote info', __FILE__, __LINE__, $db->error ()); // f($tid). ii(isset(S_GET))

on.php

fLEFT JOIN' . $db->prefix . ‘forum_perms AS fp ON (fp.

26: Sresult d, f.fo topics FROM " . $db->prefix
(‘Unable to fetc! =,
31 $eur_posting = $db >fetch_assoc(Sresult);

8: 3db = new dblayer (Sdb_host, $db username, $db_password, $db name, Sdb, prefi, $p connect);
321 Sresult = $db->query (SELECT ud, u.email, unoflly_wih_post 3 >prefix .
>prefix . ‘bans AS b ON u_usernar d_forum IS NULL OR fp.read
452: lisi(§q_poster, $q_message
493: $q_poster $q_poster .
495: $q_poster Sq_poster .’
504: $q_poster = .
506: $q_poster =" . $q_poster
476: $q_message .= [c 1 smsme[sl] %
483: $q_message = censor_words ($q_message); / f(Stid), i(is
485: $q_message = pun_htmispecialchars ($q_message); f,mu f(isset(S_GET)),
512: $quote = > . $q_poster . . Slang_common[wrote] . “inin". > . $q_message .

fp.

mmon_di
S AS UINNER JOIN . $db->prefix .
forum=1) AND s.forum_i

1 id LEFT JOIN' . $db->prefix . ‘forum _perms
. $pun_user[ic']) or error (Unable 1o fe

b.use £b ussinam |
dh >fetch \_row($result); // list() if(
(isset(S_GET)), if(

if($tid), if(isset($

T)), if($pun_config

um_id=Fid AND fp.group_id=". Spun_user[g_id'].

N (fp.forum
info', _FILE_, _LINE_, Sdb

WHERE (fp.read_fc

. Scur_posting|

um IS NULL OR fp.read_forum=1) AND f.id="

d

EFT JOIN'. $db-

. §fid) or error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array (S GET); // common.php

17: $tid = intval(§_GET[(d]) : O

705: $result = $db->query ('S poster, message, hide_smilies, posted FROM ' . $db->prefix . 'po:
716: Scur_post = Sdb->fetch_assoc(Sresult)){

729: echo echo pun_htmispecialchars ($cur_post[ poster);

b fetch topic re

d=". $tid .' ORDER BY id IMIT *. $pun_config{o

iew]) or error (‘Unable

HERE topic

requires:
701: if($tid && $pun_configlo_topic._review] 1=

_FILE_,

__LINE__, $db->error ());

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array(s GET); // common.php
17: $tid = intval($_GET[1d'])

705: Sresult = Sdb->query (5 oster, mes:
716: Scur_post $dbr>!elch_assoc($resul())(
730: echo echo format_time ($cur_postl pos(ed]);

hide_smilies, posted FROM ' . $db->prefix . 'posts WHERE topic_id=". $tid . ORDER BY id DES to fetch topic review, __FILE

LIMIT " . $pun_configl o_topic_review]) or error (Unab

requires:
701: if($tid && $pun_configl o

. __LINE__, Sdb->error ());

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink

81:$_GET = mgs\ashes array($ GET); // common.php
17: $tid = intval($_GET]
705: $result = $db- >guery( k: T poster Hvrs age, hide_smilies, posted FROM ' . $db->prefix . '
716: Scur_post = $db->fetch_assoc(Sresult)

720: Scur_post message’] = parse: message ($cur post[ message’], $eur_post[hide_smilies);
735: echo echo Scur_post[ message |

. $tid ' ORDER BY id DESC LIMIT ' . $pun_config['o_topic

view]) or error (‘Unable (o fetch

NHERE topic.

requires:
701: if($tid && $pun_configlo_topic_review]

W, _FILE_

__LINE_, Sdb->error ());

File: C: -1.4.8/profile.php

File Manipulation

Userinput reaches sensitive sink. (Blind exploitation)

88: foreach(S_FILES AS Skey=>$value) / cornmon phpif(is_arra
89:$ FILESISkeyll me'] = str_replace( Svaluel (1 1

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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90:§_FILES = mpslashes array (S_FILES); imon.phpif(is_array($_FILES)),
326: Suploaded_file = $_FILES[ 1

9: define( PUN_ROOT', d\mame(_FILE ). Il define()

1:$_GET = stripslashes anay (§_GET); // common.php

19: $id = intval($_GET[ \d

D:
370: move_uploaded_file o v ,_uploaded_file(Suploaded_file[rp_narme], PUN_ROOT . $pun_config[o_avatars_dir]

2

1mp))

requires:
313:
32
358:

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

475 $result = Sdb->query (‘SELECT id, mode:
477: $cur_forum = $db->fetch_assoc($result)){
479: unserialize $cur_moderators = unserialize(Scur_forum v

ors FROM . $db->prefix . ‘forums’) or error (‘Unable (o fetch forum

__FILE_, _LINE__, Sdb->error ());

rators]) : array();

requires:
452: if(isset(S_POST[ up
($new_group_id I=

group_m

PUN_ADMIN

: nip )
473: & $new_group_mod !="1)

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

510: $result = Sdb->query (‘SELE moderators FROM ' $db->prefix . ‘forums’) or error (‘Unable to fetch forum list, __FILE__, __LINE__, $db->error ());
512: Sour_forum = $db->fetch assoc(sresuu)i(
514: unserialize Scur_r _forum{ moderators) : array();

requires:
49

(isset(s_POST[ upd:

orums))

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

580: $result = $db->query (SELECT id
582: Scur_forum = Sdb->fetch assoc(sresult))(

FROM . $db->prefix . forums’) or error (‘Unable to fetch forum ist, __FILE__, __LINE__, $db->error ());

584: unserialize $our_r _forum{ moderators') : array();
requires:
558: if(isset(S_POST[< iser ]) I \sse((S POST[delete_user_complyT))
57.

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

946: $result = Sdb->query (‘SEL 4, moderat ble to fetch forum list
948: Sour_forum = Sdb->fetch_assoc(Sresul){

950: unserialize Scur_r _forum{ moderators) : array();

FROM " . $db->prefix . ‘forums’) or error ('Una

, __FILE__, __LINE__, $db->error ());

($username_updated)
($group_id == PUN_ADMIN || $group_mod =

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1030: Semail_field if(Suser == "1 user && Spun
81:$_GET = stripslashes anay (5_ GET) common.php

19: $id = intval($_ eEr[ )
1028: Semail_field =
974: Srosut = Sdb-»query

('SELECT u.username, u.email, u.title, u.realr u.url, u.jak
>prefix . 'users AS u LEFT JOIN' . $db->prefix . ‘groups AS g ON
978: Suser = $db->fetch_assoc(Sresult);

1026: Semail field = nailto:’ Suser[( mail] "> Sus
1034: Suser_personalf] = '<c a Ssmall old
1139: echo echo implode("\n\1\111\11", Suser. personal) B

1) else

$id . "> . $lang_common[ S

d email]

>, u.admin_nof

FROM . $db-

uicq, u.msn, u.aim, u. on, u.signat
3_id=u group_id WHERE u.id=". $id) or error (Unable t

u.disp_topics, u.disp_p u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_pi | registered, u.registration date_format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g.g
huser info’, _FILE__, __LINE__, $db->error ();

&8 pun_user
mail_field 1= "),

require:
995: if($pun_user[ 0] 1= $id && (1$pun_user[is_admmod] || (Spun_user[o 1] 1= PUN_ADMIN && ($pun_user[o_mod_edit )" [|Suser{'g_id] == PUN_ADMIN || Suser[o_rr =1))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81:$_GET = sidoslashes array($ GET); // common.php
19: $id = intval($_GET[id]) :
974: $result = $db- >guer1
('SELECT u.username, u.email, utitle, u.realna u.url, uj u.icq, u.msn, u.aim, uy on, u.signat u.disp_topics, u.disp_p u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_ps 1.registered, u.registration_ip, u.admin_nof te_format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g.g FROM . $db-
>prefix AS U LEFT JOIN' . $db->prefix . ‘groups AS g_id=u.group_id WHERE . $id) or error (Unable to felch user info', __FILE__, __LINE__, Sdb->error ()
978: Suser sabavemh,assoc(Sresum,
1066: Suser i (oensor words (Suser{'yahoo') : Suser{ yahoo)) . '</dd>'; // if(Suser 1=
1150: echo echo implode| Suser _messaging) .
require:
995 if($pun_user[ 0] 1= Sid && (!$pun_user[is_=dmmod] || (Spun_user[o 1] 1= PUN_ADMIN && ($pun_user[_ \ || Suser{ g id] == PUN_ADMIN || Suser[_moc )}
1145: if(lempty(Suser_messaging)) :
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81:$_GET = stripslashes array($ GET); // common.php
19: $id = intval($_GET[d]) : 0;
974: $result = $db->query
('SELECT u.username, u.email, utitle, u.realna u.icq, u.msn topics, u.disp u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.las istered, u.registration_ip, u.admir ast_visit g.g_user_title, g.g_moderator FROM ' . $db-
>prefix . ‘users AS u LEFT JOIN ' . $db->prefix . g_id=u.group. T re T Une . Sdbiverrer ()
978: Suser = $db->fetch_assoc(Sresult);
985: $parsed_signature = parse s\gnalure (Suser[
1086: Suser_personality(] = i postsignature p > 11 if(Spun_config == '1'), if(isset($ signature))
1161: echo echo implode("\r o $user _personality) .
requires:
995: if($pun_user[ '] 1= $id && (1$pun_user[is_admmod] || (Spun_user[ o id]1= PUN_ADMIN && ($pun_user[g_mod_edit 0'|| Suser[g_id'] == PUN_ADMIN || Suser['g_rm )
1156: if(tempty(Suser_personality),
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81:$_GET = stripslashes array ($_GET); // common.php
19: $id = intval($_GET[ 1) : 0;
974: Sresult = Sdb->query
SELECT u.username, u.email, u.tfle, u.realname, u.url, ujabber, u.cq, u.msn, u.aim, u.yaho u.email_setting, u.notify_with_post, u.auto_nolify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_post, u.registered, u.registration_ip, u.admin_nof format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g.g_moderator FROM " . $db-

posts,
_FILE_, _LINE__

S u LEFT JOIN' $db ->prefix . 'groups AS g O
$db->fetch assoc(sresum
format_time ($user[ g

(L0, Suser_activity)

open in browser PRO versio Are you a developer? Try out the HTML to PDF API dfcrowd.co

9_id=u.group_id WHERE u $db->error ():

. true) . </dl
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requires:
995 if($pun_user{d] I= Sid 8& (1$pun_user[is

admmod] || ($pun_user['g_id] 1= PUN_ADMIN && ($pun_user{'g_mod_edit

)" [| Suser{'g_id] == PUN_ADMIN || Suser[o_moderator] == 1))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = mps\ashes array($ GET); // common.php
19: B

(SELECT u.username, u.email u.fitle, u.real
rs AS U LEFT JOIN ' . $db->prefix .
$db->'e1ch assoc(Sresultj,
4: $lang_profile[ Se entials'] = 'Essentials' // profile.php arra
1238: echo echo pun hlmlsgac\a\chars (Suser[username) .- . Slang_profile[ S

uurl, uj

groups AS g O

u.icq, u.msn, u.aim, u.yah i u.sigh
3 id=u.group_id WHERE u.id=". $id) or error

posts, u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.sh
__FILE_, __LINE__, Sdb->error ());

img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.las

1 registered, u.registration_ip, u.admin_note, u.date_format, u.time_format, u.las

t_visit, g.g_id, g.g_user_title, g.g.

FROM . $db-

n essentials;

requires:
1186: f(Spun_userfic/] 1= $id 88 (1Spun_ user[xs admmod] || ($pun_user[o_ic] 1= PUN_ADMIN && ($pun_user{o_mod_edit_users]
1188 if(!Ssection || $section ntials’

Il $user{s

PUN_ADMIN | Suser{o_rm

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1:$_GET = stripslashes_array (§_GET); // cormmon.php
19: $id = intval($_GET[d]) : 0;
974: $result = $db->query
('SELECT u.username, u.email, u.title, u.realna

u.icq, u.msn, u.aim

sts, u.email_setting, u.notify_wit

p st, u.auto_noltify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.imezone, u.dst, u.language, u.style, u.num_posts, u.last_post, u.registered, u.registration_ip, u.admin_note, u.date_format, u.time_format, u.last_visit, g.g_id, g.g_user_tille, g.g_moderator FROM " . $db-
>prefix . ‘users AS u LEFT JOIN ' . $db->prefix . g_id=u.group_id __FILE_, __LINE__, $db->error ()),
978: Suser = $db->fetch assoc(sresullj,
1201: Susername._field $lang_common[Username] . . pun_htmispecialchars (Suser{ username])
1246: echo echo Susername_field;
requires:
1186: f(Spun_userfic/) 1= $id && (1Spun_user[s_admod] || (8pun_userfo_id] 1= PUN_ADMIN 88, (8pun_user{o_mod_ecli users || Suser[o 1] == PUN_ADMIN || Suser{_moderator]
1188: if(1$section || $section == ‘e
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
1: $_GET = stripslashes. array ($_GET); // common.php
19: $id = intval($_GET[1d7) : 0
974: $result = $db->query
(‘SELECT u.username, u.email, u.title, u.realr u.url, U w.icq, u.msn, u.aim, u. o u.disp_topics, u.disp_posts, u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last 1.registered, u.registration_ip, u.admin_note, u.date_format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g.g FROM . $db-
Sprefix . ‘users AS u LEFT JOIN ' . $db->prefix . ‘groups AS g ON g.g_id=u.group_id w‘(ERE\, ey Sid) orerrcr(umb\c to felch user info', __FILE_, _LINE. ‘$db->error()),
978: Suser = $db->fetch_assoc(result);
1206: $email_field = '<label class="required"><strong>". $lang_common[ Email] . " <span>'. $lang_common[ Required] . < . $user[emal 40" maxiength=" <br /> "\n"; 1/ if($pun_user) else , if($pun_confi 1) else
1255: echo echo Semail_field;
requires:
1186: i(Spun_user[ (7] 1= $id 88 (1$pun_L user[xs admmod] || ($pun_user{_id] 1= PUN_ADMIN && ($pun_user[o_mod_edil_users [ Suser[c 1] == PUN_ADMIN || Suserg_moderator] == 1)) else
1188 if(!Ssection || $section ials’
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
1: $_GET = stripslashes_array ($_GET); // common php
19: $id intval($_GET[d]): 0;
= $db->guery.
ame, u.email, u.itle, u.realr u.url, u.j w.icq, u.msn, u.aim, on, u.signature, u.disp_topics, u.disp_posts, u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.las 1.registered, u.registration_ip, u.admin_note, u.date_format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g FROM . $db-
sers AS u LEFT JOIN' $db->preﬂx ‘groups AS g ON g.g_id=u.group_id m‘(ERE\ P . $id) or error (‘Unable (o felch user info', _FILE_, _ LINE_, " Sabserror 0
978 Suser = $db->fetch_assoc($result);

1382: printf printi($lang_profile[ <egistcred info’, format time (Suser

11, true) . (' (<a href="moderate

p?get_hs . pun_htmispecialchars (Suser[

ration_ip]) . "">" . pun_htmispecialchars ($user[ registration_ip]) . '</a=) :"));
requires:

1186: f(Spun_user(|c') 1= $id 8& (1Spun_user['s_admmod | (8pun_userl g ] 1= PUN_ADMIN && (8pun_user{ 9 mod_ecit_us
1188: if(1$section | $section <)

0" || $user['g_id'] == PUN_ADMIN || Suser[g_moderator] == '1")))) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array (S_GET); // common.php
19: $id = intval($_GET[ d])

974: $resul -

('SELECT u.username, u.email, u.title, u.realname, u.url, u.j
>prefix . 'users AS u LEFT JOIN . Sdb->prefix .

978: Suser = $db->fetch_assoc(result);
980: Slast_post = format_time (Suser( 2!
1383: printf printi(Slang_profileast post info

u jabber, u.icq, u.msn.
rou ;mm ONg.g_id=u.g

Sp_posts, u.email_setting, u.notify_with_post, u.auto_nolify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_post, u.registered, u.registration_ip, u.admin_note, u
__FILE_, __LINE__, Sdb->error ()

format, u.time_form:

last_visit, 9.g_id, g.g_user_title, 9.g_moder.

FROM " . $db-

);
1, Slast_post);

requires:
1186: if($pun_user[id'] 1= $id && (1$pun_user[is
S )

mmod] | ($pun_user{ o
11881 i(!Ssection || $section

11= PUN_ADMIN && ($pun_user[q_mod_edit_us

7 == PUN_ADMIN || Suser{ g_moderator]

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array (S_GET); // common.php
= intval($_GET[ |7 : 0;

974: $result = $db->quer

(‘SELECT u.username, u.email, u.title, u.realname, u.ur

>prefix . 'Users AS u LEFT JOIN' . $db->prefix . ‘groups AS

978: Suser = $db->fetch_assoc($result);

1384: printf printf($lang_profile{ Last visit inf0'], format_time ($user{/ast_visit]));

email_seti

posts, u ¥
FILE . __LINE

,bﬂr uicq, urmsn, u.aim, uyahoo, u
9.9_id=u.group_id WHERE u

\_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_

utimezone, u.dst, u.language, u.style, u.num_posts, ula

u.registered, u.registration_ip, u.admin_note, u.d:

format, u.time_form:

last_visit, g.g_id, g.g_u

r_title, g.g_moderator FROM ' . $db-

n, u.signature, u
- $id) or error ( Unable |

requires:

1186 if($pun_user[id'] 1= $id && (1$pun_ user[ws admmod] || ($pun_user['g_id] 1= PUN_ADMIN && ($pun_user[g_mod_edi_users
1188: if(!$section || $section

Il user{c_id]

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1209 Sposts_field
GET = stripslashes array ($_GET); // common php
= intval($_GET[1]) :
974: $result = $db->guery
(‘SELECT u.username, u.email, u.title, u.realname, u
>prefix . 5 AS U LEFT JOIN' . $db->prefix . ‘group
978: Suser = $db->fetch, assoc($result);

1213: Sposts_field .= ‘<label> . Slang_common[ Posts] . ><input t
action=sh criptic
implode( -, $posts_actions) . ‘<

1, ujabber, u.icq, u.msn, u.aim, u.yahoo, u u.notif
A

_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.la
ON g.g_id=u.group_id WHERE u

u.email_setti
LINE.

_FILE_, |

u.registered, u.registration_ip, u.admin_note, u format, u.time_form

g_id, g.g_user_title, g.g_moderator FROM " . $db-

on, u.signature, u
. $id) or error (‘Unable |

pe="text" name="num_posts" value="". $user[num_p
$id . ">" . Slang_profile[ Show

maxi if($pun_user == PUN_ADMIN),

n_user == PUN_ADMIN), if($pun_config == '1"),

eld = (1<
1385: echo echo $pos(s feld

requires:
1186: if(Spun_user[id'] 1= $id && (1Spun_user[is_admmod] || ($pun_user[_ic] 1= PUN_ADMIN && (Spun_user[o_mod_edit_us:
1188: if(1$section || $section == ‘essentials))

0" || $user[o_id'] == PUN_ADMIN || Suser['g_moderator

[ cross-site scipting
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Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array($ GET); // common.php
: $id = intval($_GET[1d]) :
974: $result = $db->query
('SELECT u.username, u.email, u.ifle, u.realname, u.url, ujabber, u.icq, u.msn, u.aim, u.yahoo, u
AS u LEFT JOIN' . $db->prefix . 'groups AS g ON g.g_id=u.group_id WHERE u
Sdb->fetch_assoc($result);
1387 echo echo pun_htmispecialchars (Suser[ adrmin_note);

tration_ip, u.admin_note

format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g.g_moderator FROM " . $db-

n, u.signatu
. $id) or error

u.disp. u.disp_posts, u.email_setting, u.notify_with_post, u.auto_notify, u.show,
Unable t __FILE_, __LINE__, Sdb->error ());

ies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_post, u.registered, u.regi

requires:
1186 if(Spun_ user[ui]l-$ld&&1’$pun user{'s_admmod] || (Spun_user[g_id'] 1= PUN_ADMIN 8& ($pun_user[g_mod_edii_users]
1188: if(! Ssection || $section entials')
1386: if($pun_user['s_acmmod ]; :

| Suser[ _id'] == PUN_ADMIN | Suser[g_moderator] == 1)) else

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array ($_GET); // common.php
19: $id = intval($_GET[ /1) : 0;

974: $result = $db->query

('SELECT u.username, u.email u.fle, u.realname

tration_ip, u.admin_note. format, u.time_form:

u.url, u.jabber, u.icq, u.msn, u.aim, u.yaho last_visit, g._id, g.g_user_title, g.g_moderator FROM . $db-

roups AS g ON g.g_id=u.group_id WHERE u

p_posts, u.email_setting, u.notify_with_post, u.auto_notify, u.show_sm
“Fie " URe | Sabertor ()

u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_post, u.registered, u.r

4: $lang_profilel Secton personal] = Personal // profile.php array()
1411: echo echo pun_htmispedialchars (Suser{ username) . - . Slang_profilef

requires:
1186: if(Spun_ user[m] sm && (1$pun_user[is_admmod] || ($pun_user{ g_ic'] 1= PUN_ADMIN && ($pun_user[q_mod_edit_us
1398: if($section )

0" || $user{'g_id'] == PUN_ADMIN || Suser['g_moderator]

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$_GET = (ngs\ashes array($ GET); // common.php
19: $id = intval($_GET|

974: $result = $db- >guery
('SELECT u.username, u.email, u.tfle, u.realna
>prefix . 'users AS u LEFT JOIN . $dl
978 Suser = $db->fetch_assoc($result);

1419: echo echo pun_htmispecialchars (Suser[ rcalname);

note,

M. Sdb-

g, uimezone, u.dst, u.language, u.style, u.num_posts, u.last_p tration_ip, u.admin_

_format, u.time_fo

last_visit, g.g_id, g.g_user_title, g.g_moder.

abber, u.icq, u.msn, u.aim, u.yahoo,
S g ON g.g_id=u.group_id WHERE u

cation, usignature.
id) or error (‘Unable o

)_posts, u.email_setting, u.notify_wit
_FILE_, _LINE__ $db->error())

st, u.auto_notify, u.shoy

u.show_img, u

img_sig, u.show_avatars, u.s t, u.registered, u.r

requires:
1186 if($pun_ user[ui]'-$|d&&1’$pun user{'s_admmod] || ($pun_user(<
1398 if($section

1= PUN_ADMIN && ($pun_user{ o_rmoc | Suser[ o_id'] == PUN_ADMIN | Suser(_r

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:8_GET = (nps\ashes aray (s GET); // common.php
19: $id = intval($_GET[ 1)) : 0
974 $resu|| —$db->guer1

u.email_setti notify. st, u.aut FROM . $db-

ail, u.title, u.realna posts, i it
rie T IRe | Sdboserror ()),

e
AS U LEFT JOIN' . $db->prefix .
978: Suser = $db->fetch, assoc(sresullj,
1401: Stitle_field = '<label>" . $lang_common[ Title']
1420 echo echo Stitle_field;

w_img_sig, u.show_avatars, u.show uage, u.style, u.num_posts, u.last_post, u.registered, u.registration_ip, u.a ulast_visit, g.g_id, g.g_user_title,

arl, uj
roups AS g

uicq, u.msn
g_id=u.group_id

disp_topics, u.di
tch user info

notify, u.show_smilies, u.show_img, u.sh:

u.yahoo, u
VHERE u.id

$lang_profile[ Leave blank] . ‘)</em> pun_htmispecialchars ($user(itle]) . * size="30" maxength=": pun_user =='1')

requires:
1186: if($pun_ user[‘ui]l $id && (1$pun_user(is_admmod] || ($pun_user{ o
1398: if($section == personal’)
1420; issel(Stte_fild))

|| Suser[ o_id'] == PUN_ADMIN | Suser[)_moderat

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$_GET = stripslashes anay(s,GEn; common.php
19: $id = intval($_GET[\]) :

FROWM " . $db-

utimezone, u.dst, u.language, u.style, u.num_posts, u.last_p

last_visit, g.g_id, g.g_user_title, g.g_r

u.yah
HERE (

u.url, ujabber, u.icq, u.msn, u.a
ON g.g_id=u.group

_topics, u.dis
1 user info

st, u.auto_notify, u.show, /_avatars, u.show u.registered, u.re

_p: u.email_setting, u.ni th_p
__FILE_, _LINE__, Sdb->error ());

n, u.signatu di
- $id) or error ( Unable ¢

ure
U LEFT JOIN" $db->preﬂx
Sdb->fetch_assoc($result);

1421: echo echo pun_htmispecialchars (Suser[ location’);

requires:
1186: if($pun_ user[ui]l-$|d&&1'$pun user[is_admmod] || ($pun_user[ g id] 1= PUN_ADMIN && ($pun_user[q_mod
1398: if($section == perso

dit_us:

| Suser i) == PUN_ADMIN | Suser[)_moderator]

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = ww GET); // common.php

19: $id = intval($_GET[ )

974: $result = $db->query

('SELECT u.username, u.email, u.title, u.realnal url, u.jabber, u.icg, u.msn, u.aim, u.yah 0
Sprefixusors AS U LEFT JOIN" . Sdb-prefix. 0roups AS 6 ON 8.0 [d-u.group. [d WHERE uid" - $id) of siror { Unable o 1o
978: Suser = $db->fetch_assoc(Sresult);

1020: Suser[ ur'] = pun_htmispecialchars (censor_words ($user[ url']) : Suser[ur']); // if(Spun_user |= $id && (1Spun_user || (Spun_user = PUN_ADMIN && ($pun
1422: echo echo pun_htmispecialchars (Suser{ url]);

FROM . $db-

p_topics, u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig

u.disp_posts e, u.dst, u.language, u.style, u.num_posts, u.last_ps
ch user info', _FILE_, __LINE__, $db->error ());

u.registered, u.registration_ip, u.admin_note, u.date_format, u.time_format, u.last_visit, g.g_id, g.g_user_title

== PUN_ADMIN | Suser =='1')))), if($user 1=

requires:
1186: i(Spun_user{1¢] l-$ld&&1’$pun user[is_admmod] || ($pun_user[ g id] 1= PUN_ADMIN && ($pun_user[q_moc
1398: if($section == perso

dit_us || Suser[ _i¢'] == PUN_ADMIN | Suser[)_moderator]

1)) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = ww GET); // common.php
19: $id = intval($_GET[ ]) :

974: $result = $db- >guer1

('SELECT u.username, u.email, u.tif u.realnal
>prefix . ‘users AS u LEFT JOIN' . $db->prefix . g
978: Suser = $db->fetch assoc(msuu)
4: $lang_profile[ Section g ="M
1444: 56h echo pun himispecialchars (Suser]

FROM . $db-

url, u jabber, u.icq, u.msn, u.disp_topics. u.email_setting, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig

aim, u.yat o u.disp_posts i
s AS § ON 6.9, 14-u-group. id WHERE uid-" - $id) orermr(unub\ot teh user info’, _FILE__, __LINE__, Sdb->error ());

e, u.dst, ulanguage, u.style, u.num_posts, u.last_post, u.registered, u.registration_ip, u.admin_note, u.date_format, u.time_format, ulast_visit, g.g_id, g.g_user_title,

profile.php array()
rnameT). - . $lang_profile[ Section mess

ging’l;

requires:
1186 if($pun_user[
1433: if($section

Il $user[q_id]

PUN_ADMIN | Suser[o_rmoderator]

'-$|d&&1’$pun user{'is_admmod] || ($pun_user[q_id] 1= PUN_ADMIN && ($pun_user[ o mod_edit_us
saging’)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = ww GET); // common.php
19: $id = intval($_GET[ ]) :

974: $result = $db->query

("SELECT u.username, u.email, u.tif u.realname.
>prefix . ‘users AS u LEFT JOIN' . $db->prefix .
978: Suser = $db->fetch_assoc(Sresult);

1452: echo echo pun_himispecialchars (Suser[ abber]);

o) ol=igilal o)\ sl A MEIRIORY/EIES [o]gf  Are you a developer? Try out the HTML to PDF API pdfcrowd.com

notify istration_ip, u.admin_note,

posts, u.email_setting, with FROM' . $db-
re " Une Sab-serror )

smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show

e, u.dst, ulanguage, u.style, u.num_posts, u.last_post, u.registered, u.rec u.date_format, u.time_format, u.last_visit, 9.g_id, 9.9,

url, u.jabber, u.icq, u.msn, u.aim

ups AS g ON g.g_id=u.group_id

topics, u.d
h user info

post, u.auto_notify, u.shc

u.signature, u.di
. $id) or error (Unable
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requires:
1186: if(Spun_user[1d]
1433 if($section == '

mmod || ($pun_user[ o

11= PUN_ADMIN && ($pun_user[q_mod_edit_us

PUN_ADMIN [ Suser['_rmo

$id 8& (1$pun_userlis
)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = mgs\ashes array ($_GET); // common php
= intval($_Gl -0;

974: $result '$db->guery
(SELECT u.username, u.email u.ttle, u.realname, u.url, u jabber, u icg, umsn, u.im, u.ya
>prefix . ‘users AS U LEFT JOIN' . $db->prefix . ‘groups Al oup_id WHI
978: Suser = $db->fetch_assoc($result);
1453; echo echo Suser[ 1o

_topics, u u.email_setting, u.notif
L

post, u.auto_notify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.la
1userinfo’, _FILE_, __LINE__, $db->error ()

u.registered, u.registration_ip, u.admin_note, u

S format, u.time_form:
- $id) or error ( Unable |

r_title, g.g_moderator FROM ' . $db-

requires:
1186: if($pun_L user[vi]' s.aa&uspun user[is.
1433: if($section == 'me

admmod] || ($pun_user['g_id] 1= PUN_ADMIN && ($pun_user['q_mod_edit_use;

Il $user['c

== PUN_ADMIN || Suser[ g_moderator]

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

= intval($_GET |
974: $resu $db->guery
('SELECT u.user u.email, uti
>prefix . ‘Users AS U LEFT JOIN . Sdb-
978: Suser = $db->fetch_assoc($result);

1454: echo echo pun_htmispecialchars ($user[msn);

81:$ GET = mps\ashes array ($_GET); // common.php
a7,

 ucq, umsn, u.aim. uyah
id=u.group_id WHERE u

email_setting, u.notify
=, __LINE__, Sd

h_post, u.auto_nolify, u.sho
->error ());

u.show_img, u.s

sig, u.show_avatars, u.s

g, utimezone, u.dst, u.language, u.s

@

yle, u.num_po:

ered, u.registration_ip, u.admin

u.regis

u.last_visi

title, g.g FROM ' . $db-

requires:
1186 if($pun_user(
1433: if(3section

11= PUN_ADMIN 8& (Spun_user(q_mod_edit_users] ==0' || $user{q_id'] == PUN_ADMIN| Suser[

11= $id 8& (1$pun_user{'s_acmmod] || ($pun_user(<
)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

51 $_GET = stripslashes array (§_GET); // common.php
=intval($_GET[1d]) : 0;

974 Sresult = Sdb->query
(‘SELECT u.username, u.email, u.title, u.realr
>prefix . ‘users AS u LEFT JOIN ' . $db->prefix
978: Suser = $db->fetch_assoc(result);

1455: echo echo pun_himispecialchars ($user{ =i ]);

bber, u.icq, u.msn, u.aim, u.y
g_id=u.group_id WHERE u

disp_topics, u.c

on, u.signature, posts, u.email_setti
$id) or error ("Unable I h user in

_FILE_,

g, u.notify_with_post, u.aut
=, Sdb->error ());

notify, u.show_smilies, u.show_img, u.s

ars, u.show_sig, u.timezone, u.dst, u.lan

age, u.style, u.num_po:

u.last_post, u.registered, u.regis

t_visit, 9.9_id, ._user_itle

1" $db-

requires:

1186: if($pun_user[id'] 1= $id && (1$pun_user[is_admmod] || ($pun_user[_id] 1= PUN_ADMIN && (Spun_user[g_mod_edit_us:
1433: if($section == messaging)

0 || Suser['o_id] == PUN_ADMIN | Suser[ g_moderator] == '1)))) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink

81:$_GET = stripslashes_array ($_GET); // common.php
19: $id = intval($_GET[]) : 0;

974: $result = $db->query

(‘SELECT u.username, u.email, u.title, u.realna
>prefix . ‘users AS u LEFT JOIN' . $db->prefix .
978: Suser = $db->fetch_assoc($result);

1456: echo echo pun_himispecialchars (Suserf yahoo);

u.disp_posts, u.email_setting, u.notify
__FILE_, __LINE__, Sdb->error ());

ber, U.icq, u.msn, u.aim, u.yal

url, u j h
ON g.g_id=u.group_id WHERE u

u \_post, u.auto_notify, u.show_smilies, u.s|
groups AS g O

(_img, u.sh

ow_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_p

1, u.registered, u.registration_ip, u.admin_note

u.sig last_visit, g.g_id, g.g_user_title, g.g_moderator FROM" . $db-
~$id) or error ( Unable (¢

requires:
1186 il($pun_user] 1]"$Id&&1’$pun user[ic
1433: if($section essagin

2ammod | ($pun_user[

0] 1= PUN_ADMIN && ($pun_user{ o_rmod

| Suser[ o_id'] == PUN_ADMIN | Suser[_r

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = ww GET); // common.php
19: $id = intval($_GET[ 0]) :

974: $result = $db->query

('SELECT u.u ame, u.email, u.tif u.realnal
>prefix . ‘users AS u LEFT JOIN' . $db->prefix .
978: Suser = $db->fetch_assoc(Sresult);

4: $lang_profile['Section personality’] = 'Personality' / profile.php array()

1494: echo echo pun_htmispecialchars (Suser[ username]) . - . $lang_profile[ Se

u.url, u.jabb
ups AS g ONg

Uicq, u.msn, u.air
id=u.gro

u.yal u.dis|
HERE 0.id= . $ic) orarmr(un ble t

topics, u.d
h user info

posts, u.email_setting, u.notify_with,
__FILE_, _LINE__, Sdb->error ());

post, u.auto_notify, u.show_smilies, u.show_img, u.s

g, u.show_avatars, u.s

tration_ip, u.a

o, u.dst, ulanguage, u.style, u.num_posts, u.last_post, u.registered, u

u.date_format, u.time_format, u.last_visit, 9.g_id, 9.9. title, ¢

FROM . $db-

ality'l;

requires:
1186 if($pun_user[ 1] = $id 8& (18pun_user[is_adimmod] | ($pun_user] ¢

] 1= PUN_ADMIN 8& ($pun_user[o_rmod_edit
1467: if($section == personality’)

| Suser[ o_id'] == PUN_ADMIN | Suser[_r

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes erray($ GET); // common.php
19: $id = intval($_GET[d]) :

974: Sresult = Sdb->query
(‘'SELECT u.username, u.emalil, u.itle Ina

u.url, u jabber, u.icq, u.msn,
ONg

disp_topics, u.notify_with_post, u.auto_notify, u.show_smilies, u.show_img, u.s
groups AS g _id=u.grour

posts, u.email_se!
chuserinfo, _FILE_, __LINE__, $db->error ()):

u.show_avatars, u.show

w_img_sig

>prefix . ‘Users AS u LEFT JOIN' . $db- $pref\x
978: $user = $db->fetch assoc(sresut
1515 echo echo pun_himispecialchars (Suser[ <ianature]);

u.dst, u.language, u.style, u.num_posts, u.last_p

u.registered, u

istration_ip, u.admin_nof

format, u.time_format, u.last_visit, 9.g_id, 9.9

FROM . $db-

requires:
1186: if($pun_ userf 4]
1467: if(3section
1508: if($pun_config

mmod] || ($pun_use

0l Suser ¢

$id 8& (1$pun_userlis PUN_ADMIN || Suser[o_moderat
ality')

1

signatures’]

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1483: $slgna(ure preview  $lang_profile[ Mo sig] . "<
:$_GET = stripslashes_array (§_GET}); // common php

19: §id = mlva\(S GET[10): 0;

974: $resu
(‘SELECT u.usen e, urealname, u.url, u.jabber, u.icq, u.msn, u.aim, u.ya
>prefix . 'users AS U LEFT JOIN' . $db->prefix . 'groups AS g ON g.g_id=u.group_id WHERE u
978: Suser = $db->fetch_assoc($result);

985: $parsed_signature Qarse signature (Suser('sign
1481: Ssignature_preview
1522: ocho echo Seignatore_preview,

)_posts, u.email_setting, u.notify,
__FILE__, __LINE__, Sdb->error ())

\_post, u.auto_notify, u.sho

sig, u.timezone, u.dst, u.language, u.style, u.num_posts. u.registered, u.r

istration_ip, u.admin_note

format, u.ti

last_visit, 9.g_id, g.g_user_title, .g_moderator FROM . $db-

<div clas

IO <hr /> E0NEGLE . Sparsed_signature . "\nltiinte

requires:
1186 if($pun_user(
1467: if($section =: ersor
1508: if(Spun_configl o

|| Suser o_id'] == PUN_ADMIN | Suser[g_moderator]

[ cross-site scipting

Userinput returned by function fetch_assoc() reaches sensitive sink.
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81:$ GET = mgs\ashes array($ GET); // common.php
19: $id = intval($_GET[ d])

974: $result = $db->query

(SELECT uuser u.email, u_tle, u.realna

ame. ber, u.icq, u.msn, u.aim, u.yahoo, u.location, u.signatu u.email_setting, u.notify_with_post, u.auto_nolify, u.sho s, u.show_img, u.show_img_sig, u.show_avatars, u.s g, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_post, u.registered, u.registration_ip, u.admin_note format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g.g_moderator FROM " . $db-
>prefix ULEFT JOIN' . $db->prefix . ON g.g_id=u.group_id WHERE u . 8id) or error ('Ur __LINE__, $db->error ());
978: $user $db->letcn,assoc($resu\t

4: $lang_profile[ Section le.php
1543: echo echo pun_htmispecialchars. 1$user[ username’

ray()
.- Slang_profile( < display');
requires:
1186: if($pun_user[’
1533: if($section

1= $id && (!$pun_user[ s
isplay’)

admmod] | ($pun_user{'g_id] 1= PUN_ADMIN && ($pun_user[q_mod_edit_use

0'|| $user['o_id'] == PUN_ADMIN || Suser['g_moderator

Cross-Site Scripting

Userinput returned by function fefch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array ($_GET); // common.php
= intval($_GET[d]) : 0;
Sdb->query.
e, u.email, u.title, u.realna
ULEFT JOIN' . $db->prefix .
: = $db->fetch_assoc(Sresult);
1607: echo echo Suser[ disp_(o

p u.email_setting, u.notify_with_post, u.auto_notify, u.show,
__FILE_, __LINE__, Sdb->error ());

s, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_post, u.registered, u.registration_ip, u.admin_note,

format, u.time_format, u.last_visit, g.g_id, g.g_user_title, g.g_moderator FROM " . $db-

er, u.icq, u.msn, u.aim, u.yahoo, u.location, u.signal
3_id=u.group_id WHERE u.id="_. $id) or error ('L

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:8_GET = sirpsiashes arey (S_GET); // common.php
19: $id = intval($_GET[\0]) :

974: $result = $db->query

('SELECT u.username, u.email, utitle, u.realnarr
>prefix . ‘users AS u LEFT JOIN ' . $db->prefix .
978: Suser = $db->fetch_assoc($result);

1608: echo echo Suser[disp_posisT;

uicq, u.msn yahoo
id=u.group_ 4 WHERE

posts, u.email_setti otify_with_post, u.auto_notify, u.shc
FieURe | Sdbsermor ()

u.url, u jabbe u.show_img, u.s ow_avatars, u.sh
AS

u.timezone, u.dst, u.language, u.style, u.num_po

u.registered, u.registration_ip, u.admin_note

format, u.time_format, u.last_visit, g.g_id, g.g_user_title. for FROM " . $db-

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes_array ($_GET); // common.php
19: $id = intval($_GET[ 1) : 0;

974: $result = $db->query

('SELECT u.username, u.email, u.title, u.realnal u.url, u.j
s AS uLEFT JOIN' . $db->prefix . ‘groups AS g ON g
le(ch assoc(sresu\lj,

u.icq, u.msn, u.aim, u.yal topics, sts, u.email_setting, u.notify_with_post, u.auto_notify, u.st

Tdsgrou. 16 WHERE o id= . $ic) orermr(umb\o o feicn e nior L PLE T UNE. Sabiverror ():

e

ilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, u.language, u.style, u.num_posts, u.last_p

u.registered, u.registration_ip, u.admin_note, u.date_format, u.time_format, u.last_visit, g.9_id, g.g FROM . $db-

=$
4 Slang_profile[ Section privac
1630: echo echo pun hlmlsgec\a\chars l$user[ us

array()
rame). - . $lang_profile] Section privacyT;

requires:
1620: if($section =

privacy’)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1:$_GET = stripslashes array (S_GET); // common.php

19: §id = intval($_GET[ 1) : 0;

974: Sresult = Sdb->query

(SELECT u usernarme, u emal, (e, uealname, u.url ujabber, u.icg, u.msn, uaim,
>prefix U LEFT JOIN" . $db->prefix . ‘groups AS g ON g.g_id=u.group_id
978: Suser = $db->fetch_assoc($result);

4: $lang_profile admin] = 'Administration’ // profile.php
1679: echo echo pun_htmispecialchars (Suser[ usernar E

yahoo signature, u.disp_topics, u.d

) . posts, u.email_sett
" Sid) or extor ( Lnatie 10 (et Locr o~ FILE. . LINE.

u.auto_n

otify, u.show_smilies, u.show_img, u.show_img_sig, u.show_avatars, u.show_sig, u.timezone, u.dst, ulanguage, u.style, u.num_posts, ulast_p

u.registered, u.registration_ip, u.admin_note, u

format, u.time_format

moderator FROM " . $db-

g.9_id, g.g_user_title, g.g

Siang_profile[ Section admin';

requires:
1666: if($section =

“admin’)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

ommon.php d

FROM " . $db->prefix . 'aroups

CTg HERE g_idi=' . PUN_GUEST . ORDER BY g_Litle') or error (‘Unable fo fetch user group list', __FILE__, __LINE__, $db->error ());
1713: Sour_group = $db->fetch assoc(sresuI()J(
g

1718: echo echo "1\t value="_ $cur_group[g_id]. "> . pun_htmispecialchars ($cur_group[g_iitle]) . ‘</option=". "\n’;

requires:
1666: if($section == admin’

1700: if($pun_user[c_moderator] == 1) else
1702: if($pun_user[ '] != $id)

1717: if($our_group['_1d]

Suser[o_id] || (Scur_group[g id’

$pun_configlo defaull user group] && Suser{ i

) else

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

1753: Sresult = $db- >guer1(\E ECT c.id AS cid, c.cat_name, f.id AS fid, f.forum_name, f.m

ators FROM " . $db->prefix . ‘categories AS ¢ INNER JOIN ' . $db->prefix . ‘foru

s AS f ON c.id=f.cat_id WHERE f.redirec

url IS NULL ORDER BY c.disp_position, c.id, f.disp_position’) or error (‘Unable to fetch category/forum list, __FILE__, __LINE__, $db->error ());

1770: unserialize forum{ moderators) : array();

requires:
1666: if($section =
1700: if($pun_user[’
1742: if(Suser{ o_mo

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1753: Sresult = $db->query (SELECT c.id AS cid
1756: Scur_forum Sdb->ie!ch _assoc($result)){
1772: gcho echo "l <label><inp

name, f.id AS fid, f.forum_name, f.r

rators FROM ' . $db->prefix . 'c

ries AS ¢ INNER JOIN ' . $db->prefix . 'forums AS f ON c.id=f.cat_id WHERE f.redirect_url IS NULL ORDER BY ¢

position, c.id, f.disp_position’) or error (‘Unable (o fetch category/forum list, __FILE_, __LINE__, $db->error ());

box' name="moder

[ Scur_forum[fid] . " value="1". (' che

. pun_htmispecialchars (Scur_forum{forum_name?) . '<br /></label>" .

requires:
1666: if(3section min'
1700: (Spun_user{ g moderaior] = 1) else

1742: if(Suser| I $user{'q_id

PUN_ADMIN)

File: C:' -1.4.8/search.php

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

common.php

81:$_GET = mps\ashes array ($_GET);
45: $search_id = intval($_GET[ search i 1)
153: $pun_user = array();

96: $ident = get_remote_address () : $pun user[ v
98: $result = $db->query (‘SELEC
99: $row = Sdb->fetch assoc(Sresul()i{
101: unserialize $temp = unserialize(Srow[

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

1
1" Sdb->prefix . search

ERE id=". $search_id . ' AND ide

. $db->escape(Sident) . ") or error (‘Unable (o

search

i, _FILE__, __LINE__, $db->error ());
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isset($_GET[action]) || isset($_GET[search_id])
94: if(isset(Ssearch_id))
99 if($row = $db->fetch_assoc(Sresult))

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

81:5_( GET- mps\ashes array ($_GET);
rh_id = intval($_GET[search id]
153: $pun user »srray()v / common.php

common.php
11 if(isset($_GET)),

96: Sident = get_remote_address () : Spun_user[ username;
98: $result = $db->query (‘SELECT sea data FROM ' . $db->prefix . 'search_cache WHERE $search_id . ' AND iden $db->escape(Sident) . ") or error ('Unable earch results’, __FILE__, __LINE__, $db->error ());

99: $row = Sdb->fetch_assoc(Sresult){
101: $temp = unserialize(Srow sc-rch data]);
103 unserialize $search_ids = unserialize(Stemp['scarch_idsT]);

requires
za if(isset(s_ GET[ALﬂ(m 1) Il isset(S_GET[ search_id1)

isset($s

% (Srom = Sdb- Saon \_assoc(Sresult))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
$db->query (SELECT tid FROM ' . $db->prefix . ‘topics AS t LEFT JOIN" . $db->prefix . forum_perms AS fp ON (fp.forum_ic
topic s, __FILE__, __LINE__, Sdb->error ()); // if(isset($_GET) | \5keﬂ$ GET)), if(isset($search_id)) else , if($actios

forum_id AND fp.group._id:
how_new | $action ow_re

$pun_user[o_id]
| $action

) AND t.num_replie:
show_user_top

HNHERE fp read_forum IS NULL OR fp.read_foru
o

AND moved _to IS NULL ORDER BY tlast_post DESC') or error
er_posts' || Sac !

"show_subscriptions' || $action =

='show_recent' || Saction =='sho
show_recent' | Saction == 'show_replie:

‘show_ust
user_top

topics' | Saction
|| $action

how tions' | $action =
ubscriptions' || $action == 'show,

404: $row = $db->fetch, row($resull))( if(isset(s_GET) | = S_GET)) W\\sse(Sse’\rch id)) else , if($a ﬂon w_new || $act

405: $search_ids(] = $row|0]; sset($_GET) | isset($_C f(isset($search tion |l $action

480: Sper_page = Spun_user[disp_posic] : $pun_ user[dup topicsJ; // f(isset($_t GEm isset($_GET)) men pty($search_ids))

51 $ GET (rlps\ashes array (s GETJ, common php

483:8p = 1 : intval($_GET[n]); et($_GET)), if(tempty($search_ids)),

484: Sstart_from = Sper_page * l$p 1), wfwsse(’S _GET) || isset(S_GET)), if(tempty(Ssearch_ids))

490: $search_ids rray_ slice($search_ids, $start_from, $per_page); // il(issel(S GET) [|issel(S GET)) \\wuvvv;;xy(&enr( h_ids))

475: $sort_by post 'p.posted; /I if(isset($_GET) | isset($_GET)), if(!empty($search_ids)), switch(Ssort_by
, if(isset($search_id)) else , if(Saction

show.reple ow_user._topics' | § tions' || $action == 'show_unanswered),

on =="sh 1 ubs s
AbHNNER JOIN ' $db->prefix . “orums AS TON ot forum 1d WHERE Lid I implode(', $search_ids) . ) ORDER BY ' . $sort_by_sql .

ub last_post, tlast_post_id, t.last_po: replies, t.cl Tstic y,
,Sdh->ermr o \f’\sset% GET) [[isset(S_GET)) o pty\$search dsn if($show_as
et($. lempty($search_ids))

if(! cmplvmscavch ids)).

posts') else

: $ G
500: $search_set[] = $er‘ II if(isset($_GET) || isset($_GET)
606: foreach(Ssearch_set as Scur_search)

608: Sforum = ‘<2 hrel="viewforum php?id=". Seur_searchorum i . "> . pun_himispecialchars (Scur_search[ forum name’) .

requires:
61

if($show_a

posts’)

ow_unanswered'), i

$sort_dir) or error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
396: $result = $db->query (‘'SELECT tid FROM ' . $db->prefix . topics AS t LEFT JOIN" . §db->prefix . ‘forum_perms AS fp ON (fp.forum_id=t.forum_id AND fp.group_id=". $pun_user['g_id]. ') WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.num_replies=0 AND t.moved_to IS NULL ORDER BY t.ast_post DESC') or error
{Unable to fetch topic st __FILE__, _LINE_, $db->error (); //if(issel(S_GET) || issel($_GET)), if(isse!(Ssearch_id)) else , f($actio | $action == 'show_recent || Saction ==show_replies' [ $a show_user_posts' || $action == 'show_user_topics' || Saction == ‘show_subscriptions' | $action =

tion
'show_us

replies’ ||
Saction

else
404: $row = Sdb->fetch_row(Sresult)){ // if(isset(5_GET) ||isset(S_GET)), if(isset(Ssearch_id)) else W$’!cﬂon show neu\ Sac jon == 'sho
405: $search_ids[] = $row[0]; // if(iss: el isset($_GET)), if(issetf rch_id)) else | if(: ion I §: n 'show_recent’ ct 'show_replie:

a if(isset($_GET) || isset(3_ GET). (lom pm$scamh ds))

er_posts' | $actio opics' [ $actio
Saction h

show tions' || Saction
|| $action 'sho

ubscriptions' || $action =

480: Sper_page = Spun, usar[disp_posis] : Spun_user[disp_(opicsT; /
81: $_GET = stripslashes_array (S_GET); // common php
(

483:8p = 1 : intval($_GET[»]); ($_GET) ||isset($_GET)), if(lempty($search_ids)),

484: Sstart_from = $per_page * (8p - 1); //if(issel(S_GET) || ssel(S_GET)). fllempty(Ssearch ids))

490: $search_ids = array_ sllce(ssearch ids, $start_from, $per_page); // if(issel(S_GET) [|issel(S_GET)), mmm;ny[&em h_ids))

ppostod\ \( issel($_GET) || issel($_GET)), if(lempty($search_ids)), switch($sort_by

I if(iss T) | iss G[T;\ NmsehS:e’ar(h id)) else ction == 'show_new action == 'show_replies' || Saction == 'show_u
$db->guery(SELELTlm AS uu ect, tlast_post, tlast_post_id, tlast_poster, t.num_replies, t.closed, Lsticky, t.forum_id, f.forum_name FROM " . $db->prefix .

(Unable to fetch search results’, _FILE_, _LINE 0% I f(isset(s. oEm isset(S_GET)), if(lempty($search_ids)), if(Sshow_as == ‘posts’) else

499: Srow = Sdb->etch_assoc(Sresulh){ // (s<c(5 . if(lempty(Ssearch_ids)).

500: $search_set(] = $row; // (issei(s GET) || issei(s GET), f(lempty(Ssearch_ids))

606: foreach(Bsearch_set as Scur_search)

647: echo echo $cur_search[ 1id];

fion == ‘show recent Il

posts' || Saction == ‘show_user_topics' || $action == 'sho
AS tINNER JOIN . $dlb-

tions' || $action ==

subsc show_unanswered),
prefix . forums AS f ON f.id= Torum 1d WHERE Lid IN( - implode(

Ssearch_ids) . ) ORDER BY ' $sort_by_sql . '

requires:
61

($show_as == posts’)

'show_unanswered'), if($action =

- $sort_dir) or error

how_subscriptions')

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153 Spun_user = amay(): J common

y();
: Sresul $db ->query (SELECT 11d EROM' . Sdb->prefix  topics AS { LEFT JOIN' . Sdb-prefix. forum_perms AS fp ON (fp forum o $pun_user['g_id'] ") WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.num_replies=0 AND t.moved_to IS NULL ORDER BY tlast_post DESC') or error
(Uname to fetch topic ist, __FILE__, __LINE_, $db->error (); // ifisset($_GET) | issel($_GET)), f(isset($search_id)) else , fi(3action == ‘sh ecent’ || $action == 'show_replies' || $action == 'show_user_posts' | $action == 'show_user_topi 'show_subscriptions' || $action == ‘show_unan:

new || Sac

==show tions' || Saction =='s
'show_unansv

how

04: $row = Sdb->fetch_row(Sresult)){ wf\\ seAS GET\H isset($ GET,) W\\ssetSse’!rch id)) else H$’!cﬂon 'show_recent' || $action == 'show_replies' || $
405 $search_ids[] = $row[0]; // if(issel(S_GET) || issel(S_GET)). set( ch_id)) el if(Sactiol oW = 'show_recent' || $action == 'show_replies']| Saction
480: Sper_page = $pun_user[disp_posis]: spun user[disp_| lop\cs]‘ \( \sscﬂ& GET) || isset(3_ GE) mcwpm$scamh ids)).

815 GET stripslashes_array (S_GET); // common.php
483 intval($_GET( o 1); ($_GET) || isset($ (JET\, if(lempty($search_ids)),
84: $s«art from = $per_page * ($p - 1); // f(isset(S_GET) ||isset(S_GET)), if(lempty(Ssearch_ids))

490: $search_ids = array_slice(Ssearch_ids, $start_from, Sper_j isset(S_GET) || isset(S_GET)), if(!empty(Ssearch_ids)).
475: $sort_by_sql pcst 'p.posted'; \( issel($_GET) || issel($_GET)), if(lempty($search_ids)), switch(Ssort_by)
320: $sort_dir = 'DE: et(S_GET) || isset( /|| $action == 'show_recent || Saction == 'show_replies' || Sa
496: Sresult = Sdb- >guery(Sth:Lr tid AS hu tforum id, f.forum_name FROM

tion == "show_user_posts' || Sactio ow_user_topics' | $actio
'show_user_posts' || Saction == 'show_user_topics' || $action == 'show_subscriptions' || Saction ==

ered')

ction == ‘show_us
- $db->prefix .

_posts' || Saction =="show_user_topics' || $action == 'show_subscriptions' || $action == 'show_unanswered’)
opics AS LINNER JOIN ' . $db->prefix . forums AS f ON fid=tforum_id WHERE Lid IN('. implode( ', $search_ids) . ) ORDER BY ' . $sort_by_sql .

Llast_post, tast post "id, tlast_poster, Lnum_reples, Lclosed, Lsticky,

vered), if($action =

- $sort_dir) or error

ubscriptions’)

else
404: Srow = Sdb->fetch_row($result)){ // f(is
405:

(S_GET) || isset(S_GET)), if(isset(Ssearch_id)) else , if($action

$search_ids[] = $ro [o], /if(isset(S_GET) |[isset(S_GET)), if(isset($search_id)) else , if($action

480: $per_page = $pun_user ¢ posts'] : $pun_user[ disp_topics']; / if(isset($_GET) || isset($_GET))

_GET lngs\ashes array ($_GET); // common php

483:8p = 1: intval(§_GET[1); // lissel(s_GET) || ssel(s_GET)) if(lemply

484: $scan from = $per_page * ($p - 1); / if(issel(S GET) [|issel(S GET

i rray slice(Ssearch_ids, $start_from, $per page);

if(isset(S_GET)] i
C'; Il f(issel(S_GET) [lissel(S_GET)), if(isset($search.i

496 Sresult = Sdb->query (SELECT t1d AS fid, t poster. {subject, { ast post. Llast_

('Unable to fet reh results', _FILE__, _LINE__, $db->error ()); set($_Gl

499: $row = Sdb->fetch_assoc($resul){ // (issei(5_GET) | issel(s | GET) lemy y/5>e'\rch ids)).

500: $search_set[] = $row; // if(issel($_GET) | issel($_GET)), if(lempty($search ),

606: foreach($search_set as $cur_search)

634: $pposter = pun_htmispecialchars ($cur search[pvoster])

639: $ppostel trong><a href="profile. cur_search[ poster id].

641: Spposter = '<strong>' . $pposter . </ slrong) if(Sct

0)0l=n 1at 010 ii=) f MEIRIORVETE(61aN  Are you a developer? Try out the HTML to PDF API

'show_recent’ || Sa
'show_recent' || $action =

jon == 'show_replies' | $action == ‘show_user_posts' | $a
‘show_replies' || Saction == 'show_user_posts' | $action

'show_user_topics' ||
'show_user_topics' || $action =

show, ! || Saction == 'show.
show_subscriptions' || $action == ‘show_unanswered')

et($

recent || $action == 'show_replies' || Saction
t.sticky, t.foru
if(Sshow_as

how_user_posts' || Saction ==‘show_user_topics' || $action =

‘show_subscriptions' || $action == 'show_unanswered),

posts') else

- $pposter . -
r_search > 1), if($pun_user == '1') oo

id. fforum_name FROM " . $db->prefix . ‘topics AS t INNER JOIN . $db->prefix . forums AS f ON f.id=t forum_id WHERE tid IN('. implode(', $search_ids) . ) ORDER BY . $sort_by_sql. "

$sort_dir) or error

(‘Unable to fetch search results', __FILE__, $ I/ if(isset($_GET) || isset(S_GET)), if(empty($search_ids)) W(SshouLas ‘posts’) else
499: $row = $db->fetch, assoctsresull))( if(isset($_GET) || isset(: GET)), if(lem earch_ids))
500: $search_set]] = $row; //if(issel($_GET) ||issei($_GET)), if(lempty($search_id
606: foreach(§search_set as $cur_search)
requires:
613: if($show_a osts’)
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
153: $pun_user = array(); // common.php
396: Sresult = $db->query ('SELECT tid FROM ' . $db->prefix . 'topics AS t LEFT JOIN . $db->prefix . forum_perms AS fp ON (fp.forum_id=t forum_id AND fp.group_id=". $pun_user{'g_id].") WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.moved_to IS NULL ORDER BY t.last_post DESC') or error
(‘Unable to fetch topiclist, __FILE_, __LINE__, $db->error ()); //if(isset(S_GET) || isset($_GET)), if(isset(3search_id)) else , if(Saction == 'show_new || $action == ‘show_recent || $action =="show_replies' || $action =='show_user_posts' || $actior s' || Saction =="show_subscriptions' || $action == 'show_unanswered'), if($action == 'show_subscriptions’)
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requires:
61 ‘posts’)

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

array(); // common.php
Sdbo-sauery (SELECT L1d FROM" . Sab->prefi ‘topics AS t LEFT JOIN' . Sab->prefix . forum_perms AS fp ON (fp.forum id=t forum_id AND fp.group id=". $pun_userfg_id] .") WHERE (fp.read_forum IS NULL OR fp.read_foru AND t.moved_to IS NULL ORDER BY tlast_post DESC') or error
{Unable to fetch topic list, __FILE__, __LINE_, $db->errar ()); /if(isset(S_GET) ||issel(S_GET)), iisset(Ssearch_id)) else , if(Saction == 'show_new | Saction == 'show recenT || $action == 'show,_replies' || Saction == 'show_user_posts' | Saction = 'show_subscriptions' || $action == 'show_unanswered'), if($action == 'show_subscriptions')
else

new | Sac!

¢ replies’ || Saction == 'show,
7| Saction == 'show_user_f

tions' || Saction == 'shoy ')
riptions' | Saction == 'show_una

er_posts' | $actio
otion

n =="s|
show_rece

404: $row = $db->fetch, row($resull))( if(isset(S_GET) || isset(S GET,) W\\sse(\Sse’\rch m\\e\se macuon

405: $search_ids[] = $roy (S_GET) || isset($S_GET)), if(isset(: l

480: Sper_page = $pun_t ussr[msp posls] Spun_user(disp_topicsT;

:$_GET = stripslashes_array (S_GET); // common php

483:8p = 1 : intval($_GET[n]); et(S_GET) || isset($_GET)), if(!empty($search_ids)),

484: Sstart_from = Sper_page * ($p - 1); // if(issei(S_GET) | issel(S_GET)), if(lempty(Ssearch_ids))

490: $search_ids = array_slice($search_ids, $start_from, $per_page); // ifissel(S GET) |[issel(S GET)), if(lemply(Ssearch ids))

'p.posted; /! ifissel($_GET) T issel(s_GET)), i(fempty($search_ids), s tcmfbscv b\

ESC'; /lif(isset(S_GET) || isset arch_id)) else , if(Saction show_replies' || Saction == ‘show_user_p
$db->guery(SELELTlm AS id, t.po: st_post, Llast_post_id, last_poster, tnum 'z'p tal icky, t.forum_id, f.forum_name FROM " . $db->prefix . 'topi

(‘Unable to fetch search results', __FILE, LINE. ifisset($_GET) | isset(S_GET)), if(lempty(Ssearch_ \dsw if( Sshou as ==posts’) else

499: $row = Sdb->etch_assoc(Sresulh){ /- isset(5_GET)), if(lempty($search_ids)).

500: $search_set]] = $row; //if(isset(S_GET) || issei($_GET)), if(lempty($search_ids))

606 foreach(§search_set as Scur_search)

671: echo echo Scur_search(1ic];

Sse: .
i \ssct(fb GET) | isset(s._ GETM o ply!$scamh ids)).

how_unanswered),

'show_user_topics' | $action == 'show_subscriptions' || $action

' |l $ac
AS UINNER JOIN' $db->prefix . ‘forums AS f ON fid=tforum_id WHERE Lid IN( . implode(’’, $search_ids) . ) ORDER BY ' $sort_by_sql .. $sort_dir) or error

requires:
61

($show_as == posts')

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
396: $result = $db->query (‘'SELECT tid FROM ' . $db->prefix . 'topics AS t LEFT JOIN" . $db->prefix . forum_perms AS fp ON (fp.forum_id=t.forum_id AND fp.group_id=". $pun_user'g_id] . ') WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.num_r rc:)hcs 0 AND t.moved_to IS NULL ORDER BY tlast_post DESC) or error
(‘Unams to fe clist, __FILE__, __LINE__, $db->error ()); // if(isset($_GET) || isset($_GET)), if(isset($search_id)) else , if($actio show_new || $action ow_recent || $action == 'show_replies' || $action == 'show_user_posts’ || $action shov topi Saction == 'show_subscriptions' || $action how_unanswered'), if($action == 'show_subscriptions')

n == "show_recent' || Saction =
‘show_recent' || $action =

user_posts' | $actio
s' [ Saction =='show_user._topi

! || Saction =

'show_replies' | $action == 'show
show_replies' | Saction == 'show_user_p

how_user_topics' | $actio
cs' | $action =

104 Srow = Sdb->fetch_row(Sresult){ // f(isset(5_GET) || isset(s_GET)). f(isset(Ssearch_id)) else
405: $search_ids[] = $row[0]; // if(iss: GET) || isset($_GET)), if( eua earch_id)) el if($action == 's|
480: Sper_page = $pun_user[disp_posis] : Spun_user[disp topicsT; // flissel(5_GET) | issei(s GET)), f{lempiy(search_ids))
81: §_GET = siripslashes array (S_GET); // common pp
483:$p = 1 : intval($_GET[ 1 ]); el(S_GET) || isset($_GET)), if(lempty($search_ids)),
484 Sstart_from = Sper_page * (§p - 1); //flissei(S_GET) || issei(s_GET)), f(lempiy(Ssearch ids))
490: $search_ids = array_ sllce(ssearch ids, $start_from, $per_page) if(isset(S_GET) || isset($S_GET)), if(lempty($search_ids))
ast_post : 'p.posted'; // ifisset($_GET)]|isset($_GET)), ilempty(Ssearch_ids)) swucm or

DESC'; // if(isset(S_GET) || isset($_ G[T;\ Nusseﬂ arch_id)) else , if($action = w || Saction ==show_recent’ || Saction == 'show_repli action == 'show_us
496: Sresult = $db->query (SELECT Lid AS (id, L poster tlast_post, tlast post id, tIast_poster, tnum_replies, tclosed, sticky, tforum id, fforum name FROM " . $db->prefix .
('Unable to fetch search results’, __FILE_, _LINE_ Sdh- error ()); // if(isset($_GET) || isset(S_GET)), if(lempty($search_ids)), if($show_as == ‘posts’) else
499: $row = Sdb->fetch_assoc(Sresult)){ | et($_GET) || isset($_GET)), if('empty($search_ids))
500: $search_set[] = $row; // ii(issel($_GET) ||issei(S_GET)). if(lemply($search_id
606: foreach(§search_set as $cur_search)

osts' | Saction == ‘show_user_topics' || $action =='show_subscriptions' || $action == 'show_unanswered),
AS UINNER JOIN . $db->prefix . ‘forums AS f ON fid=tiorum_id WHERE Lid IN(' . implode(',’, $search_ids) . ') ORDER BY ' $sort_by_sql . . $sort_dir) or error

requires:
613: if($show_as

posts’)

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

4 $|ang larum[ Closed] = Closed foru'n php array()
tus. ed! $lang_f 'Orum[(\nwd] '</s
stc«ytcx\‘ ‘. $lang_forum[ Sticky] . '</span>

I/ f(Scur_search 1="0')
I f($cur_search

685:

153 _u common.php

396 $result = $db->query (SELECT tid FROM" . $db->prefix . ‘topics AS t LEFT JOIN" . $db->prefix . forum_perms AS fp ON (fp.forum_id=t.forum_id AND fp.group_id=". $pun_user[g_id] . ') WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.num_replies=0 AND t.moved_to IS NULL ORDER BY tast_post DESC') or error

('Unable to fetch topic list', __FILE__, __LINE__, $db->error ()); // if(isset($_GET) || isset($_GET)), if(isset($search_id)) else , if(Sactio how_new || $action == 'show_recent' || $action == "show_replies' || $actio 'show_user_posts' || $action == "show_user_topics' || Sactior how_subscriptions' || $action how_unanswered'), if($action == 'show_subscriptions')
else

action == 'show_user_posts' | $action == ‘show_user_topics' || $action == 'show_: ! || $action == 'show ')
'show_user_posts' || Saction == 'show_user_topics' | $action == 'show_subscriptions' | Sacton = ‘show, unans

404: Srow = $db->fetch, row($resull))( if(isset(S_GET) || isset(S_GET)), if(isset(Ssearch_id)) else , W$acﬂon show_new || Saction == 'show_recent' || $action = w_replies’ || §:
405: $search_ids[] = $roy $_GET) | isset($_GET)), if(isset($search_id)) if($action ow_new || $action == 'show_recent' || $action == 'show_replies' Hsaumn
480: $per7page»$pun7user[msp7posts‘] pun_user[disp_lopics; // if(isset(5_GET) | \sseuS GET)), lom pty($search_ids)).

81§ GET stripslashes_array ($_GET); // common.php

483: : intval($_GET[»]); / S_GET) || isset($_GET)), if(lempty($search_ids)),

484: starl from = Sper_page * (Sp - 1); / f(issel(S_GET) || issel(5_GET)). if(lemply($search_| \cs)

490: $search_ids = array_slice($search_ids, $start_from, $per_page); // if(issel(5 GET) [ issel(S GET)), w(\‘amnly[Ssearrh ids)),

475: by if(isset(S_GET) || isset($_GET)) \f\‘emptvdsearch ds)), switch($sort_by)

496 er, Lsubject, Llast_post, Llast_post_id, Llast_posler, tnum_replies, Lelosed, tsticky, tforum_id, f.forum_name FROM . $db->prefix . ‘topics AS t INNER JOIN ' . $db->prefix . forums AS f ON fid=t forum_id WHERE tid IN(' . implode(', $search_ids) .’) ORDER BY ' . $sort_by_sql." . $sort_dir) or error
('Unable to fetch search results’, __| $db->error ()); // if(isset($_GET) [[isset(S_GET)), if(lempty($search_ids)), if($show_as == "posts’) else

499: $row = Sdb->fetch_assoc(Sresult){ 1/ i{sset(S_GET) [|issel(5_GET)), i(lem y/Ssea\ch ids)).

500: $search_set[] = $row; // if(issel($ GET) | issel($_GET)), if(lempty($search
606: foreach($search_set as Scur_search)

689: Ssubject Scur_search(id]. *>'. pun_imispeialchars (Scur_searchfsubject]). yuser'>". Slang_common[ by .. pun_htmispecialchars ($cur_search[ poster]) .
707: $subject (‘Sp\,n user && $cur_search > $pun_user && (lisset($tracked_t top\csy [} $tvackcd top\cs < $cur_search) && (lisset($tracked_topics) || $tracked_topics < $cur_search)),

714: Ssubject
726: $subject
727: $subject .

i(lempty($sublect

35

w_posts) || lempty(Ssubject_multipage)),
sts) || t_mul

. $subject_multipage

requires:
682: if($show_as

posts) else

Cross-Site Scripting
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153: $pun_user = array(); // common.php
396: $result = Sdb->query (SELECT tid FROM ' . Sdb->prefix . topics AS t LEFT JOIN" . $db->prefix . forum_perms AS fp ON (fp forum_id
('Unable to fetch topic list', __FILE__, __LINE__, $db->error ()); // if(isset($_GET) || isset($_GET)), if(isset($search_id)) else , if(Sactio

WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.num_replies=0 AND t.moved_to IS NULL ORDER BY tlast_post DESC') or error
how_replies' || $action == 'show_user_posts' || $action =='show_user_topics' || $action how_subscriptions' | $action ow_unanswered'), if($action =

t.forum_id AND fp.grou
how_new || $action

6= Spun_user['g_id]
ow_recent || $action

row_subscriptions’)

ction == "show_sub s' || $action
“show,subseriplions | Saton == shovw, unanévred)

'),

'show_recent' || $a

ction tion
show_recent || Saction

'show_user_posts' || Saction w_user_topics' |
‘show_user. pcss |I Sactio

0
‘show_user_topics' | $actior

else

404: $row = $db->fetch_row($Sresult){ // if(issel($_GET) || issel(S_GET)), ifissel(Ssearch_id)) else | \H%,-]L,Unn

A05 $search_ids] = $row[0]; // if(isset(S_GET) [|issel(S_GET)), if(issel(Ssearch_id)) else , if(Saction Saction
480: Sper_page = $pun_user[ disp_posis] : Spun_user[disp_topicsT; //if(issel(S_GET) || isset(s_GET)) ﬂ‘errpt)x%earch ids)),
_GET = stripslashes _array ($_GET); // common.php

$p=1: intval(§_GET[1]); / s, GET)\ \sset($ GET)), if(!empty($search_ids))

484: $start_from = Sper_page * ($p - 1); // (. T) [l issel(S_GET)), if(lempty($sear

490: Ssearch ids = array sice(Ssearch ids, $slsn nom $per_page); /! iflisset(_GET) || isset(S_GET), if(lempty(Ssearch_ids))

475: $sort_by_sql ' \f’wset% _GET) || isset(S_GET)), if(lempty(Ssearch_ids)), switch($sort_by)

320: $sort_dir = 'DE: T) \ ($_GET)), if(isset($search_id)) else , if(Saction == 'show_new || $action =

496: $result = $db- >guer1(SELECTHd A, tpcstef t.subject, tlast_post, tast_post id, tlast_poster, tnum_replies, t.closed

(‘Unable to fe sul ILE__, __LINE__, $db->error (); // if(issei(5 S ET)), if(lemply($search_id

499: $row = $db->fe!ch sssoctsresult))( f(issel(S_GET) || issel(S_GET)), 1

500: $search_set[] = $row; //ii(issel($_GET) ||issel(_GET)), ii(lempty(Ssearch_ids)),

806: foreach($search_set as $cur_search)

608: $forum = '<a href="viewforum php?id=". Scur_search[forum id]. "' pun_htmispecialchars ($cur_search[forum name1) . '</a>';

\nm n:—-r’ IS

jon == 'show_replies' || $2
show, rcp\ ies'|| Saction

show_recent' || $action how_replies' || $action =:
Hioky, Lforum i, fforum name FROM " - Sco->prefi |
if($show_as == ‘posts’ else

‘show_user_posts' || Saction == 'show_user_topics' || $action == 'show_subscriptions' || $action == 'show_unanswered'
ice AS UINNER JOIN". Scb->prefis - Torums AS f ON fidtforumn d WHERE tid IN( . implode( " $aearch.ds) ") ORDER BY ' . Ssort_by_sal " Ssort_dir) or error

requires:
682

: if($show_as =

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
: $db- >guer1( SELECT tid FROM ' . $db->prefix . 'topics AS t LEFT JOIN . $db->prefix . forum_perms AS fp ON (fp.forum_id
_FILE_, _LINE_, , Sdb->error O); /if(isset($_GET) || isset($_GET)), if(isset($search_id)) else , if($actiol

WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.num_replies=0 AND t.moved_to IS NULL ORDER BY tlast_post DESC') or error
ow_replies' || $action == 'show_user_posts’[| $action == ‘show_user_topics' || $action how_subscriptions' | $action == 'show_unanswered"), if($action =

orum_id AND fp.group_id=". $pun_user[q_id]
how_new || ow_recent || $action

how_subscriptions')

s' || $action
ubswplcns \ Saction == 'sho

'show_recent! || Saction

n ow_user_posts' || $a
show_recent || Saction == 'sho

w_user_posts' [ Sactio

ow_user_topics' | §
‘show_user_topics' [ $actior

Sdb->fetch_row(Sresult)){ // if(isset(S_GET) || issel(S_GET)), if(issel(Ssearch_id) else , ii($action ow_new || §
405: $search_ids[] = $row[0]; / i(issel(S_GET) [[issel(S_GET)), iissel(Ssearch_id)) else , if(Saction == ‘show_new’ || Saction
480: $per_page = $pun_user[ disp_posis] : Spun_user[disp_topicsT; //if(issel(S_GET) || issel(s_GET)) fr\errpty\$search ids)),
81:$_GET = stripslashes_array (§_GET); // common php
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=1:intval(S_GET[p1); //if set($_GET)), if(lempty($search
484: $start_from = Sper_page * ($p - 1); set(S_GET) || isset(5_GET)), if(lempty(Ss:
490: Ssearch_ids = array_ sice(Ssearch_ids, Sstart_from, Sper_| page);
. : o ¢

show_repl
forum_id, f.forum_name

s' || Saction w_unanswered')
ERE t.id IN(' |mp\ode( $search_ids) . ') ORDER BY ' $sort_by_sql . ' . $sort_dir) or error

action == 'show_u on == 'shoy orip
. $db->prefix . f ON f.id=t.forum_id

N E
poster, t.num

GET)), if(tempty

tsubject, tlast p
Sdb->error ()); /1
) |l isset($ )

500: Ssearch se] = $row; // 1 1soci(5 CET) | o
606 loreach(!ﬁsearchisel as Scur_search)

requires:
682: if(3show_as =

‘posts) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user
803: Sresu
>prefix . orum
813: Sour_forum = Sab->fetch_sssoc(Sresu)(
824: echo echo

= array();

at_id LEFT JOIN . $db-
position, c.id, f.disp_position’, true) or error (‘Unable to

id, f.
Spun, user(o \a]

t_name, f.id

url FRC $db->prefix

OM AS ¢ INNER JOIN' . $db->prefix
HERE (fp.read_forum IS NULL O?!r read_forum=1) AND

redirect trl1S NULL OR

BY

h categoryfforum list', __FILE_, __|

id AND fp.group_id

"fld-input"><input t kbox" nar forum-". $cur_forum[fid]. " value="". $cur_forum[fid] ban= <label for="forum-". $cur_forum[fid']. ">'. pun_htmispecialchars ($cur_forum[ forum na

requires:
806: if($pun_configl'o_search_all_forums] =

1" || $pun_user[is_admmod])

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_ user-array()
803: Sresult = Sdb->query
>prefix . s
839: Scur_forum = Sdb->felch assoc(sresull)i(
850: echo echo "IN <option value="". $cur_forum[id]. "' . pun_htmispecialchars (Scur_forum[forum_name]) . ‘</option>" . "

\.php
T cid AS ci

cat_name, f.id AS fid, f.forum_n:
id AND fp.group . $pun_user[’

ect_url FROM ' . $db->prefix . 'categories AS ¢ INNER JuN sun ->prefix ms AS f ON c.id= hal id LEF JOIN' . $db-
HERE (fp.read_forum IS NULL OR fp.read_forum=1) AND f redirect_url IS NULL ORDER BY c.dis jion, c.id, f.disp.

fon', true) or error (‘Unable to

ategory/forum ist, _FILE__, __LINE__, $db->error ());

requires
8

($pun_config[o search all forums]=="1"|| $pun_user{is_admmod]) else

File: C:! 1.4, list.ohp

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

106: define(PUN_GUEST', 3); // common.php define()
79: $result = $db->query (' SEL! 0 id, g_title FROM" . $db->prefix . ‘groups V
81: $cur_group = $db->fetch_assoc($result){
86: echo echo "1\ n value="". $our_group['q_id]. "> . pun_htmispecialchars ($cur_group[c (ille) .

ECT __FILE_, __LINE__, $db->error ());

HERE g_id!=' . PUN_GUEST . ORDER BY g_id') or error (‘Unable (o fetch

optio: ion>" . "\n";

requires:
85 if($cur_groupl'y_id]

$show_group) else

Cross-Site Scripting

Userinput reaches sensitive sink.

1032 define(PUN_UNVERIFIED', C hp define(
1:$_GET = mmon.php

mgs\ashes array ($ GET)

if(Susername

st count, _FILE__, __LINE__, Sdb->error ());

)
43 $resu\l = $db EUEYY(StLt( T implode(' AND ', $where_sql) : ")) or error (‘Unable (o fe
4: $num_users = Sdb->result($result);

47» $num_pages = ceil($num_users / 50);
49:$p =1 :intval($_GET[p]);
isset(S_GET[

isset(S_GET[ +'ASC}
57: $paging_links an class="pages-label">' . Slang_common[ Pages] . " <
116: echo echo Spaging_links;

UNT(id) FROM " Sdb->prefix. ‘users ERE Uid>1 AND U.group_idi='. PUN_UNVERIFIED . (1" AN

username’;

w_group=" . $show_group . ‘&amp;sort_by=". $sort_by . ‘&amp:sort_dir=". $sort_dir);

paginate (Snum_pages, $p, "userlist php?username=' . urlencode($usemanme) . ‘&amp:s

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink

103 define(PUN_UNVERIFIED', 0); // common.php define()
1:$_GET = mps\ashes array (S, GETJ, comm on;mv
9 al(

. $show_group;
/) EES GE[[\nr A

air]) 8& D
1 : intval($_GET[]);
50: $start_from =50 * (§p - 1);
138: $result = $db->query (SELE:

fetch user IDs', __FILE_, __LINE

ORDER BY " $sort_by .. $sort_dir . . u.id ASC LIVIT " $start_from .. 50) or error ('Unable (o

u.id Roh . $db->prefix . ‘users AS u WHERE u.id> 1/\NL u.group_i m‘ ' - PUN_UNVERIFIED .
un_user == '1' && $pun_config = I S*(*2)\r

' AND \mp\ude(‘/\ND Suhere_sal):
%s' $ ks

212 for(§i = ; $i < $num_links; ++8i) // he ), if(p 09+ config . "\n", Sextra_li
143: for($i i $db->resu\t($resull $i); $i++)

144 Suser_ids{] = Scur_user_id;

147: $result = $db->query (‘SELECT u.id, u.userame, u.lille, u.num_posts, uregistered, 9.9 id, 9.g_user_Llile FROM " . $db->prefix . ‘users AS u LEFT JOIN" . $db->prefix . ASgONgg id INC . implode( ', $user_ids) . ) ORDER BY ' $sort_by . *. $sort_dir . ", u.id ASC') or error (‘Unable to fetch user list, __FILE__, __LINE__, $db->error

0
149: Suser_data = Sdb->fetch_assoc(Sresult)){

requires:
140: i($db->num_rows(Sresult))

Cross-Site Scripting
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oo php define()
common.php
‘show_group’)) :

Sshow /_group; // i
by1) 8&$_GET[sorl b
_dir]) 8& A

103: define( F’UN UNVERIFIED', u),

: dir = isset(S_GET[s0
49:8p=1: mwal(s GET[0);
* ($p

50: $start_from 1)
138: Sresul $db->guery( ELECT uid FROM! . Sdb->prefi. ‘users AS u WHERE 1 AND u.group_icl=' PUN_UNVERIFED.. (1 AND . lrplode(’ AND:. Swhere_sql:) . ORDER BY ' Ssor_by .. SsorLdir ., id ASC LIMIT . Sstat_from . or error (Unable fo fetch user D, __FILE_, __LINE__
212: for($i = *; $i < $num_links; ++8i) // he $pun_user =="1' && $pun_config !=") natc [0-9]+)\s*=\s" s n_config . "n", Sextra ).

de
143: for($i = *; $cur_user_id = $db-: >resu\1($result $\) $i++)
144: Suser_ids{] = Scur_user_i
147: $result = $db->guery ('SEl

id IN(" . implode(', Suser_ids) . ) ORDER BY " Ssort_by ." " $sort_dir ., u.id ASC') or error (Unable to fetch user list, __FILE_, __LINE__, $db->error

T u.id, u.username, u.fitle, u.num_posts, u ed, 9.g_id, g.g_user_title FROM " . $db->prefix . ‘users AS u LEFT JOIN" . $db->prefix . ‘groups AS g ON g.g_id=u.group_id

0)

149: $user_data = Sdb->fetch_assoc(Sresult)){
151: Suser_title_field = get title (Suser_data);
156: echo echo $user _title_field;

requires:
140: if($db->num_rows(Sresult))

r Cross-Site Scripting
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Userinput returned by function fefch_assoc() reaches sensitive sink.

103: define('PUN_UNVERIFIED', 0); // common.php define()
81:$_GET = stripslashes array (s GET): // common.ph
29: $show_group = intva g Loy

$db->guery(>E T

1 $i < Snum_links; ++$i) 5p
*Seur_user id = Sdb-sresult(Srosul, i Siv+)

144 Suser_ids] = Scur_user_i

147: $result = $db->query (5L

implode(' AND ', Swhere sl
\_config . "\n", kwu

d>1 AND u.group

='. PUN_UNVERIFIED . (' AN
config 1="), f(p 3

h_all('%([0-9]+ *(2)\n%s'

ECT u.id, u.username, u.title, u.num_posts, u.regi ASgONg.c

3.9_id. 9.g_user_litle FROM " . $db->prefix . ‘users AS u LEFT JOIN' . $db->prefix . '

0
149: $user_data = Sdb->fetch_assoc(Sresult)){
157: echo echo forum_number_format (Suser_data[ num_posis1);

requires:
1

($db->num_rows(Sresult))
($show_post_count) :

15

RBY' . $sort_by. . $sort_dir. ", uid ASC LIMIT . $start_from. ", 50') or error (‘Unable

/HERE u.id IN(' . implode( ., $user_ids) . ) ORDER BY ' . $sort_by .

. $sort_dir . uid A

_FILE_,

_LINE_

or error (Unable to fetch user fist, __FILE_,

. _LINE_

, $db->error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

103: define('PUN_UNVERIFIED', 0); // common.php define()
81: $_GET = stripslashes_array (s GETJ, common.php
o)

49: $p =1 intval($_ GET[ P ])
50: $start from = 50
138: $resul

:Ron . $db->prefix .
$i) // he phpif($pun.
; $cur_user_i $db->resuu($resun $i); $i++)
144: Suser_ids[] = Scur_us
147: Sresult = Sdb->query (

1 AND u.group_id!=" . PUN_L UNVERIFIED
), if(pr all(*%([0-9]+

implode(' AND ', $where_sq)
config . "\n", Sextra_links))

ORDER BY " $sort_by .. $sort_dir . . u.id ASC L

n_config !

ser_title FR

T u.id, u.username, u.title, u.num_posts, u.registered, g.g_id, g - $db->prefix . ‘users AS U LEFT JOIN' . $db->prefix . s AS g ONg.c

)
149: Suser_data = Sdb->fetch_assoc(Sresult)){
159: echo echo format_time ($user_datal ¢

1, true);

requires:
140: if($db->num_rows(Sresult))

. $start_from ., 50') or error (‘Unable

id IN(C . implode('.', $user_ids) . ) ORDER BY ' . $sort_by . "'

Ssort_dir ., u.id A

_FILE_,

_LINE_

or error (‘Unable to fe

cf

orlist, _FILE_,

_LINE_,

. $db->error

Cross-Site Scripting

Userinput reaches sensitive sink.

103: define('PUN UNVERIFIED', 0);
81:$_GET = stripslashes array ($_

28: $username =
38: $where_sqll]
34: Swhere_sql = array();

43: $resuu—$ab->guemsa CT COUNT(id) FROM ' $db->prefix . ‘users AS
44: $num_users = Sdb->result($result);

47 $num_pages = ceil($num_users / 50);

49: $p =1 s intval($_GET[]);

30: $sort_by
31: $sort_dir
57: $paging_links =
177: echo echo $paglng_hnks

semame') 84 pun_trim (5 GET[ usomare)
like_command re| ce(‘ "% I

ERE u.id>1 AND u.group_id!=". PUN_UNVERIFIED . (I' AND ' implode(' AND ', $where_sql) : ")) or error ('Unable o fetch user list count', _FILE__, __LINE__, $db->error ());

]J&&$ GETTsor

rt_by] : ‘username’;

paginate ($num_pages, $p, ‘userlist.php

ername=". urlencode($username) . ‘&amp.

1p=". $show_group . ‘&amp;sort_by=". §sort_by . ‘&amp;sort_dir=". $sort_dir);

File: C:! 1.4.8/vi php

HTTP Response Splitting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153 $pun_user = array(); 3

1:$_GET = lngs\ashes anay (8_GET: / common pho
17: $id = intval($_GET[\c]) :
28: $resu\( $db- >guery( m_name, f.redirect_url, f.m
(Unal o', _FILE_, __LINE__, Sdb->error ()); // i
33: $cur forum = $db->fetch_assoc(Sresult
38: header header(Location: . $cur_forum{ redirect url]);

s, f.num

orum_name, f. orator
$pun_user) else

fp.post_topics, 0 AS is_s d FROM " . $db->prefix . forums AS JOIN'" . $db->prefix . forum_perms AS fp ON (fp.forum_id=".id AND fp.group_id='

requires:
36 if(Scur_forum| redirect url]1=")

$pun_user[q_id]

") WHERE (fp.re:

d_foru

IS NULL OR fp

ea

forum=1) AND f.i

- $id) or

error

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common.php

GET = stripslashes array ($_GET); // common.php

17: $id = intval($_GET[

28: $resuu—$du >guem(gEL CT f.forum_name, f.redirect_url, f.modef
"Unable foruminfo’, __FILE_, _LINE__, $db->error ()); // if(!

33: $curJorum db->fetch_assoc(Sresult);

43: unserialize $mods_array = unserialize($cur_forum[ moderators]) : array();

f.num_topics, f.sort_by, fp.pos

bed FROM " . $db->prefix . forums AS f LEFT JOIN " . $db->prefix . ‘forum_perms AS fp ON (fp.forum_id=f.id AND fp.group_id='

$pun_user[q_id]."

foru

m IS NULL OR fp.read

forum=1) AND f.id="

. $id) or

error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); .php

81:$_GET = irpsiashes array (8. GET), / common php

17: $id = intval($_GET[ 7) : 0;

28: Sresult = $db- Sauery ( f.forum_name, oct_url, f.m
t " forum info’, _FILE_, __LINE_, Sdb->error ()

f.oum
if(!$pun_user) else

cs, f.50rt_by, fp.post_topics, 0 AS is_s yed FROM " . $db->prefix . "forums JOIN'" . $db->prefix . forum_perms AS fp ON (fp.forum_id=".id AND fp.group_id='

33:
111 echo echo pun_htmispecialchars (Sour.forum{orum name1);

$pun_user[ g id]

NHERE (fp.read

foru

M IS NULL OR fp.read

forum=1) AND f.i

. $id) or

error

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); 0

81: $_GET = stripslashes_array ($_( GET) common php
: $id = intval($_GET[10]) : 0;

result = $db->query (‘SELECT fforum name

(Unable to forum info’, __FILE__, __LINE__, $db- >ermrl))

33: Scur_forum = $db->fetch_assoc(Sresult);

122: echo echo pun_htmispecialchars (Scur_forum[forum nam

f.num_topics, f.sort_by
_user) else

LEFT JOIN' . $db->prefix . ‘forum_perms AS fp ON (fp.forum

sed FROM . $db->prefix . ‘forums id AND fp.group_id="

.
if(1Sps

$pun_user[q id]."

HERE (fp

d_for

M 1S NULL OR fp.reac

. $id) or error

[ cross e seripting

‘ Userinput returned by function fetch_assoc() reaches sensitive sink.

open in browser PRO versio Are you a developer? Try out the HTML to PDF API
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4: $lang_forum[ Clc
197: Sstatus_tex[]

array()
Slang_forum[ Closed] . '</span=;
. $lang_forum|
$lang_forum(['Sticky

81:$_GET =
17: $id =

ay(); d
tinsiasheq.array (8_GEy / common pho
intval($_GET[c]) :
t_by = 'last_post DES
ntval($_GET[p1);
76: Sstart_from

1* ($p -
1 , $db->error ());

HERE forum_id c DS,

1' && $pun_config !=

$start_from _LNE_,

"\n', Sextra_links)).

$pun_user'd

1)
Sdb->prefix . opics)) or error (Unable _FILE_,
er.phpif($pun_usel

nks; ++i) d ($pun_use
Scur_topic_id $db >result($result, $i); s.n)

-$id . ORDER BY
"), if(preg_m:

- $db-

tnum_replies, t.clc

posted, tid, t.
opic_id AND p.p

tsubjec
=" Spun_user{ ¢ 1]

_FILE_,

$db->prefix . 'topics AS t LEFT JOIN'
t_id, tlast_poster, t.num_views

@i

Y topic list,

_LINE_,

els:
162: Srosult = Sdb- >query ($sql) or error ('Unat . $db->error ());
165: Sour_topic = $db->fetch_assoc($result)(
196: Ssubject = iewtopic.php?id=" $our. topif ]
205: $subject $subject .
219: $subject ass="ipo:
234: $subject . Ssubject new_posts
235: $subject .= ' $subject_multipage :

if($cur_topic == '0") el
opic == null

Ww])
Sour_te

topics) || §

requires:
141: if($db->num_rows(Sresult))

ORDER BY tsf

ticky DESC, t.! f(Spun

$sort_by .’ Lid DESC'; user || $pun

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); m
GET = stripslashes array (5_ GET)

= intval($_GET[
58: $sort_by = last_post D
75:$p =1 intval($_GET[]);
76: $start_from = $pun_user[

common.php

ur_fo

S1*(3p-1);

FRON” . $db->prefix .
X he Spun_us

: ; $cur_topic_id = $db»>resu\l($resu\| $i); Sit+)

145: Stopic_ids{] = Scur. mpuc id;

um)

topics") or error (‘Unable LINE__, Sdb->error ());

fetch topic IS, __FILE__, __|

- Spun_usor( i

HERE forum_id=". $id
1" && $pun_config 1= "), if(p

' ORDER BY stic
match

C.'.$sort_by. ", id DESC LIMIT
“no -

$start from .
config . "\n’ ra

(0-91+ a_links

all(®

LEFT JOIN'. $db-

. tnum_replies

d, tid, t.subject, t.p t
_id=' $pun user{ i

r, tnum v tnum_re
) GROUP BY t.id". (', t.sut

tlast_post, tlast
RE tid IN

1. $db->prefix . ‘topic:
implode( ,$topuc |ds) t_post_id, tlast_poster, t.num ed, tsticky, t movec i)

t.clos

_to, p.

pic.id AND p.p

162: $result = $db->query ($sql) or error ('Unat FILE_, __LINE__, $db->error ());

165: Scur_topic = $db->fetch_assoc($result)){
248: ech echo forum_number_format (Scur_topic[1urm_replies) :

ch topic list, _|

requires:
14

($db->num_rows(Sresult))

ORDER BY t.

sticky DESC, 1. $sort_by .

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); mon.php
1

$_GET = stripslashes array (S_GET); // common.php

17:$id = intval(s_GET[ 10 D
58: $sort_by = last p:

75:$p =1 intval($_ GET
76: $start_from

cur_fo

]‘(59'1)‘

LINE__, Sdb->error ());

WHERE forum_ic
&& $pun_config

p_topi

L _FILE_, |

1) or error (‘Unable

$sort_by ., id DESC LIVIT " $start_from
wrss -

$pun_user ¢
n_config . "\n", $extra_links)).

eadel Sp
$cur topic d < Sdb- >resu\l($resu\( $i); $i++)
145: Stopic_ids[] = Scur_topic_i

FROM
tlas!

TUOIN' . $db-
tnum_replies,

r, tnum_views, tn
) GROUP BY t.id

Sdb->prefix.

id, tlast_po:

topic:

um_repl
- (. tsubje

Al posted, t.id,
opic. id AND p.por

ast_post,
HERE tid IN

subject, tp
$pun_user[c 1]

_FILE_,

ORDER BY

ster. tp d, tlast_po
tid=p id=". implode( ., $topic_ids) rid' ")

else
162: Sresult
165: Scur_topic
249: echo echo forum_number_format ($cur_topic{ n

$db->query ($sql) or error ('LUna
$db->fetch_assoc(Sresult){

h topic list, __LINE__, Sdb->error ());

requires:
1412 if($db->num. rows(sresum)
249: if($pun_configlo_topic

SC, t.!

sticky DE $sort_by ., tid DESC'; // if($pun_user || Spun_cs

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

175: $last_post = if(Scur_to = null) el
153: $pun_user ay();

81:$_GET = mps\ashes array (5_ GETJ,
= intval($_GET[10])
58: $sort_by = sl pos
75:$p =1 intval($_ GET )
76: $start_from = $pun user[dh topics]* ($p - 1
$db->query T id FRC

* $ii < $num_| Imks +¢$|) header phpil($pun use
Scur_topic_id = $db->result(Sresult, $i); Si++)
Scur_topic_it

common.php

LINE__, $db->error ());

WHERE forum_id

.$id . ' ORDER BY
1' && $pun_config !=")

f(preg_match_all

$start_from ... $pun_user{disp_topics]) or error (L _FILE_, _|

"\n", $extra_li

fig

t.posted, tla:
WHERE £id ¢

tlas d, thast
|mplode( . Stopic_ids) .

tsticky, t.mov
last

| AS has smm tid, tsubject, t.po:

ROM . $db->prefix . ‘topics
6= $pun_user[ 4] . P p

tlast_post_id, t.las

) GROUP B tnum_replies, t.c

LINE__, Sdb->error ());

else

162: Sresult
165: $cur_topi
173: $lasi_post

Sdb->query ($sql) or error (‘Unzble 1o
db->fetch assoc(sresuu))(
href="viewtopic.php?pid=" .

h topic list', _FILE_, __|

o).

$lang_common[> </span>'; r_topic == null

format_time ($cur_topicl a5 . pun_htmispecialchars (Scur_topic’

Sour_topic[last_post id]. #p' . $eur_topic[last_post id]. "

requires:
141: f($db->num_rows(Sresult))

ORDER BY t

sticky DESC, t.'. $sort_by . ", tid DESC'; // if($pun_user || Spun

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink

153: $pun_user = array(); 1.php
81:$_GET = stripslashes array ($_GET);
17: $id = intval($_GET[

result = $db->query (‘SELECT forum_name, frec url, f.modera
e 1o fetch forum info', __FILE_, _LINE__, $db- >error1)) if(1$pun
33: Sour._forum = $db->fetch_assoc(Sresult);

290: echo echo pun_htmispecialchars (Scur_forum[forum_name]);

common.php

1.id AND fp.group_id=". $pun_user[g_id] . ) WHERE (fp.

JOIN" . $db->prefix . forum_perms AS fp ON (fp.forum_id=

post . Sdb->prefix . i

s, f.num_topics, f.sort_by, fp.
User) el

t_topics, 0 AS is_subscribed FROM

i_forum IS NULL OR fp.read_forum=1) AND f.id="_. $id) or error

File: C:! 1.4.

Unserialize

Userinput returned by function fetch_assoc() reaches sensitive sink.

153 Spun_user = array(); 0
1:$_GET = stripslashes array (5_ GETJ,

19: $pid = intval($_GET[vid]) : 0;

30: $result = $db->query (‘SELECT topic_id, posted FROM

34: list($id, $posted) = $db->fetch row(Sresuu),

85: Sresult = Sdb->query (SELEC t.closed, t.num tsticky, tir ies, 0 AS is_s

>prefix . forum_permms id AND fp.grou . $pun_user[g. id=". $id .’

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

common.php

hosts WHERE id=". $pid) or error (‘Unable to fetch topic ID', __FILE__, __LINE__, $db->error (); // if(Spid)

- Sdb->prefix..
) if($pid).
\_replies,

EFT JOIN'. $db-
user) else

cribed FROM
AND t.mc

. $db->prefix .
NULL) or error (L

‘topics AS t INNER JOIN . $db->prefix . ‘forums AS f ON f.id=t.forum_id

.id AS forum_id, f.forum_name, f.moderato
able (o felch topic info', __FILE__, __LINE__, $db->error ());

HERE (fp.read_forum IS NULL OR fp.read_forus

t_id,

=1) AND
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90: $eur_topic = $db->fetch_assoc($result);
93: unserialize $mods_array = unserialize($cur_topicl moderators]) : array();

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array();

mon.php

81:$_GET = stripslashes array (S_GET); // common.php
19: $pid = intval($_GET[pd]) : 0;

30: $result = $db->query (‘SELECT (0 po ‘posts WHERE id=". $pid) or error ('Unable to fetch topic ID', . $db->error ()); // if(Spid)
34: list($id, Sposted) = $db->fetch mw(SresuI()
LEC lose

_FILE_

__LINE_,

4 FROM

$db->prefix
)

85: $resu\l-$db >query ( ub; s, t.sticky, t.first_post_id, f.id AS forum forum_name, f.moder LINNER JOIN . $db->prefix .
>prefix . ‘forum_perms AS rum - $pun_user['g_id'] .") WHERE (fp.read_forum IS NULL OR fp ble to fetch topic info’, __FILE_,

b ON (fp.fo
96 Scur_topic = Sdb-afelch, assoc(Sresult).
182: echo echo $cur_topic[ Torum_id];

‘forums
__LINE

N fid=t.forum_id
. $db->error ());

EFT JOIN'. $db-
Spun_user) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81:$_GET = stripslashes array ($_GET);
19: $pid = intval($_GET[p0]) : 0;
30: $result = $db->query (SFLEC posted FROM
34: list($id, $posted) = $db->fetch_r row(sresuu) [

85: $result = $db->query (SELECT
>prefix . forum_perms AS fp um-:nm,m
90: $cur_topic = $db->fetch_assoc($result);

182: echo echo pun_htmispecialchars (Scur_topicl forum_name’));

common.php

HERE id="

- Sdb->prefix..
() if($pid),

n_replies, t.sticky, t.first_post
- $pun_user{o 0]

$pid) or error (Unable (0

“h topic D', __FILE__, __LINE__, $db->error ()); // f(Spid).

bed FROM
015 NULL") o error (U

- Sdb->prefix . topics AS t INNER JOIN' . $db->prefix .
ble to fetch topic info', __FILE_,

‘forums A
_LINE_,

f ON f.id=t.forum_i
, $db->error ();

EFT JOIN' . $db-

$pun,

user) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink

153: $pun_user = array(); // common php
81:$_GE mps\ashes array ($_GET);
19: Smd intval($_GET['

30 M—$db->gusm(bEL topic_id, posted FROM
34: Ils(($|d Sposted) = $db->fetch row(sresult)

85: $result = $db->query (‘SELEC ct,
>prefix. ‘foru S

common.php

. $db->prefix .
list() if($pid)

closed, t.num_re

id AND fp.grou

posts WHERE id=" . $pid) or error (‘U

le to fetch topic ID', __FILE__, __LINE__, $db->error ()); // if(Spid)

d, f.id AS forum_id, f.forum_name, f.moderators, fj

{ERE (fp.read_forum

es, tsticky hos
. $pun_L user[g id]

ibed FROM
. AND t.moved,

. $db->prefix .
015 NULL') or error (U

le to fetch topic info', __FILE_,

'l); /1 if($pun_config =="1"

‘topics AS t INNER JOIN ' . $db->prefix . ‘forums AS f ON f.id=t.forum
,_LINE_,

EFT JOIN'. $db-
Spun_u

$db->error ());

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink
81: $_GET = stripslashes attay ($_GET); // common php

19: $pid = intval($_GET[pid]) : 0;

30: $result = $db->query (‘SELECT d, posted FROM

34: list($id, $posted) = $db->fetch_r mw(Sresuk),

153: Spun_user = array(); m

- Sdb->prefix .
list() f($pid),

if(Spid).

. $pid) or error ( Unable to felch topic [, __FILE_, _LINE__, Sdb->error ());

37: $result = $db->query (‘SEL G0N FROM” . $db->prefix . ' . $posted) or error (‘Unable (o count previous posts’, __FILE_, __LINE__, $db->error ()); // f(Spid)
38: $num_posts = Sdb->result($result) + 1; // f(5pid)
40: $_GET[ '] = ceil($num_posts / $pun_user[ disp_posts']); // f(5pid)
127:8p = 1 : intval($_GET[ p]);
128: Sstart_from = $pun_user[disp_posis]*
$db->query (SELECT <FF<or sdb ->prefix . 'no: HERE topic_id=". $id . ' ORDER BY id LIMIT __LINE__, Sdb->error ());

user =

$5Larl irom

" $pun_user[
[0-9]4)s %s', Spun_cc

$i < $num_links; ++8i) // header phpif(Spun
 Scur_post_id = Sdb->result($result, $i); $i++)
Scur_post_id

ELE

1' && $pun_config 1= "), if(preg_m:

all(?

\M] (Sp- 1)
Sdb->query (SELECT id FRONI . Sdb->prefix . HERE topic_id=". $id . ORDER BY id LIMIT " . $start_from " . $pun_user{ disp_posts]) or error (Unable to

open in browser PRO versio Are you a developer? Try out the HTML to PDF API

__LINE__, Sdb->error ());

Sdb->query ( T u.email, ufitle, u.url, ulocation, u.sig email_setting, u.num_posts, u.registered, u.admin_note, p.id, p.poster AS username p.poster Id, p poster_ip,p poster_em: hide_smilies, ed, p.edited_by user_title, o.user_id AS is_online FROM ' . $db->prefix . 'posts AS p INNER JOIN" . $db-
>prefix . 'users AS u ON u.id=p.poster_id INNER JOIN ' . $db->prefix . ‘groups AS g ON g.g_id=u.group_id LEFT JOIN" . $db->prefix . ‘online AS 0 ON (o.user_id=u.id AND o.user_id!=1 AND o.idle=0) WHERE p.id i |mp|ode1 , $post_ids) JHL}:H bYr d, lrue)orerrcriunw oo {ch postinfo’, _FILE__, __LINE
342: echo echo $cur_post[i];

Cross-Site Scripting
Userinput returned by function fefch_assoc() reaches sensitive sink
81:$_GET = stripslashes array ($_GET); // common.php
19: $pid = intval($_GET[id]) : 0;
30: $result = $db->query (‘SELECT d, posted FROM ' . $db->prefix . 'posts. . $pid) or error (Unable to feteh topic 1D, __FILE__, __LINE__, $db->error ()); // if(Spid).
34: list($id, $posted)-$db»>1 tch_r w(sresuu) list() if($pid),
153: $pun_us: ay();
37: $resu\t-$db >guery( UN\ id) FROM " . $db->prefix . ‘posts WHERE topic_id=". $id . ' AND $posted) or error ('Unable unt previous ps __FILE__, __LINE__, $db->error ()); // if($pid)
38: $num_posts = $db->result(Sresult) + 1; // if(3pid)
40: $_GET[1] = ceil($num_posts / Spun_user[cisp postsT); // f(Spid)
127:$p = 1 : intval($_GET[1]);
128: $start_from = $pun_user[" '(s -1y
201: $result = $db->guery ( sdb >preﬁx 'po: $d ' ORDER BY id LIMI SsLarl from SDun user[. ) or error (‘Unable to __LINE__, Sdb->error ());
212: for($i = *; $i < $num_links; + == 1" && $pun_config 1= "), if(preg_match_all(%([0-]+) n%s' _config extra_links)),
204: for($i = *; $our_post_i
205: $post_ids[] = $cur_post_id;
211: Sresult = Sdb->query ( u.email, u fitle, u.url, ulocation, u re, u.email_setting, u.num_posts, u.registered, u.admin_note, p.id, p.poster AS username, p.poster_id, p.poster_ip, p.poste essage, p.hide_snilies, p.posted, p.edited, p.edited_by, g.g_id, g - $db->prefix . 'posts AS p INNER JOIN' . $db-
>prefix. users AS u ON u.i d INNER JOIN" . $db->prefix . 'c S g ONg.g_id=u.group_id LEFT JOIN" . $clb->prefix . ‘online AS o ON (o.user_id=u.id AND d!= .Hk:m:; id m implode('., $post_ids) . ') )RLA:RbV;\ ', true) or error (Unabl |
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
81:$_GET = mgs\ashss array ($_GET); // common.php
19: $pid = intval($_GET[.
30: $resu\|-$db->guemsa osled FROM ' . $db->prefix . ‘posts WHERE id=" . $pid) or error (‘Unable (o felch topic ID', __FILE__, __LINE__, $db->error ()); // if(Spid)
34: lis(Sid, Sposted) = $db->fetch._ row($result) list() if($pid).
153: $pun_user = array(); m
37: $result = $db->query (SELECT C SUNT ) FROM" - $db->prefix . 'posts WHERE topic_id=". $id . ' AND po . $posted) or error (‘Unable to count previou __FILE_, __LINE__, $db->error ()); // (Spid)
38: $num_posts = $db->result($result) + 1; // if($pid)
40:$_GET[] = ceil($num_posts / Spun_user| disp._posts); /11(5pid)
=1 intval($_GET[p
128: $start_from = $pun_user[ P p-1);
201: $result = $db->query ('SELECT id F! . $db->prefix . 'posts WHERE topic_id=". $id . ' ORDER BY id LIVIT . $start_from .. $pun_user[ disp_posts]) or error (‘Unable to o0stIDs, __FILE_, __LINE__, $db->error ());
212: for($i = *; $i < $num_links; ++$i) / header phpif($pun_user =="1' && $pun_config 1= ), ii(preg._match_all(%([0-9])\s"3s(.*?)\n%s g "\n", Sextra
204: for($i Sdb->result(Sresult, $i); $i++)
205: $post_ids[] = Scur_post_id;
211: $resu $db->query ( T u.email, utitle, u.url, u.location, u.signa u.emai ing, u.num_posts, u.registered, u.admin_note me e p.poster_ip, p.poster_email, p.n de_smilies, by g.g_user_title, o.user_id AS is_online FROM ' . $db->prefix . 'posts A NNER JOIN ' . $db-
>prefix . ‘users AS U id=p.poster_id INNER JOIN " . $db->prefix . ‘groups AS g ON g.g_id=u.group_id LEFT JOIN" . $db->prefix . ‘on ine AS o ON (o.user id=u i AND o AND o.idle=0) WHERE p.id IN ( |mp|odal ,$past ids) ) ORC ER By p J trua)orsnurluwask to fetch post info’, __FILE_, __LINE_,
343 echo echo format_time (Scur_post[posied]);
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink
: $_GET = stripslashes array (S_GET); // common.php
19: $pid = intval($_GET[pid]) : 0;
’$resu\t $db->query ('SELEC d, p 1 FROM " . $db->prefix . | - $pid) or error topic 1D, _FILE__, __LINE__, $db->error ()); // (¢
ist($id, $posted) = $db->fetch_row(Sresult); // ist() if(Spid)
153 Spun_user = array(); mon.php
37: $result = $db->query ('SELECT COUNT(id) FROM " . $db->prefix . HERE topic_id=". $id . ' AND po $posted) or error (‘Unable (o count previous posts', __FILE__, __LINE__, $db->error ()); // if($pid)
38: $num_posts = $db->result($result) + 1; // f(5p w(‘
40: $ GET[] = ceil($num os(s/$pun user{'disp_posts']); // if($pid)
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n_config . "\n", Sextra_links))

212: for($i = ; $i < $num_links; ++8i) // header phpif($

204 for(§i = ; Sour_post_id = Sdb->result(Sresult, $i); $i++)
205: $post_ids[] = Scur_post_id:

211: Sresu Sdb->guery( ELECT u.email, u.tile, u.url, u.location oto. pd. ppostor AS usemaime, p postar. « p.poster_ip, p.poster_emai, p.message, p.hide_smilies, p.pos p.edited_by, g user_title, o.user_id AS is_on| mLFROH . $db->prefix . 'posts AS p INNER JOIN . $db-
>prefix . s poster_id INNER JOIN . $db->prefix . up_id LEFT JOIN $db->preﬂx online AS 0 ON (o.user. id=u.id AND o.u AND 0.dle=0) WHERE p.id IN (" implode(, $post_ids) . " ORoER nv; o \rue)orerrar(uv\u\u\o fetch post info’, __FILE_, __L

286: Susername = pun himispecialohars (Scur_posi[ .1 ¢
349: echo echo $username;

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

81: $_GET = stripslashes array (3 GET); // common.php
19: $pid = intval($_GET[vid
30: $result = $db->query (‘SEL F( d, posted FROM " . $db->prefix . ‘post:
34: list($id, $posted) = $db->fetch row(sresulz) list() if($pid)
153: Spun_user = array(); // common php
37: $result = $db->query (SELECT COUNT(id) FROM ' . $db->prefix . ‘posts |
38: $num_posts = $db->result($result) + 1; // (3pid)
)] = ceil($num_posts / $pun_user{ disp_posts); 1/ i(Spid)
: intval($_GET[ ])

HERE id=". $pid) or error ('Unable to fetch topic ID', __FILE__, __LINE__, $db->error ()); // if(Spid)

intprevious posts', _FILE__, __LINE__, $db->error ());

. $posted) or error ('Unable (¢

. $id . AND

HERE topic.

)5, _FILE_, __LINE_, Sdb->error ());

) or error (‘Unable to
", Sextra_links))

HERE topic -8id.
1' && $pun_config = "), if(preg_m:

St51% ($p - 1)
H ” FROM* $db >prefix DO
3 $i < $num_links; ++8i) // header phpif(Spun_user =
*; $cur_post_i —$db->resull($result $\) $i++)
205: Spost_ids(] = Scur_post_id;

RDER BY id LIMI $start_f from " $pun_user['disp,
h_all(‘%([0-9]+)\s"=\s*(.*?)\n%s, $pun_config

o JOIN' . $db-

ted, p.edited, p.edited_by, g g
RDER BY p.id (rue)orerrorum ble to

p.message, p.hide_smilies, p

ser_title, o.user_id AS is_online FROM " . $db->prefix . ‘posts AS p INNE!
os _FILE

211: Sresult = $db->query ('SE: u.email, u fitle, u.url, ulocation, u s, ureglstered u.admin_note, p.id, p.poster ername, p.poster.id, p.poster ip, p
>prefix . ‘Users AS U ON u.id=p.poster_id INNER JOIN . $db->prefix . - $db->prefix . 0 ON (0.user_id=u.id AND o.user_id! ERE p.id IN (" implode( ', $post_i |ds; - _LINE_,
) f(8pun._config == 1" 8& $pun_user 1= 0', fisset(Suser_avatarcache)) else

oups A
ostposter_id]= generaio avalar markug (Scur._posil: Sosier i ]) if(Scur_pos
lar'>". $user_avatar . </dd>" . "\n’

243: $user_avatar = $user_avatar_cache[$cur.
351: echo echo 111111 ste

requires;
351: if($user_avatar !

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

1:$_GET = stripslashes aray ($_GETY; // common.php
T[0id]) - 0,

query (‘SELECT topic id, posted FROM . §db->prefix . posts WHERE id=" $pid) or error (Unable {0 fetch topio [0, __FILE_, __LINE__, $db->error (); // f(Spid)
34: list($id, $posted) = Sdb->fetch row(sresult) list() f(Spid)
153: $pun_user = array(); // con
37: $result = $db->query (SELECT C i id) FROM: . Sdb->prefix . 'pos
Sdb->resull(Sresult) +1; /1 (5

posts', _FILE__, __LINE__, $db->error ()); // f(Spic)

L$id. " AND . Sposted) or error (‘Unable (o

{ERE topic_id

d),
posts']); // if($pid),

__FILE_, __LINE__, Sdb->error ());

1% (8p- 1)
V1" Sdb->prefix spun user[disp_posts') or error (‘Unable fo f

config - "\n", $extra_links)).

{ERE topic_id=". $id . ORDER BY id LIVIT *. $start_from .
1" && $pun_config 1= "), if(preg_m all('%([0-9]+ )

i) // header. phpif($pun_us:
$db->resull($rssuk $i); $i++)

NNER JOIN' . $db-

205 $post | |ds[]-$cur po:
211: $resu
>prefix . ‘users A
292: $user_infol] =

ername, p.poster [ id ASis online FROM ' . $db->prefix . 'p
id=u.id AND fo, _FILE_, _LINE_,
a></span></dd>

istered, u.admin_note, p.id, p.p
db->pre|'x ‘online AS o ON (o.u:
er_ip].">". $lang_topic[ IP address logge

u.num_p p.poster_ip, p.poster_email, p.m e_silies,
ERE

p.hid g el
id11 AND o.idie=0) (" mplodi., Spost_ids) SORDER BY p.d true) or afrar (Unasla to o

post > 1) else , if(Spun_user),

u.email, utitle, u.url, u.location, u.signature, u.email_setting
N $db->prefix . ‘grou 5 AS g ONg.g_id=u group_id
1 host=". Seur_post[id]. " tile="". Scur_post[pc

require:
352: if(count(Suser_info))

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array($ GET); // common.php
19: $pid = intval($_GET[pid])

30: $result = $db->qu m(bELE opic_id, posted FROM " . $db->prefix . ‘posts
34: list($id, $posted) = Sdb->fetch_row(Sresul); //1s1() i(5pic)

153: $pun_user = array()
37: $result = $db->query (SELEC
38: $num_posts = $db->result($result) + 1;
40: GET[ p'] = ceil($num_posts / $pun_user[
127:§ intval($_GET[);

128: Sstart_from = $pun_user[disp_posts]* ($p - 1);
201: $result = $db->query (SELECT id FR’OM‘ $db >preﬁx

HERE id=". $pid) or error (‘Unable to fetch topic ID', __FILE_, _LINE__, $db->error ()); // f(Spid)

__FILE__, __LINE__, $db->error ()); // if($pid)

4<' . $posted) or error ('Unable to count previous p

. $db->prefix . ‘posts WHERE topic_id="_ $id . ' AND 1

s']); // if($pid)

post IDs, _FILE__, __LINE__, Sdb->error ());

) or error ('Un
dra_links;

‘posts WHERE topic_id='. $id . ' ORDER BY id L

212: for($i = *; $i < $num_links; ++$i) // header phpi 1' && $pun_config != "), if(preg_match_all("%
204: for($i = *; $cur_post_i -$db->rasuu(srssun $\) $|++)
205: $post_ids[] = $cur_post_id:
211: $result = $db- >guery(SE u.email, u.fitle, u.url, u.location u.email_setting, u.num_p ed, u.admin_note name, p.poster age, p e FROH - $db->prefix . 'posts AS p INNE Sdb-
>prefix . AS u ON u.id=p.poster_id INNER JOIN ' . $db->prefix . g ON g.g_id=u.gs id LEFT rw $db->prefix . ‘online A AND o.user_it ERE p.id IN (. implode(
295: Suser_con! acts pan clas "><a href="mailto:" . $cur_post['poster_email] . slang common([ Email] . - </span>'; /I if($cur_p & 1$pun_user && $pun_use
353: echo echo .'<dd class="usercontacts">" . implode( ', Suser_contacts) . '</dd>" . "\n’;
requires:
353: if(count($user_contacts))
Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
153: $pun_user = array(); // common php
81:$_GET = stripslashes array($ GET); // common.php
19: $pid = intval($_GET['
30: $resu\1-$db->guem(bELE"T topic_id, posted FROM " . $db->prefix . 'posts WHERE id=" . $pid) or error (Unable o fetch topic ID', __FILE__, __LINE__, $db->error ()); // f($pid)

34: st($id, $posted) = Sab->fetch_row(Sresult), /() (5pic)
85: $result = $db->query (‘SELEC ct, L losed, Lum_replies, tstcky, tirst_post id
>prefix . ‘forum_perms AS fp ON (fp.foru . $pun_user{o_id]
90: Scur topic = Sdb->fetch assoc(Sresull);

135: $cur_topicl subj Gonsor_vords (Scur_topicf subjcci]
357: echo echo pun_htmispecialchars (Scur_topic] subject]);

id AS forum_id, f.forum_name, f.moderators, fp
{ERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.id

cribed FROM . $db->prefix . topics AS { INNER JOIN". $db->prefx ‘forums AS f ON fid=tforum id LEFT JOIN' . $db-
- AND tmoved_to IS NULL) or error (‘Unable to fetch topic info’, __FILE_, __LINE__, $db->error ()); ser) else

f($pun_config == 1"

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

81:$_GET = stripslashes array (§_GET); // common pp
19: $pid = intval($_GET[pd]) :

le 10 felch topic D', __FILE__, __LINE__, $db->error ()); // f(Spid).

30: $result = $db->quel y( posted FROM " . $db->prefix . ‘post: . $pid) or error ('L

d
34: lst($id, $posted)—$db->letch mw(sresun), list() f($pid),

153: $pun_user = array();
37: Srasull = Sdb->query (SELECT COULT(id) FROM . Sdb->prefix. posts WHERE opic_id=" . $id . AND posted<' . Sposted) or error (Unable to count previous posts', __FILE__, _LINE__. Sdb->error () //(5016)
$db->result($result) + 1; // if(5pic)
o] = ceil($num_posts / $pun_user[disp_posts); //if(Spic)
:intval($_GET[»]);
= Spun_user{ disp_posts] * (8p - 1);
db->query (‘SELECT id FROM . $db->prefix . 'po postsT) or error (‘Unable to fetch post IDs', __FILE_, __LINE__, Sdb->error ());

HERE (opic_id='. $id . ORDER BY id LIVIT *. $start_from . . Spun_user[ i
h_all(*%([0-9]+)\s*=\s*(.*?)\nS un_conf

1' 8& Spun_config 1= "), if(preg_m:

$i < $num_links; ++8i) der.phpif($pun_user =
; $cur_post_id = $db->result(Sresult, $i); $i++)
Sour_post i \d

INNER JOIN' . $db-

p.edited_by, g.g_id, g.g_user _title, o.user_id AS is_online FROM" . $db->prefix . 'posts A
true) or error (‘Unable (o felch post info', __FILE_, _ LINE_,

el p.m hide_smilies, e
VHERE pid N (- mploda(.", Spost ids) ) ORDER BY p.d.

S

poster_id, p.p
er 11 AND o dio~0

e, u.email_setting, u.num_posts, u.re u.admin_note, p.id, p.poster AS username

EFT JOIN' . $db->prefix . ‘online AS o ON (0.use

mm u.title, u.url, u.location, u.sig
JOIN' . $db->prefix . ‘aroups AS g ON g.g_ic
-M(Swr post['message ], $our_post[hide_smilies

efix . us
327: Sour_post] me

el

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
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81:$_GET = stripslashes_array ($_GET); // common.php
19: $pid = intval($_ GET[M]) 0;

30: $result = $db->qu T te d, posted FROM " . $db->prefix . ‘posts WHERE id=". $pid) or error (‘Unable to fetch topic ID', __FILE__, __LINE__, $db->error ()); // if(Spid).
34: list($id, $posted)-$db»>letch mw(sresuk) list() if($pid).

153: Spun o

37 $resu\t-$db >guery(bk:u:( WHERE topic_id=". $id . ' AND . $posted) or error (Unable u

t previous p

__FILE_, __LINE__, $db->error ()); //i(5pid)

uN\ id) FROM " . $db->prefix . ‘posts

$db->result($result) + 1 // f($pic)

_GET[1] = cell($num_posts / Spun_user[

:§ intval($_GET[p]);

128: $start_from = $pun_user['
SEL

sts']); // if($pid),

P ($p-1);
T rJme sdb >prefix . 'po

201: $result = $db->guery ( E HERE topic $\d.‘ORDH< BY id LIMI $scart irom . $pun_user[d ) or error (‘Unable to fe __LINE__, Sdb->error ());

212: for($i = *; $i < $num_links; ++8i) der.phpif($pun_user == "1" && $pun_config I= "), if(preg_match_all(%([0-9]+)\s *?)\n%s’, $pun_config extra_links)).

204: for(Si $db- >resull($result $i); $i++)

205: $post_ids| | id;

211: Sresu LECT u.email, u.title, u.url, u.location, u ure, u.email_setting, u.num_posts, u.registered, u.admin_note, p.id, p.post username Jpow 1_id, p.poster_ip, p.poster_email, p.message, p.hide_smiles, p id AS is_online FROM " . $db->prefix . ‘posts AS p INNER JOIN . $db-
>prefix.. poster id INNER JOIN . $db->prefix . AS g ON g.g_id=u.group_id LEFT JOIN" . $db->prefix . ‘online AS 0 ON (o.user_id=u.id AND o.user_id!=1 AND o.idle=0) WHERE p.id IN (' implode(',, $post_ids) .

_FILE_, _LINE__
requires:
36

($our_post[edite

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

81: $_GET = stripslashes array (3 GET); // common.php

19: $pid = intval($_GET[vid

$db- >gueg¢(';r\ rrr d, posted FROM " . $db->prefix . 'post
$posted) = $db->lelch,row($resul!); list() if($pid),

153: $pun_user = array(); // common.php

37: $result = $db->query ('SELECT COUNT(id) FROM ' $db->prefix . posts WHERE topic,
38: $num_posts = $db->result($result) + 1; // if(Spid)

40: $_GET[ 1] = ceil($num_posts / $pun_user]

127:$p sintval($_GET[p

128: $start_from = $pun_us:

HERE id=". $pid) or error ('Unable lo fetch topic D', __FILE__, __LINE__, $db->error ()); // if(Spid)

. $id . AND

. $posted) or error ('Unable (¢

int previous posts', __FILE_, __LINE__, $db->error ());

if($pid)

isp_posts]* ($p- 1)
ELECT id FROM " . $db->prefix . ¢

201: $result = $db->guery ('Si S\d CORDER BY id LIMIT . $start_from . "' $pun user[ disp. ']) or error (‘Unable to feteh post D, __FILE__, __LINE__, $db->error ());
212: for($i = *; $i < $num_links; ++$i) // header p un ) h_all(%([0-9]+)\s*3\s*(.*?)\n%s", $pun_config . "\n", Sextra_links)),

hpif( us
204: for(8i = *; $cur_post_id = Sdb->result(Sresult, Si); $i++)
205: $post ids[] = Scur_post id;

211: $result = $db->query ('SE| u.email, u fitle, u.url, ulocation, u
>prefix . 'users AS u ON poster_id INNER JOIN . $db->prefix .
336: $signature parse slgnsture (Seur. DOSI[aJW m;.pun
362: echo echo 1111111 class="p

ted, p.edited, p.edited_by g
ORDER BY p.id', true) or error(l nable to

ser_title, o.user_id AS is_online FROI
_FILE_, _LINE__

mail_setting, u.num_posts, u.registered, u.admin_note gu p.poster AS username Jpodtor d p-poster_ip, p.poster_email, p.message, p.hide_smilies, p
\h'\ g ONg.g_id=u.group_id LEFT JON . $db->prefix . ‘online AS o ON (o.user_id=u.id AND =1 AND o.idle: ERE p.id I implode('.', $post_ids)
st1=" &8 $pun et(Ssignature, cache) else

Sdb->prefix . posts A

NNER JOIN . $db-

or 12°0'), f(

requires:
36:

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

1: $_GET = stripslashes array ($_GET); // common.php
19: $pid = intval($_GET[ pid]) : 0;
30: $result = $db->query (SELECT topic id, posted
34: list($id, $posted) = $db->fetch_row(Sresult); //|
18: $id = intval($_GET[d1) :
153: $pun_user = array(); // common.php
37: $result = $db->query ('SELECT COUNT(id) FROM . $db->prefix . ‘posts W
38: $numes| $db->result($result) + 1; // if($pid)
40: $_GET[ ] = ceil($num_posts / $pun_user{
127:8p = 1 intval($_GET[»

128: $start_from = Spun_user[ s o 7" ($p -
201: $result = $db->query (‘SELE M
204: $cur_post_id = $db-: >resu|(($result $i);

205: Spost_ids{] = $cur_po:

211: $resul ST u.email, u.title, u.url, u.location, u.signature, u.email_se
>prefix . 'users AS u ON u.id=p.poster_id INN
212: Scur_post = Sdb->fetch_assoc(Sresul){
323: $post_actions[] = '<Ii cl " te"><span><a href='

FROM " . $db->prefix . ‘posts WHERE id=" . $pid) or error (‘Unable to fetch topic ID', __FILE__, __LINE__, $db->error ()); // f(Spid)
() if(Spid)

. $posted) or error ( Unable

int previous posts'

__FILE_, __LINE__, Sdb->error ());

if($pid)

1
- $db->prefix. ‘po: HERE topic_id=". $id . ' ORDER BY id LIMIT . $start_from . "' $pun_user['disp_posts']) or error ('Unable (o fe

post IDs', __FILE__, __LINE__, Sdb->error ());

ing, u.num_posts, u.registered, u.admin_note

d ster AS
JOIN" . $db->prefix . ‘groups AS g ON g.g_id=u.group_id LEFT JOIN" . $db->prefix . ‘online AS o ON (o.user_id=u i AND

poster_ip, p.poster_emai
AND o.idle=

r ide_smilies, ed 9.9_id, g.g_user _title, o.us
ERE pid I (. mplode. , Spost_ids) S CROER. BY p.d true) or afrar (Unasla to o

INNER JOIN" . $db-

1 id AS is_online FROM " . $db->prefix . 'posts AS
_FLE_, _LINE_,

Stphp?tid=". $id . ‘&amp;qid=". Scur_post[id] . ">'. Slang_topic[ Quote’] <fli>; 1 if(1$is_admmod

requires:
36

(count($post_actions))

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); mon.php
_GET = stripslashes aray (8_GET); // common.php
19: $pid = intval($_GET’
30: $resu\|'$db->gm(sEL CT topic_id, posted FROM ' . $db->prefix . ‘posts WHERE id=" . $pid) or error (‘Unable o feich topic 1D, __FILE_, __LINE__, $db->error ()); // f(Spid)
34: list($id, $posted) = $db->fetch_row(Sresult); // list() if(5pic)

85: $result = $db->query (‘SELECT tsubject, t.closed, Lnum replies, tsticky, Liis
id=f.id AND fp.group.

.id, £d AS forum id, f forum name, f.moderator
WHERE (fp.read_forum IS NULL OR fp.

replies, 0 AS is
d forun 1) AND t.id

bscribed FROM " . $db->prefix . ‘topics AS t INNER JOIN . $db->prefix . ‘forums AS
- $id . AND t.moved_t

f ON f.id=tforum id LEFT JOIN" . $db-

>prefix . _perms L) or error (‘Unable to fetch topic info’, __FILE__, __LINE__, $db->rror ()); / (/$pun_user) else

ru S N (fp
90: Scur._topic = Sdb->fetch_assoc(Sresult;
388: echo echo Scur_topic[ Torum 0],

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
1: $_GET = stripslashes array ($_GET);
19: $pid = intval($_( GET[wd]) 0

30: $result = $db->qus T to d, posted FROM ' . $db->prefix . 'posts.
34: list($id, $posted)'$db»>lelch row($resull), list() if($pid).

85: $result = $db->query (SELECT Lsubject sed, t.num_replies.
>prefix . forum_perms uw o for fia AND fp.grou

90: $our_topic = $dh->fetch assoc(§result);

388: echo echo pun_htmispecialchars (Scur._topic] forum name);

common.php

HERE id=". $pid) or error (Unable to fe

__FILE_, __LINE__, $db->error ()); // i(Spid)

cky, t.fi
- Spun_user( <]

t_id, f.id AS forum_id, f.forum_name, f.moder
HERE (fp.read_forum IS NULL OR fp

ies, 0 AS is_st bed FROM . $db->prefix . ‘topics
t .$id -\NDlmuud 10 1S NULL') or error

AS t INNER JOIN ' . $db->prefix . forums AS f ON f.id=t.forum
o fetch topic info', __FILE_, __LINE_, Sdb->error ());

EFT JOIN'. $db-

un_user) else

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php

81:$_GET = stripslashes_array ($_GET); // common.php

19: $pid = intval($_GET[1d]) : 0;

30: $result = $db->query (‘SELECT topic_id, posted FROM ' $db->prefix . ‘posts WHERE id=". $pid) or error (‘Unable to fetch topic D

34: list($id, $posted) = $db->fetch_row(Sresult); // list() if(5pic)

85: $result = $db->query ('SELECT tsubject, {.closed, tnum_replies y. tfirst_p

>prefix . ‘forum_perms AS fp ON (fp.forum. id AND fp.group_id=". $pun_user[q_id]

90: $cur_topic = $db->fetch_assoc($result);
5: Scur_topic] <.bjec(] = Gensor words (Scur_topic{ 0

389: echo echo pun_htmispecialchars ($cur_topicl =5,

__FILE_, __LINE__, $db->error ()); // f($pid)

id, £.id AS forum_id, .forum_name, f.moderators, fp.
{ERE (fp.read_forum IS NULL OR fp.read_forui

st_replies, 0 AS s_subscribed FROM - $db->prefix . ‘topics AS t INNER JOIN . $db- >prerx ‘forums AS f ON fid=t.forum_id LEFT JOIN' . $db-
=1) AND tid=". $id . " AND t.moved_to IS NULL') or error (‘Unable to fetch topic info', __FILE__, __LINE__, $db->error ()); Spun_user) else

f(Spun_config =="1'

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153; $pun_user = array(); // common php

81: $_GET = stripslashes_array (§_GET); // common php

19: $pid = intval($_GET(pd]) : 0;

30: Sresult = $db->query (SELECT topic_id. posied FROM . Sdb->prefix. posts
34:list($id, $posted) = $db->fetch_row(Sresult); // is!()

HERE id=". $pid) or error (‘Unable to fetch topic ID', __FILE__, __LINE__, $db->error ());

85: $result = $db->query (‘SELECT tsubject, t.closed, tnum_replies, tsticky, L1 d, f.id AS forum_id, f.forum_name, f.moderators, fp.post_replies, 0 AS is_subscribed FROM ' . §db->prefix . topics AS t INNER JOIN Sdb->prefx ‘forums AS f ON f.id=t.forum_id LEFT JOIN" . $db-
>prefix . ‘forum_perms AS fp ON (fp.forum_id=f.id AND fp.group_id=". $pun_user[g m] WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.id="_ $id .* AND t.moved_to IS NULL') or error (‘Unable to fetch topic info’, __FILE_, __LINE__, $db->grror ()); // if(!Spun_user) else ,

90: $eur_topic = $db->fetch_assoc($result);
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__FILE_, __LINE__, $db->error ());

456: $forum_id = Scur_topic[ forum id];

37: $resum-$db->guemSELEf‘T COUNT(id) FROM " . $db->prefix . 'po
38: $num_posts = Sdb->result($result) + 1;

40:$_ GET[‘ '] = ceil($num_posts / $pun_user[disp_poss]);
intval($_GET[p);

79: $D $D null; php

36: echo echo "1\

" . $posted) or error (‘Unable to count previous pos

{ERE topic_id=" $id . ' AND poste

. $lang_common[ Moderate forum? . '</a></span></dd>". "\n"; // footer.php

><a href="moderate.php?fid=". $forum_id . ‘8amp;p=". $p .

) && $is_admmod)

11 || Sfooter_style =

requires:
28:

f(isset(Sfooter_style) 88 (Sfooter_style =
32: if($footer_style == viewiorun)

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153; Spun user = array(); // common php
81:$_GET = stripslashes array ($_GET); // common.php
19: $pid = intval($_GET[0id]) : 0;
30: $result = $db->query (SELEC d, posted FROM ' . $db->prefix . 'posts.
34: list($id, $posted) = $db->fetch_row(Sresult); // list()

shtopic 1D, _FILE__, __LINE__, $db->error ());

. $pid) or error (‘Unable fo fe

sed FROM . $db->prefix . ‘topic EFT JOIN' . $db-

eplies, 0 AS is_subs:

ors, fp.f

tINNER JOIN ' . $db->prefix . forums AS f ON f.id=t.forum_id
__FILE_, __LINE__, $db->error ());

forum_id, f.forum_name, f.moder

85: $resu\1—$db->gueg¢(sﬂ F(‘T ubject, t.closed, t.num_replies, t.sticky, tfirst_post £
>prefix . forum_perms AS fp C forum_id=f.id AND fp.group_id= $pun user['g_id"] ") WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND $id . AND tmoved_to IS NULL') or error (‘Unable to fetch topic inf

90: $cur_topic = $db->fetch_ assuc(sresuu).
456: $forum_id = Scur_topic[ forum_(d];

37: $result = $db->query ('SELECT COUNT(id) FROM '
Sdb->result(Sresult) + 1;

ceil($num_ poslsl$pun user[disp_posts);

FILE_, __LINE__, $db->error ());

.$id . AND posted<'. Sposted) or error (‘Unable to count previous posts’, __|

HERE topic_id

Sdb->prefix . posts

header.php
.$id . '8amp:p=". $p . ">'. $lang_common[ Moderate topic] . ‘</a></span></dd>". "\’ // footer.php

moderate php?fid=". $forum_id . ‘&amp

pic') && Sis_admmod)

rum' || Sfooter_style =

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81:$_GET = stripslashes_array ($_GET); // cormmon.php

19: $pid = intval($_GET[pd]) : 0;

30: $result = $db->query ('SELECT topic_id, posted FROM ' . $db->prefix . ‘posts WHERE id=". $pid) or error ('Unable o felch topic ID', __FILE__, __LINE__, $db->error ()):

34: list($id, $posted) = $db->fetch_row(Sresult); // lisi()

85: $result = $db->query ('SELECT tsubj sed, tnum_replies, t.sticky, tfirs d, f.id AS forum_id, f.forum_name, f.moderators, fp.p plies, 0 AS Is_subscribed FROM ' . $db->prefix . AS t INNER JOIN" . $db->prefix . ‘forums AS f ON f.id=t.forum_id LEFT JOIN" . $db-
>prefix . ‘forum_perms AS fp ON (fp.forum, id AND fp.grou . $pun_t user[u id'] . ') WHERE (fp.read_forum IS NULL OR fp. foru t . $id . AND t.mc 1015 NULL') or error ('L to fetch topic info', __FILE__, __LINE__, $db->error ()); // {(!$pun_user) else

90: $cur_topic = $db->fetch_assoc($result);
496: 8forum id = Scur_topic{orum ];
44: echo echo 1111 an><a href

er.php

“\n'

. $id . =" . $lang_common[ I\

ate.php?fid=". $forum_id . ‘&amp;move.

pic’) && Sis_admmod)

requires:
28 ' || Sfooter_style == "view

f(isset(Sfooter_style) & (footer_style =
39:if(Sfooter_style )

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81:$_GET = stripslashes_array ($_GET); // cormmon.php

19: $pid = intval($_GET[pid]) : 0;
$pid) or error (Unable to fetch topic I, _FILE__, __LINE__, $db->error ());

30: $result = $db->query (‘SELECT d, posted FROM " . $db->prefix . ‘posts WHERE id=
34: list($id, Sposted) = $db- >lelch row(sresult) list
85: $result = $db->query (SELECT Lsubject, Lclosed, Lnum replies, Lsticky, L st_id, f.id AS forum_id, f.forum_name, f.moderators, fp eplies, 0 AS is_subscribed FROM ' . $db->prefix . topics AS t INNER JOIN . $db->prefix . ‘forums AS f ON f.id=tforum_id LEFT JOIN' $db-
>prefix . 'forum_perms AS fp ON (fp.forum_id=f.id AND fp.group_id=". $pun_user['g. m] HERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.id=". $id . ' AND t.moved_to IS NULL'") or error (‘Unable to fetch topic info', __FILE__, _ LINE__, $db->error ()); $pun_user) el
90: $cur_topic = $db-: >'eu:h assoc($resu\()
: $forum_i rum_idT;
< te. php?fid=". $forum_id . ‘&amp;or . 8$id . "> $lang_common[ Open topic] "\n" // footer.php

47: echo echo

pic) && Sis_admmod)

requires:
28 “iewforum' || $footer_style =

f(isset(Sfooter_style) && ($iooler style =
39: if($footer_style
46: if(Scur_topic|

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81:$_GET = stripslashes_array ($_GET); // cormmon php
19: $pid = intval($_ GET[\M]) 0;

L

30: Sresult = $db-> ECT topic_id, posted FROM " . $db->prefix . post LINE_, $db->error ());

HERE id=". $pid) or error (‘Unable to fetch topic ID', _FILE__, __|

f ON f.id=t.forum

\S £ INNER JOIN " . $db->prefix . ‘forums AS id LEFT JOIN" . $db-

34: list($id, $posled)‘$db ->fetch_row(Sresult); // list()

85: $result = $db->query (SELECT Lsubj sed, t.num_replies, t.sticky, t fir t_id, f.id AS forum_id, f.forum_name, f.moder 0ASis_subscribed FROM ' . $db->prefix . ‘o
>prefix . 'forum_perms AS fp ON (fp.forum id AND fp.grou . Spun_user{ o n] HERE (fp.read_forum IS NULL OR fp L $id . AND tmc 1015 NULL") or error (L to fetch topic info’, __FILE__, __LINE__, $db->error () un_user) else
90: Scur_topic = $db->fetch_assoc($result;

456: $forum_id = Scur_topic[ forum

49: echo echo "I, < ate.php?fid=". $forum_id . ‘&amp:clos $id . =" $lang_common[ Close topic] . "\n"; // footer.php

requires
2 1 || Sfooter_style == "viewtopic') && Sis_admmod)

sset(Sfooter_styl) 88 (Sfooter style =
39:if(Sfooter_style =
48: if($cur_topicl

‘1)else

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.
153; Spun_user = array(); // common php

81:$_GET = stripslashes array (S_GET); // common.php
fopic 1D, _FILE__, __LINE_, $db->error ());

19: $pid = intval($_GET[0id]) : 0;
30: $result = $db->query (SELECT sosted FROM ' . $db->prefix . ‘posts WHERE id=". $pid) or error (Unable tc
34: list(Si osted)-$db->letch mw(sresuh), list()
post_id, f.id AS forum_id, f.forum_name, f.moderators, fp. eplies, 0 AS is_subscribed FROM . $db->prefix . ‘top LINNER JOIN® . Sdb->prefix . forums AS f ON fid=t forum_id LEFT JOIN' . $db-
e to fetch topic info, __FILE__, __LINE__, $db->error ()); // (!$pun_user) else

mnu id=". $id . " AND t.moved_to IS NULL') or error (‘U

85: $result = $db->query (< Subj
>prefix . forum_perms AS fp ON ( o forum
90: Sour_topic = $db->fetch assuc(sresuu).
456 $forum_id = Scur. toplc[ rum_ic

52: gcho echo "1\ <dd><span=<a href="moderale php?fid=". $forum_id . ‘&amp;unstick=". $id . "' . $lang_common[ Unstick (opi

closed, t.num_replies, t

id AND fp.group HERE (fp.read_forum IS NULL OR fp.read_foru:

sticky, t.first
. $pun_user{'g_id]

3 1l footer.php

a></span></dd>' .

requires:
28 |f(|sse|($¢ooter sly\e) 88 (Sfooter_style =

39: if($footer_s Op

510

') 8& Sis_admmod)

orum' || $footer_style =

f(Scur_t mplc[ ctcky]

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); mon.pl
1-5. OET = sripsiashes. array (5 GET): // cormon oy

19: $pid = intval($_GET[v1d]) : 0;
LECT poste: 1H’<()M $db->prefix . post: FILE__, __LINE__, $db->error ());

HERE id=". $pid) or error (‘Unable to fetch topic 1D, _|

um_id LEFT JOIN' . $db-
pun_user) else

30: $result = $db->query ( 0 d
34: lst($id, $posted) = $ab->fetch_row(Sresult;
85: $resu\t = $db->query (SELEC u t
>prefix . ‘forum_perms AS fp ON (fp.forum_id
90: $cur_topic = $db->fetch_assoc(Sresult);

pics AS t INNER JOIN ' . $db->prefix . 'forums AS f ON f.id=t.f

ROM . $db->prefix . 'ic
__FILE_, __LINE__, Sdb->error ());

s .
* AND t.moved_to IS NULL) or error (‘Unable to fetch topic info,

d AS forum_id, f.forum_name, f.moderators,
HERE (fp.read_forum IS NULL OR fp.re

s, tsticky, tfirst

mm re
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footer.php

rale php?fid=". $forum_id . ‘&amp:siick=" $id . "> . $lang_common( Stick topic] .

“viewforum || Sfooter_style == "viewtopic') && $is_admmod)

Cross-Site Scripting
Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81: $_GET = stripslashes array ($_GET); // common php
19: $pid = intval($_GET[0id]) : 0;
30: $result = $db->query (SELECT (o e
34: list($id, $posted) = $db->fetch_r mw(:resuh),
85: $result = $db->query CT t.su t
>prefix . forum_perms AS fp ON (fp.forum_ic
90: $our_topic = $db->fetch_assoc($result);
456 $forum_id = $cur toplc[ rum_ id];
104: echo echo "1111(" feedlinks"><span class="

topic 1D, __FILE__, __LINE_, $db->error (); // (5

HERE id=". $pid) or error (Unable Ic

4 FROM Sdb»preﬁx . 'posts
if($pid),

t.num_replies, t.s
$pun user{'g_id]."

replies, 0 AS is_subscribed FROM . $db->prefix . top:
AND tmoved (o 1S NULL') or error (‘Unable to felch topic info', __FILE__, __LINE__, $db->error ()); // if(!Spun

S LINNER JOIN' . $db->prefix . ‘forums AS f ON f.id=t forum_id LEFT JOIN" . $db-
user) else

tfirst_post_id, f.id AS forum_id, f.forum_name, f.moderators, fr
WHERE (fp.read_forum IS NULL OR fp.read_forum=1) AND t.id=". $id

id AND fp.group_id

><a href="extern.php?action=feed&amp;fid=". $forum_id .'&amp;type=rss">' . $lang_common[RSS forum feed . '</a></span></p>'. "\n" // footer.php

requires:
101: if($footer_style
103 if($pun_configl

Cross-Site Scripting

Userinput returned by function fetch_assoc() reaches sensitive sink.

153: $pun_user = array(); // common php
81:$_GET = stripslashes_array ($_GET); // cormmon.php
19: $pid = intval($_GET[10]) : 0;

30: $result = $db->query LECT topic_id, posted FROM " . $db->prefix . 'post:
34: list($id, $posted) = $db->fetch_row($result); () if($pid)

85: $result = $db->query ('SELECT tsubject. t.closed, tnum_replies, tsticky, tiirst
>prefix . 'forum_perms AS fp ON (fp.forum_id=F.id AND fp.grou - $pun_user[q_id].
90: Scur._topic = $db->fetch_assoc($result);

456 $forum_id = Scur_topicl forum_id];

106: echo echo "1™ '<p d="Teedlinks

HERE id=". $pid) or error (‘Unable to fetch topic ID', __FILE__, __LINE__, $db->error ()); // if(Spid).

bed FROM ' . $db->prefix . ‘topics AS t INNER JOIN " . $db->prefix . ‘forums AS f ON f.id=t.forum_id
AND tmoved 10 1S NULL') or error (‘Unable to fetch topic info’, __FILE_, __LINE__, $db->error ());

EFTJOIN' . $db-

st_id, f.id AS forum_id, f.forum_name, f.moder
WHERE (fp.read_forum IS NULL OR fp.re

footer.php

atom"><a href="extern.php?actio id=". $forum_id . ‘&amp;type=ator’>

requires:
101: if($footer_style
($pun_config[ o

105:
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