
Entries in perl database: 33
Entries in ruby database: 46
Entries in python database: 62
Entries in c database: 334
Entries in php database: 55
Analyzing admin_bans.php
Analyzing admin_categories.php
Analyzing admin_censoring.php
Analyzing admin_forums.php
Analyzing admin_groups.php
Analyzing admin_index.php
Analyzing admin_loader.php
Analyzing admin_maintenance.php
Analyzing admin_options.php
Analyzing admin_permissions.php
Analyzing admin_ranks.php
Analyzing admin_reports.php
Analyzing admin_users.php
Analyzing db_update.php
Analyzing delete.php
Analyzing edit.php
Analyzing extern.php
Analyzing footer.php
Analyzing header.php
Analyzing help.php
Analyzing index.php
Analyzing install.php
Analyzing login.php
Analyzing misc.php
Analyzing moderate.php
Analyzing post.php
Analyzing profile.php
Analyzing register.php
Analyzing search.php
Analyzing userlist.php
Analyzing viewforum.php
Analyzing viewtopic.php
db_update.php:648: High: fopen
extern.php:441: High: fopen
install.php:1715: High: fopen
Argument 1 to this function call should be checked to ensure that it does not
come from an untrusted source without first verifying that it contains nothing
dangerous.

admin_index.php:55: Medium: is_readable
A potential TOCTOU (Time Of Check, Time Of Use) vulnerability exists.  This is
the first line where a check has occured.
The following line(s) contain uses that may match up with this check:
58 (fopen), 62 (fopen), 73 (exec)

admin_bans.php:12: Low: dirname
admin_categories.php:12: Low: dirname
admin_censoring.php:12: Low: dirname
admin_forums.php:12: Low: dirname
admin_groups.php:12: Low: dirname
admin_index.php:12: Low: dirname
admin_loader.php:12: Low: dirname
admin_maintenance.php:14: Low: dirname



admin_options.php:12: Low: dirname
admin_permissions.php:12: Low: dirname
admin_ranks.php:12: Low: dirname
admin_reports.php:12: Low: dirname
admin_users.php:12: Low: dirname
db_update.php:37: Low: dirname
db_update.php:791: Low: dirname
delete.php:9: Low: dirname
edit.php:9: Low: dirname
extern.php:60: Low: dirname
help.php:12: Low: dirname
index.php:9: Low: dirname
install.php:23: Low: dirname
install.php:135: Low: dirname
login.php:12: Low: dirname
misc.php:12: Low: dirname
moderate.php:9: Low: dirname
post.php:9: Low: dirname
profile.php:9: Low: dirname
register.php:9: Low: dirname
search.php:12: Low: dirname
userlist.php:9: Low: dirname
viewforum.php:9: Low: dirname
viewtopic.php:9: Low: dirname
A potential race condition vulnerability exists here.  Normally a call to this
function is vulnerable only when a match check precedes it.  No check was
detected, however one could still exist that could not be detected.

db_update.php:648: Low: fopen
extern.php:441: Low: fopen
install.php:1715: Low: fopen
A potential race condition vulnerability exists here.  Normally a call to this
function is vulnerable only when a match check precedes it.  No check was
detected, however one could still exist that could not be detected.

db_update.php:1863: Low: unlink
profile.php:385: Low: unlink
profile.php:392: Low: unlink
A potential race condition vulnerability exists here.  Normally a call to this
function is vulnerable only when a match check precedes it.  No check was
detected, however one could still exist that could not be detected.

header.php:56: Low: basename
header.php:161: Low: basename
A potential race condition vulnerability exists here.  Normally a call to this
function is vulnerable only when a match check precedes it.  No check was
detected, however one could still exist that could not be detected.

profile.php:398: Low: rename
A potential race condition vulnerability exists here.  Normally a call to this
function is vulnerable only when a match check precedes it.  No check was
detected, however one could still exist that could not be detected.

profile.php:399: Low: chmod
A potential race condition vulnerability exists here.  Normally a call to this
function is vulnerable only when a match check precedes it.  No check was
detected, however one could still exist that could not be detected.



Total lines analyzed: 17296
Total time 0.037152 seconds
465546 lines per second


